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Reliable and Safe Generative Models

This thesis presents a series of solutions advancing the development of reliable and
safe generative models. We propose novel approaches to generative modeling that
address real-world applications, with particular emphasis on high-energy physics,
while also introducing methods to safeguard the intellectual value of both models
and their training data. Through these contributions, we strengthen the integrity
and reliability of generative machine learning systems for model developers, users,
and data owners.

In the first part, we focus on the design of reliable generative models for scientific
use cases. We address the challenge of simulating high-energy physics experiments
at CERN European Organization for Nuclear Research, by developing machine
learning alternatives to conventional detector simulations at the Large Hadron
Collider. Our contributions include a formulation of generative adversarial networks
that aligns the diversity of generated samples with real data, as well as a generative
mixture-of-experts framework that captures the multimodal nature of experimental
distributions.

In the second part, we turn to the protection of intellectual value in deep learning
models. As machine learning models become increasingly capable of solving practical
tasks, their utility and intrinsic value grow, making protection a natural extension of
their development. In this part, we introduce the first defense against unauthorized
replication of encoder models, which detects extensive probing of the model’s response
space and prevents extraction attempts.

In the final part, we extend this focus from models to the data that underpins
them, recognizing that safeguarding training data is equally critical to ensuring
trustworthy machine learning. We demonstrate the limitations of existing data
identification techniques and propose a reliable method for detecting copyrighted
datasets used in the training of diffusion models. Building on this, we analyze
privacy risks in emerging image autoregressive models and successfully adapt our
method to this new, previously unexplored class of architectures.

Overall, this thesis contributes to the development of generative models that
reliably address real-world scientific problems while also providing mechanisms to
safeguard both models and data, supporting the creation of a dependable, trustwor-

thy, and accountable environment for generative machine learning.

Keywords: Generative Models, Generative Adversarial Networks, Diffusion Models,
Image Autoregressive Models, High-Energy Physics, Machine Learning Safety



Niezawodne i Bezpieczne Modele Generatywne

Niniejsza praca przedstawia zestaw rozwigzan wspierajgcych rozwéj wiarygodnych
i bezpiecznych modeli generatywnych. Proponujemy nowe podejscia do modelowa-
nia generatywnego, ukierunkowane na praktyczne zastosowania, ze szczegélnym
uwzglednieniem fizyki wysokich energii. Jednocze$nie wprowadzamy metody chro-
nigce wlasno$é intelektualng zawartg w modelach i danych treningowych. Dzieki
temu wzmacniamy bezpieczeristwo i niezawodnos¢ generatywnego uczenia maszyno-
wego, wspierajgc zar6wno tworcow i uzytkownikéw modeli, jak i wlascicieli danych.

W pierwszej czesci pracy koncentrujemy sie na tworzeniu wiarygodnych modeli
generatywnych na potrzeby zastosowan naukowych. Szczegé6lny nacisk kladziemy na
symulacje eksperymentéw z zakresu fizyki wysokich energii prowadzonych w Euro-
pejskiej Organizacji Badan Jadrowych (CERN). Proponujemy rozwigzania oparte na
uczeniu maszynowym jako alternatywe dla tradycyjnych metod symulacji stosowa-
nych w Wielkim Zderzaczu Hadronéw. Osiggniete rezultaty obejmujg opracowanie
generatywnych sieci adwersarialnych wiernie odwzorowujgcych réznorodnos$é da-
nych treningowych, a takze stworzenie modelu opartego na mieszance ekspertow,
umozliwiajgcego uchwycenie wielomodalnej natury generowanych danych.

W drugiej czesci pracy skupiamy sie na ochronie wartosci intelektualnej w mo-
delach uczenia glebokiego. Wraz z rosnacg zdolnoscia modeli do rozwigzywaniu
konkretnych probleméw wzrasta réwniez ich warto$é. Naturalnie tworzy to potrzebe
opracowania metod jej ochrony. W odpowiedzi proponujemy pierwszg metode obrony
przed nieautoryzowanym odtwarzaniem modeli typu enkoder, pozwalajacg wykrywaé
proby eksploracji przestrzeni odpowiedzi modelu przez atakujgcego.

Ostatnia cze$é pracy rozszerza perspektywe ochrony wartosci intelektualnej z mo-
deli na dane. Pokazujemy, ze istniejgce podej$cia do identyfikacji danych uzywanych
do trenowania modeli dyfuzyjnych majg istotne ograniczenia i proponujemy efek-
tywng metode wykrywania wykorzystania zbioréw chronionych prawem autorskim.
Jako pierwsi analizujemy réwniez zagrozenia dla prywatnosci w autoregresyjnych
modelach wizyjnych i skutecznie adaptujemy naszg metode do tego typu architektur.

Podsumowujgc, niniejsza praca wnosi wktad w rozwéj modeli generatywnych
zdolnych w sposéb niezawodny odpowiada¢ na rzeczywiste wyzwania naukowe, a jed-
noczesnie dostarcza mechanizmy ochrony zaré6wno modeli, jak i danych. Tym samym
wspiera tworzenie godnego zaufania, wiarygodnego i odpowiedzialnego ekosystemu
uczenia maszynowego opartego na metodach generatywnych.

Slowa kluczowe: Modele Generatywne, Sieci Generatywne Kontradyktoryjne,
Modele Dyfuzyjne, Modele Autoregresyjne Obrazéw, Fizyka Wysokich Energii, Bez-
pieczenstwo Uczenia Maszynowego
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1. Introduction

Generative models are a cornerstone of modern machine learning. Architectures
such as Generative Adversarial Networks (GANs) [105], Diffusion Models [214], and
Autoregressive Models [223] have demonstrated a remarkable ability to synthesize
data that closely mirrors real-world distributions. Their applications span diverse
domains, including realistic image generation [24, 223], video creation [138, 235],
speech synthesis [53, 128], and music generation [62, 92]. At the same time, these
models are increasingly used in scientific contexts, where they accelerate simulations
in physics [162, 171, 245], support drug discovery [143, 250], advance computational
medicine [34, 37], and enable progress in material science [56, 262].

A key feature of generative models is their ability to approximate complex data
distributions and to generate new samples that follow the learned structure. This
capability has driven advances in both creative and scientific domains, but it also
reveals important limitations and risks. On the one hand, designing models that
move beyond academic benchmarks and reliably capture complex real-world distri-
butions remains a central challenge. On the other hand, the increasing dependence
on large-scale generative systems raises concerns about protecting the growing
intellectual value embedded in both models and their training data.

This dissertation addresses both aspects. The first part focuses on developing
reliable generative models for real-world scientific applications. Specifically, we
examine high-energy physics experiments at CERN, the European Organization for
Nuclear Research, and propose generative methods for simulating detector responses
at the Large Hadron Collider. Our contributions begin with a method for controllably
increasing diversity in GAN-generated samples. Building on this, we introduce a
generative mixture-of-experts framework that delivers higher fidelity and more
accurately models the multimodal distributions characteristic of particle collision
data.

As generative models mature and prove their value in solving practical scientific
tasks, the results of the first part also highlight a new dimension: their growing
utility makes them increasingly valuable intellectual assets. A model that can faith-
fully simulate complex physical processes, for example, embodies not only scientific
insight but also significant investment in data, design, and computation. Developing
reliable models is therefore only one side of the challenge. Once such systems
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demonstrate real-world utility, it becomes equally important to ensure that they are
safeguarded against misuse and unauthorized replication, so that the benefits of
their development remain with their creators and intended users.

The second part of this dissertation turns to the problem of safeguarding intel-
lectual value in machine learning, both in models and in data. To protect the value
of models against unauthorized replication, we develop the first active defense for
encoder models, based on detecting extensive probing of the model’s response space
and preventing extraction.

Safeguarding models alone is not sufficient, since the value of generative systems
also depends on the data that trains them.

We then shift focus to the protection of training data. In this context, we demon-
strate the shortcomings of existing data identification techniques for large diffusion
models and show that these methods are limited as audit tools for protecting the
rights of data owners. To address this, we propose a method for reliably detecting
copyrighted datasets. Finally, we examine the privacy risks introduced by emerging
image autoregressive models and adapt our training data identification method to
this new class of generative architectures.

Overall, this work contributes to the development of trustworthy generative
models that not only support demanding scientific use cases such as high-energy
physics simulations but also ensure the protection of models and data, providing
safeguards for their creators and owners, contributing to the creation of a dependable,
trustworthy, and accountable environment for generative machine learning.

1.1. Research Goals

In this work, we focus on two complementary aspects of generative modelling. The
first is the design of reliable models that can be applied to real scientific challenges,
with a particular emphasis on high-energy physics simulations at CERN. The second
is the development of methods that safeguard the intellectual value contained in
both models and training data, addressing the growing importance of ownership
and protection in the era of large-scale generative systems. From this perspective,
the central research goals of this dissertation are as follows:

1. Design reliable generative models that can solve specific real-world problems,
such as high-energy physics simulations.

2. Develop safeguards that protect the intellectual value embedded in deep learning
models against unauthorized extraction or replication.

3. Protect the value of training data and support the rights of data owners, particu-

larly in the era of large-scale generative models.
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Each of these research goals is addressed in a dedicated part of the dissertation.
Chapters 4 and 5 explore the first goal by introducing methods for building reliable
generative models in high-energy physics. In particular, we propose a modification
of conditional GANSs that selectively increases the diversity of generated samples
to better match the properties of real collision data, and we develop ExpertSim,
a Mixture-of-Generative-Experts framework that achieves high fidelity in simu-
lating responses of the Zero Degree Calorimeter at the ALICE experiment while
maintaining computational efficiency.

Chapter 6 addresses the second goal by turning to model protection. Here,
we introduce Bucks for Buckets (B4B), the first active defense against stealing
encoder models. This method detects extensive probing of the embedding space,
introduces cost functions that penalize extraction attempts, and employs per-user
transformations to mitigate Sybil-style attacks, ultimately stopping unauthorized
replication.

The final goal is explored in Chapters 7-9, where we focus on the protection of
training data and the rights of data owners in large-scale generative models. We
begin by evaluating the limitations of membership inference attacks against diffusion
models and propose a more realistic assessment framework. Building on this, we
introduce Copyrighted Data Identification (CDI), a method that reliably detects
whether specific datasets have been used to train large diffusion models, providing
a practical tool for copyright protection. Finally, we extend the analysis to newly
proposed image autoregressive models, where we show that these architectures
are particularly prone to privacy leakage and extend training data identification
techniques to this paradigm.

1.2. Thesis Content

The dissertation begins with Chapter 1, which introduces the motivation, research
problems, and objectives of this work. Chapter 2 then provides the theoretical
background on generative modelling, covering probabilistic foundations, generative
adversarial networks, diffusion models, and autoregressive architectures. Chapter 3
surveys related work, situating the contributions of this dissertation within the
broader research landscape in machine learning, privacy, and intellectual property
protection.

The first part addresses the problem of developing reliable generative models
for scientific applications, with a focus on high-energy physics. In this domain,
conventional Monte Carlo simulations provide highly accurate detector modelling
but at prohibitive computational cost, creating a demand for efficient machine
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learning alternatives. Standard conditional GANSs, while promising, often collapse
to a limited set of modes and fail to reproduce the full variability of collision data.
Chapter 4 investigates this limitation and proposes Selective Diversity Increase
GAN (SDI-GAN), a modification of the training objective that improves sample
diversity in a controlled manner without sacrificing fidelity. Nevertheless, a single
generative model remains insufficient for capturing the intrinsically multimodal
distributions of calorimeter responses. Chapter 5 addresses this challenge with
ExpertSim, a mixture-of-generative-experts framework in which specialized models
are coordinated by a routing network, enabling faithful and computationally efficient
simulation of detector responses at CERN.

The second part examines the protection of machine learning models as intel-
lectual property. Modern encoder architectures require significant computational
resources to train and constitute valuable assets, yet they are increasingly threatened
by model stealing attacks. In such attacks, adversaries interact with a deployed
model through an API to reconstruct a high-fidelity substitute, undermining both
the economic and scientific value of the original system. Chapter 6 introduces
Bucks for Buckets (B4B), the first active defense specifically designed to counter
encoder stealing. The method quantifies the coverage of queries in the embedding
space, detects probing indicative of extraction, and injects adaptive perturbations to
degrade adversarial reconstructions while maintaining utility for legitimate users.

The third part turns to the protection of training data, which underpins modern
generative models but is often assembled from large-scale, uncurated, and potentially
copyrighted sources. Ensuring that data owners can verify whether their datasets
were used in model training is an open problem, as existing membership inference
attacks are unreliable for large diffusion models trained on billions of samples.
Chapter 7 provides a critical evaluation of these techniques, demonstrating their
limitations under realistic conditions and introducing a more rigorous framework for
assessing privacy leakage. Building on this analysis, Chapter 8 presents Copyrighted
Data Identification (CDI), a dataset-level auditing method that aggregates multiple
membership signals and applies statistical testing, enabling reliable detection of
copyrighted datasets in diffusion models. Finally, Chapter 9 extends the study to
image autoregressive models, a new class of generative architectures. We show
that these models exhibit stronger memorization tendencies than diffusion models,
making them particularly vulnerable to privacy and copyright leakage, and we adapt
dataset identification methods to effectively audit this setting.

The dissertation concludes in Chapter 10, which synthesizes the findings of all
parts and outlines future research directions toward generative models that are
efficient, scientifically reliable, and robust against both model and data misuse.
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2. Background

In this chapter, we establish the theoretical and methodological foundations
that support the remainder of this thesis. We review the main families of modern
deep generative models, outline the requirements of fast simulation in high-energy

physics, and introduce the security considerations that motivate later analyses.

2.1. Generative Modeling

This section provides a concise overview of the generative modeling landscape rel-
evant to our work. While not exhaustive, it introduces the principles and motivations
behind the architectures discussed later.

2.1.1. Generative Autoencoders

Autoencoders are one of the earliest neural architectures proposed for unsu-
pervised representation learning. They consist of two networks trained jointly:
an encoder g, that maps the input x into a latent code z, and a decoder py that
reconstructs the original data point from this code. The model is trained by min-
imising the reconstruction loss, typically the squared error between the input and
the reconstruction:

L, =|x-%I3, (2.1)

where X = pg(q¢(x)). By constraining the latent space to have lower dimensionality
than the input, autoencoders learn compressed representations that capture salient
features of the data. These latent codes can be used in downstream tasks such as
dimensionality reduction [241], anomaly detection [194], image retrieval [217], or
compression [222].

Despite these advantages, the vanilla autoencoder is not a generative model in
the strict sense. Because the encoder-decoder mapping is deterministic, the model
cannot describe a full data distribution, only point reconstructions. Furthermore,
latent codes of training examples tend to form disjoint regions of the latent space

without smooth transitions. As a result, sampling z from a simple prior distribution
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such as N(0,7) yields invalid outputs, making the model unsuitable for generating
new examples.

To address this limitation, extensions of the autoencoder introduce probabilistic
components and regularisation strategies that enforce structure in the latent space.
This leads to the family of generative autoencoders, where the encoded represen-
tations are no longer arbitrary but follow a distribution that supports meaningful
sampling. The most influential formulation in this direction is the Variational
Autoencoder.

Variational Autoencoder

The Variational Autoencoder (VAE) [135] reformulates the autoencoder in proba-
bilistic terms. Instead of mapping each input deterministically to a single latent
point, the encoder defines a distribution over latent variables conditioned on the
input:

q¢(2I%) = N(z; (%), 05 (X)), (2.2)

where the encoder outputs the mean and variance of a Gaussian distribution. The
decoder is likewise defined as a conditional distribution py(x|z), turning the recon-
struction process into probabilistic inference.

The training objective of the VAE is derived from the marginal likelihood of the
data under the generative model py(x). Since direct maximisation is intractable,
[135] introduce a variational lower bound (ELBO):

L0, ;%) = Eg (2w [log po(x12)] — KLIg ¢(zIx) || p(2)], (2.3)

where the first term corresponds to the reconstruction likelihood, and the second
regularises the approximate posterior towards a prior distribution p(z), typically a
standard normal N(0,I).

Optimising this objective encourages the encoder to map training examples into
overlapping regions of the latent space structured by the prior. This ensures that
new latent points sampled from p(z) decode into realistic examples, turning the
autoencoder into a generative model.

A technical challenge arises because the encoder must sample z from the distri-
bution it defines, which breaks gradient flow. To solve this, the reparametrisation
trick is used: instead of sampling z directly, one samples auxiliary noise € ~ N(0, 1)
and computes

z = pg(X) + 0 ¢(x)-€. (2.4)
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This formulation allows gradients to propagate through ps and oy, enabling
end-to-end training with backpropagation.

The VAE provides a principled way to impose continuity in the latent space and
to balance reconstruction accuracy with generative quality. However, it often suffers
from overly smooth outputs due to the Gaussian assumption and the averaging
effect of the reconstruction loss, which motivated the development of adversarial
approaches discussed in the next section.

2.1.2. Generative Adversarial Networks

Generative Adversarial Networks (GANs) [105] represent a different philosophy
of generative modelling compared to autoencoders. Instead of compressing and re-
constructing examples, GANs aim to learn the data distribution directly by mapping
noise variables z ~ N(0,I) into realistic outputs x = Gy(z).

The training procedure involves two neural networks: a generator Gy and a
discriminator D,. The generator is tasked with producing synthetic examples, while
the discriminator evaluates whether a given sample comes from the true distribution
DPdata OF from the generator. Both networks are optimised jointly in a minimax game,
where the discriminator maximises its classification accuracy and the generator

minimises it. This objective can be written as

nbinm(fx Ex-~pyys 108D ¢(X)] + Egp(z) [log(1 — D y(Gy(2)))] . (2.5)

Because the generator is trained through the gradients of the discriminator, im-
provements of one network push the other to adapt, creating an adversarial dynamic.
With sufficient capacity and stable optimisation, this process yields samples that
are indistinguishable from real ones.

Adversarial training has important advantages. Most notably, it avoids the
blurring effects common in reconstruction-based models, and GANs are therefore
known for producing visually sharp and detailed outputs [13, 178]. This property
has made them one of the most widely adopted generative methods across computer
vision and beyond.

Nevertheless, there are two critical drawbacks. First, the minimax game is
unstable in practice and often converges to degenerate solutions. A well-known
failure mode is mode collapse, in which the generator produces only a narrow set of
outputs, ignoring the diversity of the training distribution [197]. Second, GANSs do
not include an encoder, which means they lack the ability to map data points back
into a latent space. As a result, they are less suitable for representation learning

compared to autoencoder-based approaches.
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2.1.3. Diffusion-Based Deep Generative Models

A more recent class of generative models are Diffusion-Based Deep Generative
Models (DDGMs) [119, 214]. These methods define the generative process not as
a single transformation from latent noise to data, but as the reversal of a gradual
noising procedure. The key idea is to corrupt training examples step by step with
Gaussian noise until they become indistinguishable from pure noise, and then train
a neural network to invert this process. By learning how to denoise progressively,
the model acquires the ability to sample realistic data starting from random noise.

Formally, let x, denote a clean data sample. The forward diffusion process
defines a Markov chain of noisy variables x1,...,x7, where noise is added at each
step according to a variance schedule g,...,f7:

q(x¢1x¢-1) = N(x¢5 /1 - Bex4-1, BeX). (2.6)

Because this process is Gaussian and linear, it has a closed-form expression that
relates x; directly to the original data x(:

q(x1x0) = N(%4; /@ x0,(1 - @p)I), (2.7)

where a; =1-6; and a; = ]'[5:1 a;. After a sufficient number of steps 7', the distribution
of x7 approaches an isotropic Gaussian.

The generative model is defined as the reverse Markov chain, parameterised by
a neural network py(x;_1|x;) that attempts to invert the noising procedure:

Po(Xe—11x¢) = N(%¢-1; o (X¢, 8), Zg(X¢, 1)). (2.8)

Sampling from the model consists of starting with xr ~N(0,7) and repeatedly
applying these learned reverse transitions until x, is obtained.

Training is carried out by minimising a variational bound on the negative
log-likelihood of the data [214]. In practice, [119] showed that this objective can be
simplified to predicting the Gaussian noise € that was added at a given step ¢. For a

randomly chosen time index, the training loss becomes

Lt simple(®) = Ex |l € — €9 (/@0 + VI =€, )7, (2.9)

where € ~ N(0,I) and €y is a neural network (often a U-Net [192]) trained to predict
the injected noise. This simplified objective is now the standard way of training
diffusion models.

Compared to GANSs, diffusion models are easier to optimise and rarely suffer
from collapse. They naturally capture diverse modes of the training distribution and
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can generate outputs of very high quality. Their main drawback is computational:
both training and sampling require running the process over hundreds or thousands
of steps, although recent work explores acceleration strategies [24, 196].

Latent Diffusion Models

A major improvement in the efficiency of diffusion models was introduced with
Latent Diffusion Models (LDMs) [24]. Instead of applying the forward and reverse
processes directly in pixel space, the data is first compressed into a latent represen-
tation using a generative autoencoder, as discussed in Section 2.1.1. Concretely, an
encoder E ; maps the input x € RO7*W to a lower-dimensional latent z = E 4(x), and a
decoder Dy, reconstructs the image from this representation, x =D, (z). The autoen-
coder is trained with a combination of reconstruction and perceptual losses to ensure
that z captures the semantic structure of the data while remaining computationally
compact.

Once this autoencoder is trained, the diffusion process is applied in the latent
space z rather than in the original pixel space. Formally, the forward process becomes

q(z¢|zs-1) = N(Zt; V1= ﬁtzt—laﬁtl), (2.10)

and the reverse process is parameterised by a neural network pg(z;_1|z;). Sampling
begins from Gaussian noise in latent space and produces a sequence zr,...,zy, which
is then decoded into an image using D,,.

This formulation dramatically reduces the dimensionality of the diffusion process,
as the latent space is typically several times smaller than pixel space. As a result,
training and sampling become significantly more efficient, while the autoencoder
ensures that perceptually relevant features are preserved. Beyond efficiency, the
separation of the autoencoder from the diffusion process also allows conditioning
and architectural modifications to be applied flexibly at the latent level.

Because LDMs build directly on autoencoder architectures, they connect the
advantages of representation learning with the stability of diffusion. In this thesis,
they play a key role in the analysis of privacy and copyright risks, since most
contemporary large-scale generative models, including Stable Diffusion, are trained

in this latent formulation.

2.1.4. Image Autoregressive Models

Autoregressive (AR) models define the probability of an image as a sequential
product of conditional distributions. Given a sequence of elements t = (¢1,...,tx5) the

model assigns
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N
pt) =[] p(ts t<n), (2.11)
n=1

where N is the length of the sequence and ¢, is the n-th element. Training proceeds by
maximising the log-likelihood, or equivalently, minimising the negative log-likelihood
objective

LR =Eqp,.. [ “log p(t)]. (2.12)

*HxW jtself as the sequence, scanning pixels

Early work treated the image x € R®
in raster order (row by row, left to right) and modelling ¢, = x,, as the value of the
n-th pixel [52]. While this approach guarantees a valid likelihood, it is computation-
ally demanding: the number of steps equals the number of pixels, and long-range
dependencies are hard to capture.

To reduce sequence length and increase modelling power, modern image AR
models operate in a token space rather than directly on pixels. This is achieved with
a vector-quantised autoencoder such as VQ-VAE [182]. As described in Section 2.1.1,
these models first map the image into a lower-dimensional latent representation
z e R"***? which is then quantised using a learnable codebook C = {e;}X_ of discrete
embeddings. Each latent vector z; is replaced with its nearest neighbour in the

codebook,

q(z;)=e, where £k =argminlz;—ejls. (2.13)
J

The quantised latents form a grid of indices t € {1,...,K}*** which is then flat-
tened into a one-dimensional sequence of tokens. In this formulation, Equation 2.11
is applied not to pixels but to tokens, and the generation task becomes directly
analogous to language modelling. The reduction from N = H x W pixel values to
N = h xw tokens enables training at higher resolutions and with better efficiency.

Autoregressive image models thus employ transformer decoders [230], where
causal masking ensures that each prediction depends only on past tokens. The
analogy with natural language is direct: just as language AR models generate text
one token at a time [177], image AR models generate visual tokens sequentially
until the full sequence is complete. The generated tokens are then projected back
into the image space by the decoder of the VQ-VAE.

While raster-order prediction of tokens is the simplest option, images do not
possess a natural left-to-right structure. Several recent works therefore propose al-
ternative factorisations. Randomised Autoregressive Visual Generation (RAR) [256]
trains with randomised token orders, which in expectation provide each token with
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both left and right context while still allowing deterministic generation at infer-
ence. Visual Autoregressive Modeling (VAR) [223] instead generates images in a
coarse-to-fine fashion, predicting token maps at progressively higher resolutions
so that global structure is established before fine details are added. Finally, Au-
toregressive Image Generation without Vector Quantization (MAR) [145] removes
the discrete codebook entirely, treating tokens as continuous vectors and predicting
them with parametric densities rather than categorical distributions.

Despite these differences, all models share the same underlying principle: to
represent images as autoregressive sequences. In recent years, these methods have
matured into a parallel line of research to diffusion models, achieving comparable or
even superior results in high-resolution image generation. Its distinct properties
motivate the final part of this thesis, where we study their privacy risks and evaluate
how they differ from diffusion models in terms of data leakage.

2.2. Fast Machine Learning Simulations at CERN

Having introduced the main families of generative models, we now turn to a
setting where they can be applied in practice. This section describes the main
challenges of leveraging generative models in high-energy physics experiments at
CERN and shows how they motivate the methods developed in this thesis.

High-energy physics experiments at CERN rely on large-scale simulations to
interpret detector signals and to compare observed collision events with theoretical
models. The standard approach is based on Monte Carlo methods, which stochasti-
cally model the propagation of particles through detectors by computing successive
interactions with matter. While highly accurate, these simulations are computation-
ally intensive. The ALICE experiment alone required more than half a million CPU
cores in 2023 to meet its simulation demands [50]. This creates a bottleneck that
slows the experimental cycle.

The recent introduction of generative machine learning models offers a promising
alternative. Unlike Monte Carlo methods, which repeatedly solve the underlying
physics equations, neural models can learn the mapping between particle properties
and detector responses directly from data. Once trained, they generate new samples
by forward passes through a network, which is orders of magnitude faster and easily
parallelised on GPUs. However, these approaches face domain-specific challenges.
Detector responses often follow heterogeneous distributions that differ substantially
between simulation conditions.

Therefore, the main objective of fast simulation research at CERN is to develop
methods that combine simulation fidelity with computational scalability. Generative

25



models must reproduce subtle detector effects while maintaining simulation speed.
This dual requirement motivates architectures such as the SDI-GAN or ExpertSim
presented later in this thesis.

2.2.1. The Zero Degree Calorimeter at the ALICE Experiment

ALICE (A Large Ion Collider Experiment) is one of the four major detectors at
the Large Hadron Collider. Its primary goal is to study the quark—gluon plasma, a
state of matter believed to have existed in the first microseconds after the Big Bang.
To probe this regime, ALICE analyses the products of heavy-ion collisions at TeV
energies [70].

Among its subdetectors, the Zero Degree Calorimeter (ZDC) plays a crucial role in
centrality determination. The ZDC consists of two quartz-fibre calorimeters placed
at zero degrees with respect to the beam line: the Proton Calorimeter (ZP) and
the Neutron Calorimeter (ZN). Their design leverages Cherenkov light emission:
charged particles from collision remnants produce showers in silica fibres, and the
emitted photons are collected by photomultiplier tubes. The ZP and ZN capture
complementary signals from non-interacting protons and neutrons, which allows
reconstruction of the collision geometry.

Structurally, each calorimeter is organised as a grid of fibres coupled to distinct
readout channels. This configuration enables spatially resolved measurements
of energy deposition, which can be represented as two-dimensional images with
intensities corresponding to photon counts. In simulation tasks, each ZDC response
is therefore treated as a conditional image, associated with a set of collision vari-
ables such as energy, momentum, and impact parameter. The diversity of these
responses is particularly challenging for generative modelling, as the distributions
split into qualitatively distinct groups ranging from low-intensity diffuse patterns to
high-intensity focused showers. In the following chapters, we propose and evaluate
machine learning architectures that address these challenges, providing both fidelity
and efficiency in ZDC simulations.

ALICE TPC Zero Degree Calorimeter

Simulation output : ZDC response
120 metres .
of LHC tunnel

o

Simulation input:
Particle parameters

Photons deposited 1- channel
in 44x44 fibers grid 44x44 pixel image

Figure 2.2.1. Fast simulation of the Zero Degree Calorimeter
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2.3. Protecting Value in Models and Data

Machine learning systems primarily concentrate value in two assets: the training
data Dirain, which is expensive to curate and often subject to licensing or privacy
constraints, and the trained model My, which distills this data into parameters
that can be deployed at scale. Both are vulnerable to adversarial exploitation.
Attacks can either expose properties of the data or replicate the functionality of the
model, thereby undermining the investment in collecting Diyain and training My.
Importantly, many of the same techniques that threaten confidentiality also enable
auditing: a membership inference attack can reveal whether an individual record was
present in Dipqain, but the same mechanism can be used to test whether a model was
trained on copyrighted content. Similarly, dataset inference and model extraction
serve simultaneously as attack vectors and as tools for asserting provenance.

In this section, we review three families of methods: model stealing, which targets
the parameters or functionality of My; membership inference, which asks whether
a specific record was used in training; and dataset inference, which extends this
reasoning to groups of samples. Together, they form the basis for the empirical
studies in later chapters of this thesis.

2.3.1. Model Stealing Attacks

Model stealing (or model extraction) occurs when an adversary reproduces a
target model’s functionality without direct access to its parameters or training
set [12]. The attacker interacts with the model through queries ¢; € Q and records
outputs My(q;). With these pairs, a surrogate model My is trained to minimise the
discrepancy

1 n
LO"Y==) ¢(My(qi),My(q), (2.14)
i=1

where ¢ is an appropriate task loss and n is the number of queries. This basic
strategy has been applied to classification, regression, and generative models alike,
with effectiveness depending primarily on the richness of the query set. The end
result is a surrogate model My that closely reproduces the outputs and behaviour of
the original model My, effectively granting the adversary a functional copy of the
target system.

The efficiency of this process can be improved through adaptive querying. Rather
than issuing queries at random, adversaries can strategically select inputs that
reveal the model’s behaviour in high information regions, for example by probing
uncertain decision boundaries or sampling diverse modes of the output space [125,
169]. These ideas extend beyond classifiers. For self supervised encoders, recent
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work shows that matching representations using contrastive objectives or MSE is
highly effective [85, 205]. In particular, stealing SSL encoders can be made much
more query efficient by exploiting augmentation invariances, where a single victim
returned representation can supervise many locally generated augmentations [153].

2.3.2. Membership Inference Attacks

Membership inference attacks (MIAs) aim to determine whether a specific record

x belongs to the training set Dy qin of a model My [211]. Formally, the attacker seeks
a decision rule

A(x) = 1[x € Dirainl, (2.15)

based only on the observable behaviour of My.
The simplest attack compares losses on x against a threshold:

J=10(Mp(x),y) <11, (2.16)

where 7 is chosen such that points with unusually low loss are predicted as mem-
bers. More advanced strategies use shadow models trained on reference datasets
to simulate the behaviour of My, and then train a binary classifier to distinguish
member from non-member samples based on the loss signal.

MIAs exploit the gap between training and generalisation behaviour. Overfitting
increases the success of such attacks, but even well-regularised models can leak
membership information through subtle distributional cues. While this presents a
privacy risk, the same mechanism can be repurposed to audit generative models: if
x is a copyrighted image, a successful membership inference indicates that x was
included in the training set of My.

2.3.3. Dataset Inference Attacks

Dataset Inference (DI) [157] aims to determine whether a specific dataset was
included in a model’s training set. Unlike membership inference attacks (MIAs),
which operate on individual samples, DI aggregates weak membership signals across
many points to assess dataset-level usage.

Given a candidate set S = {x1,...,x,}, the attacker seeks to determine whether
S € Dirain- Even if each x; provides only weak evidence on its own, their aggregated
behavior can produce a strong dataset-level signal. The simplest decision rule is

1 n
AS)=1 ~ Y UMo(xy),y) <7 |,
i=1
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where 7 is a threshold on the average loss.

DI is particularly relevant in copyright and data provenance contexts. Demon-
strating that an entire collection, such as a licensed or curated dataset, was used
during training may be more feasible and actionable than proving membership of
any single sample. At the same time, DI can be misused to identify proprietary or
confidential training datasets, highlighting its dual-use nature.
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3. Related Works

In this chapter, we review works connected to the main contributions of this
dissertation. We begin with applications of generative models for fast detector
simulation in high-energy physics (HEP). We then discuss defenses against model
stealing, and finally, membership and dataset inference for modern generative
models.

3.1. Generative Models for Fast Simulation in HEP

Machine learning based generative models have recently become an important
direction for accelerating detector simulations across CERN experiments. Early work
concentrated on adversarial training, with Paganini et al. [171] introducing Calo-
GAN, a conditional convolutional GAN capable of producing calorimeter showers at
orders of magnitude lower computational cost than Monte Carlo-based alternatives.
Subsequent studies extended this idea to different calorimeter geometries, particle
types, and jet-based observables [74, 134]. These efforts demonstrated that GANs
can approximate complex shower patterns while offering a substantial speed-up.
At the same time, they revealed characteristic limitations of adversarial training,
including instability and the tendency of single generator models to collapse toward
a restricted subset of the target distribution, limiting their ability to reflect the full
diversity of calorimeter responses and to reproduce rare but physically meaningful
modes.

In parallel, several alternative generative paradigms have been explored for fast
HEP simulation. Autoencoder models [68, 120] exploit compact latent representa-
tions to reconstruct calorimeter data, offering stable training and efficient inference
but typically yielding reduced sample diversity due to structural constraints in the
latent space. Diffusion-based methods [63] have shown strong fidelity and robustness,
though at the expense of iterative sampling procedures that remain computationally
demanding for large-scale usage. Normalizing flow models [247] provide exact
likelihood estimation and expressive invertible mappings, yet their computational
cost increases rapidly with dimensionality and architectural depth. These works

demonstrate a recurring trade-off between fidelity, diversity, and computational
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efficiency, and illustrate the difficulty of achieving all three objectives simultaneously

within a single generative architecture.

Fast Simulation of ZDC

These challenges are also clearly present in the context of the Zero Degree
Calorimeter (ZDC). In our earlier preliminary work Dubinski et al. [82], we inves-
tigated the use of VAEs and GANSs for ZDC simulation. That study showed that
relatively simple generative models can produce plausible ZDC responses and sig-
nificantly reduce computational cost by generating calorimeter observables directly
rather than relying on detailed particle transport. In related work, Deja et al. [68]
applied an end-to-end sinkhorn autoencoder to ZDC data. Their approach introduced
a separate noise to latent mapping trained with the sinkhorn algorithm to align
samples from a known noise distribution with the latent codes of real samples. By
avoiding an explicit prior on the latent space, the model represented ZDC responses
more naturally, without forcing them into a predefined latent geometry. This resulted
in a better alignment between generated and real latent distributions, allowing
the method to reproduce a wider range of ZDC shower patterns while retaining
efficient inference. However, these approaches still struggled to reproduce the full
multimodal structure of ZDC responses, leaving important variations in shower
patterns insufficiently represented. Particle shower parameters, spatial patterns,
and energy deposition vary across several physical regimes, and single models tend
to focus on the most frequent behaviours, underrepresenting rare but physically
important modes.

These observations provide the motivation for the contributions developed in
this dissertation. Standard conditional GANs often fail to reproduce the natural
variability of calorimeter data and tend to collapse to only a subset of possible out-
comes. To address this, Chapter 4 introduces a method that enhances the diversity of
generated samples in a way that remains consistent with the variability observed in
the training data, improving the reliability of adversarial models for scientific use. As
the strongly multimodal nature of calorimeter responses remains difficult to capture
within a single generative model, Chapter 5 builds on the improvements introduced
in Chapter 4 and presents a generative mixture-of-experts model. This approach
distributes modelling capacity across several specialised generators, enabling a more

faithful representation of distinct data regimes.
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3.2. Defenses against Model Stealing

Model extraction attacks tra [12] pose a practical risk for deployed machine
learning systems, as an adversary can recreate a high-fidelity surrogate by adaptively
querying a target model. This threat has been extensively studied in the context of
classifiers, language models, and, more recently, encoders. Existing defenses span
several families, each addressing the problem from a different angle while exposing
characteristic limitations.

A first line of work focuses on limiting or obfuscating model outputs. Techniques
such as rounding confidence values, removing probability vectors, or returning
only top-£ predictions reduce the information leaked per query. While these ap-
proaches can modestly degrade the fidelity of stolen models, they also reduce the
usefulness of the service for legitimate users Dziedzic et al. [85], Liu et al. [153].
Randomisation-based defenses inject noise into returned outputs Orekondy et al.
[170], aiming to poison the attacker’s training signal. Although this can slow naive
attacks, adversaries frequently average repeated queries or adjust sampling strate-
gies to cancel out the perturbations, and stronger noise levels tend to undermine
the model’s accuracy for benign use.

Provenance-oriented strategies, including watermarking Adi et al. [38], Jia et al.
[126], Uchida et al. [228] and dataset inference—based fingerprinting Dziedzic et al.
[86], Maini et al. [157], approach the problem differently: they allow the model owner
to verify after the fact whether a released model is an extracted copy. These methods
provide valuable evidence of theft but do not prevent extraction itself, and their
robustness depends on how well the watermark or fingerprint transfers through the
attacker’s training process.

A complementary direction investigates behavioural defenses based on monitor-
ing query patterns. Methods such as PRADA Orekondy et al. [169] assess whether
incoming queries deviate from normal usage, for instance by probing atypical regions
of the input space or by distributing queries across sybil identities to evade rate limits.
Such methods can detect suspicious activity, but they do not directly interfere with
the attacker’s learning unless paired with an intervention mechanism. Moreover,
adaptive attackers can reduce detection risk by shaping their queries to resemble
benign workloads.

Defenses against Encoder Model Stealing

These challenges become more pronounced for encoder models, particularly
in self-supervised learning. Unlike classifiers, encoders return high-dimensional
representations that reveal substantially more information per query Dziedzic et al.
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[85]. As a result, extraction attacks against encoders tend to be more effective and
require fewer queries than attacks against supervised models. At the same time,
many traditional defenses transfer poorly. Output perturbations, even when small,
can significantly degrade the downstream utility of embeddings Liu et al. [153], and
monitoring strategies lack clear indicators of suspicious behaviour when outputs
are continuous vectors rather than discrete labels. Embedding-level watermarking
and dataset-based signatures provide a partial remedy Dziedzic et al. [86], Maini
et al. [157], but these mechanisms primarily enable post-hoc verification and do not
impede the extraction process itself.

These limitations motivate the development of active defenses that intervene
during the attack without compromising legitimate model utility. Chapter 6 in-
troduces such an approach, which monitors coverage in the embedding space and
selectively distorts outputs when query behaviour indicates systematic extraction.
This mechanism preserves representation quality for honest users while degrading
the attacker’s ability to train a high-fidelity surrogate, addressing a gap not filled

by existing passive or provenance-based defenses.

3.3. Training Data Identification in Generative

Models

Membership Inference across Generative Models

Membership inference aims to determine whether a particular example was used
to train a given model. Initially studied in the context of classifiers, Shokri et al.
[211] demonstrated that models often assign higher confidence to training points
than to unseen data, enabling adversaries to infer sample inclusion. Extending this
idea to generative models, however, introduces several challenges. Unlike classifiers,
generative models produce structured outputs such as images or sequences, and
their loss functions, stochastic sampling, and lack of explicit decision boundaries com-
plicate the detection of memorization. Moreover, well-trained generative models are
designed to generalize across the data distribution, meaning that even when trained
on a sample, they may not reproduce it exactly or assign it a clearly distinguishable
score.

Despite these obstacles, membership inference attacks (MIAs) have been explored
across several generative paradigms. In the context of GANs, Hayes et al. [111]
proposed the LOGAN method, which leverages overfitting in the discriminator to
detect whether particular examples influenced the generator. Subsequent work has
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shown that under certain training regimes, GANs may indeed leak membership
signals, particularly when they overfit or are trained on small datasets. For language
models, Carlini et al. [47] demonstrated that membership can be inferred using
perplexity gaps: models tend to assign lower perplexity to training sequences than
to similar held-out ones. However, these signals are often weak and difficult to

separate from natural variations in model output.

MIA Limitations

The effectiveness of MIAs tends to degrade as model scale increases or training
regularization improves. Diffusion models present an especially challenging case for
membership inference. These models generate outputs through iterative denoising,
and their high capacity and diversity make direct memorization rare. Carlini et al.
[48] and others have evaluated MIAs on diffusion models, finding that standard
approaches often fail to achieve meaningful performance, especially when evaluated
on web-scale models like Stable Diffusion. Even when some signal is present, iden-
tifying it with confidence at low false-positive rates remains difficult, limiting the
practical utility of these methods. More recent attacks have improved performance
under controlled conditions or on restricted datasets, but these do not translate
well to real-world, large-scale settings. For example, evaluations on public diffu-
sion checkpoints reveal that memorization is rare, and even successful extractions
typically rely on atypical prompts or specially constructed input distributions.

Dataset Inference as an alterative to MIA

These findings highlight the fundamental limitations of single-sample MIAs
in generative models. While in principle it is possible to detect training inclu-
sion under narrow circumstances, these methods lack robustness and reliability in
high-diversity settings. Models trained on massive datasets inherently dilute the
influence of any individual sample, and the stochastic nature of generation further
masks potential membership signals. Our own evaluations, discussed in Chapter 7,
confirm that even under optimized attack conditions, MIAs fail to offer consistent or
trustworthy identification of training data exposure.

In response to these challenges, recent work has shifted focus toward dataset-level
inference, which asks whether an entire collection of samples, rather than a single
point, was part of the training set. Pioneered by Maini et al. [157], this approach
aggregates evidence across many related samples, enabling statistical assessments
that are more reliable and interpretable. By analyzing consistent biases or perfor-
mance differences over groups of inputs, dataset inference can detect subtle forms of

training data influence that evade single-example analysis. In this dissertation, we
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adopt and extend this line of work, proposing new methods for dataset inference in
the context of diffusion models and image autoregressive models. These techniques,
presented in Chapters 8 and 9, provide a more robust foundation for identifying
whether a generative model was trained on protected or proprietary data, and
represent a viable path forward for enforcing data provenance in high-capacity

generative systems.
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Preface

In the first part of this dissertation, we look at how generative models can be
adapted for scientific use cases, focusing on simulations required in high-energy
physics. In experiments at the Large Hadron Collider, researchers rely on detector
simulations that are both computationally expensive and essential for interpreting
results. Machine learning methods, and in particular Generative Adversarial Net-
works, have been proposed as an alternative, but their reliability remains a central
challenge.

One of the most critical issues arises when applying conditional GANs, which
are used to generate detector responses conditioned on the properties of incoming
particles. While conditioning provides the necessary control over generated outputs,
it also amplifies the mode collapse phenomenon. The generator tends to ignore the
noise input and focuses only on the conditioning variables, producing a limited range
of outcomes. Such behaviour prevents the model from capturing the full variability
of collision data, reducing its usefulness for simulation tasks.

In this work, we propose a way to overcome this limitation. We first analyse
how existing diversity-enhancing methods address mode collapse, noting that they
often impose uniform diversity across all conditioning values. This assumption is
rarely valid in real-world scenarios, where the variability of data strongly depends
on experimental parameters. Building on this observation, we introduce Selective
Diversity GAN (SDI-GAN), a method that regularises the generator in a way that
enforces diversity only when it is supported by the training data. The approach scales
the effect of diversity according to the variance observed for each conditioning input,
allowing the model to reproduce realistic multimodal behaviour without sacrificing
fidelity.

We demonstrate the advantages of this method in a synthetic benchmark, where
the variability of conditional inputs can be explicitly controlled, and in a realistic
use case of simulating the Zero Degree Calorimeter at the ALICE experiment. In
both settings, the proposed approach increases the diversity of generated samples
compared to standard conditional GANs, while maintaining their alignment with
real measurements.

The following chapter builds directly on these results. Having shown that di-
versity can be introduced selectively into conditional GANs, we next investigate
how combining multiple specialised generators can further improve the fidelity of
simulations and better capture the multimodal distributions present in high-energy
physics data.
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Abstract

Generative Adversarial Networks (GANs) are powerful models able to synthesize
data samples closely resembling the distribution of real data, yet the diversity of
those generated samples is limited due to the so-called mode collapse phenomenon
observed in GANSs. Especially prone to mode collapse are conditional GANs, which
tend to ignore the input noise vector and focus on the conditional information. Recent
methods proposed to mitigate this limitation increase the diversity of generated
samples, yet they reduce the performance of the models when similarity of samples
is required. To address this shortcoming, we propose a novel method to selectively
increase the diversity of GAN-generated samples. By adding a simple, yet effective
regularization to the training loss function we encourage the generator to discover
new data modes for inputs related to diverse outputs while generating consistent
samples for the remaining ones. More precisely, we maximise the ratio of distances
between generated images and input latent vectors scaling the effect according to
the diversity of samples for a given conditional input. We show the superiority of
our method in a synthetic benchmark as well as a real-life scenario of simulating
data from the Zero Degree Calorimeter of ALICE experiment in LHC, CERN.

4.1. Introduction

Generative Adversarial Networks (GANs) [105] constitute a gold standard for
synthesizing complex data distributions and they are, therefore, widely used across
various applications, including data augmentation [164], image completion [17]
or representation learning [15]. They are also employed in high energy physics
experiments at the Large Hadron Collider (LHC) at CERN, where they allow to
speed up the process of simulating particle collisions [68, 131, 172]. In this context,
the generative models are used to generate samples of possible detectors’ responses
resulting from a collision of particles described with a series of physical parameters.
For more controllable simulations, we can condition the generative models with
additional parameters of the collision, using conditional GANs (cGANSs) [163].

Although by conditioning GANs we obtain more context-dependent generations
that are closer to the values observed in real experiments, these models are consid-
ered more vulnerable to the so-called mode collapse phenomenon [198] , observed as
a tendency to generate a limited number of different outputs per each conditional
prior. This, in turn, significantly reduces the effectiveness of employing GANs for
particle collision simulations, as alignment of generated samples with the real data
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distribution is fundamental for drawing correct conclusions from the performed
experiments.

To address the above-mentioned limitations of ¢cGANSs, recent methods [152,
159, 252] attempt to increase the diversity of generated samples by modifying the
associated cost function. However, they do not consider conditioning the diversity on
the input conditioning values, assuming a uniform distribution of diversity across
all of them. This assumption is rarely observed in practical applications, for instance
in particle collision simulations at CERN diversity of generated samples highly
depends on the set of conditioning variables.

In this work, we identify this shortcoming of existing models and propose a
simple, yet effective method to selectively increase the diversity of GAN-generated
samples, based on conditioning values. In principle, we introduce a regularization
method that enforces GANSs to follow diversity observed in the original dataset for a
given conditional value. More exactly, we maximise the ratio of distances between
latent vectors of generated images and inputs, scaling the effect accordingly to the
diversity of samples corresponding to a given conditional input. Our approach,
dubbed SDI-GAN, is readily applicable for conditional image synthesis models and
does not require any modification of the baseline GAN architecture.

We evaluate our method on a challenging task of simulating data from the Zero
Degree Calorimeter of the ALICE experiment in LHC, CERN. To better demonstrate
the performance of our method we also include a synthetic dataset for 2D point
generation. We compare our approach with competing methods and achieve superior
results across all benchmarks.

The main contribution of this paper is a novel method for increasing the diversity
of GAN-generated results for a selected subset of conditional input data while keeping
the consistency of the results for the remaining conditional inputs.

4.2. Related work

4.2.1. Generative simulations:

The need for simulating complex processes exists across many scientific domains.
In recent years, solutions based on generative machine learning models have been
proposed as an alternative to existing methods in cosmology [191] and genetics [187].
However, one of the most profound applications for generative simulations is in
the field of High Energy Physics, where machine learning models can be used as a
resource-efficient alternative to classic Monte Carlo-based[124] approaches.

Recent attempts [90, 131, 172] leverage solutions based on Generative Adversar-
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ial Networks [105] or Variational Autoencoders [135]. Although those methods offer
considerable speed-up of the simulation process, they also suffer from the limitations
of existing generative models. Controlling the diversity of simulated results while
maintaining the high fidelity of the simulation is one of the challenges of using
generative models for such applications.

4.2.2. Mode collapse and sample diversity in cGAN:

The authors of MS-GAN [159] address the mode collapse problem in ¢cGANSs by
introducing mode-seeking loss. This additional regularization term added to the
generator training function aims to improve generation diversity by maximizing the
dissimilarity between two images generated from two different latent codes. During
training, the generator tries to minimize the regularization term added to the loss
function equal to the inverse of measured diversity.

DS-GAN [252] tries to tackle the problem with a similar approach. The main
difference between the two methods is the fact that DS-GAN explicitly maximizes
the measured diversity which is subtracted from the training loss of the generator.

In DivCo [152] the authors use contrastive learning to achieve diverse condi-
tional image synthesis. They introduce a latent-augmented contrastive loss which
encourages images generated from distant latent codes to be dissimilar and those
generated from close latent codes to be similar. The similarity of images is measured
using their latent representations extracted from the discriminator network.

Our approach shares a similar method of calculating the diversity of images
with [159] and [252]. However, contrary to those approaches we do not base our
measure of diversity on pixels of generated images. Instead we operate on image
representation, similarly to [152]. Moreover, in principle, all previously described
approaches do not account for different levels of variance of samples corresponding
to different conditional inputs and instead maximize the diversity of the results
generated for all conditional inputs.

4.3. Methodology

In this work we propose a novel selective diversity regularization method that im-
proves alignment between generations from cGAN and data conditioned on available
conditional values. For a dataset of images X with conditioning values C we want
to learn a generator G that is able to produce realistic samples from the domain of
X conditioned on c € C. Moreover, we want the synthesised images to be diverse or
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similar to each other depending on the variance of samples in X that correspond to
a given c.

Traditional conditional GANSs are trained using adversarial loss. Given a condi-
tion vector c € € and a k-dimensional latent code z ~ N;(0,1) the generator G takes
both ¢ and z as input and produces an output image £ = G(z,c). The image & should
be indistinguishable from real data by a discriminator D. During training generator
and discriminator play a min-max game, in which D learns to distinguish real data
from samples synthesised by G while G tries to generate samples that are considered
by D as real.

LadV(G’D) = [Ex~x,c~e[logD(x, c)l+ [EC~G,Z~N(O,1)[10g(1 -D(G(z,c¢),0)] (4.1)

The adversarial loss function encourages the generator to produce realistic data,
but as observed by [152] it does not directly promote the diversity of synthesised
samples. To alleviate this problem Mao et al. [159] propose a regularization term
that penalizes the low diversity of generated samples. More precisely, the introduced
method maximizes the ratio of the distance between two images generated from two
different latent codes z1, zo and the same conditioning value ¢ with respect to the
distance between those latent codes. The proposed regularization term is added to
the basic loss function from Eq. 4.1

. d1(G(c,z1),G (c,2z2))\ "} (4.2)

d,(z1,22)

Although, this approach successfully forces the generator to produce dissimilar
examples it does not account for different levels of sample diversity for different con-
ditioning input c¢. To address this issue we propose a simple yet effective modification
of the regularization term.

As a data preprocessing step, for each unique conditioning input c € € we calculate
the diversity of samples from the dataset X that correspond to ¢ denoted as X.. We
base our measure of diversity f4;, on the variance of samples. As denoted in Eq. 4.3,
for each set of images X. we sum the standard deviation of pixel values with the

same coordiantes for images in X,:

fain(e)=) (4.3)

i,j

X () — pig)?
| Xl

where i and j are the pixel coordinates, ¢ is the index of sample x € X, and p;; is
a mean value for a pixel ij from all samples from X.. We normalize the obtained
values of all sample diversity fg;,(c) to <0,1 >.
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To account for varying levels of sample diversity for each conditioning input ¢ we
multiply the regularization term introduced before by fg;,(c).
di(G (c,21),G (c,22))\ "

= F,. 4.4
Laiv = faiv(c) * d,(z1,22) ( )

This change forces the generator to better match the diversity observed in the orig-
inal dataset with respect to conditional values. Intuitively, the generator produces
more diverse images under conditions that allow for a higher variety of synthesised
samples. At the same time, the generator is not forced to produce dissimilar results
if the conditioning value corresponds to a set of similar images in the dataset. The
overall objective of training SDI-GAN is the following:

L =Laav(G, D) + AdivL aiv(G) (4.5)

where A4iy is a hyperparameter controlling the strength of the regularization.
Additionally, to better adapt our method to the task of applying cGANSs as a fast
simulation tool, we propose to base the distance d; on the dissimilarity of latent
representations of images rather than the dissimilarity of pixels. We measure the
distance between two generated images by calculating the L; metric between their
latent representations. We obtain those representations by treating the initial layers
of the discriminator as an encoder E and extracting the latent features of the images

from its penultimate layer during training.

ez =E(G(z,c)) (4.6)
dg(G(Zly c),G(z1,¢)) = |ezlc, ezgcl 4.7)

This change shifts the focus of the generator from the visual dissimilarity of
images to the difference in their underlying characteristics extracted by the encoder.

4.4. Experiments

We evaluate our method on simulating data from the Zero Degree Calorimeter
from the ALICE experiment in LHC, CERN. Additionally, we use a synthetic dataset
as a benchmark. We compare our approach to a conditional DC-GAN [178], MS-GAN
[159] and DivCo [152].
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Figure 4.4.1. Synthetic dataset. For each class the generated points form a cluster. For
point with spread = False the variance of each cluster is equal to 1 and for points with spread
= True the variance of each cluster is equal to 100.

4.4.1. Synthetic dataset

To clearly demonstrate the effects of our method and its comparison to competing
approaches we provide a synthetic dataset of 2D points generation. Each point is
conditioned on a class label (from 1 to 9) and a binary variable spread. The position
of the generated point depends mainly on its class label. However, points with spread
= False are generated very close to each other, while points with spread = True are
heavily dispersed. The dataset is presented in Fig. 4.4.1.

4.4.2. Zero Degree Calorimeter simulation

The task of simulating the response of the Zero Degree Calorimeter (ZDC) offers
a challenging benchmark for generative models. The dataset consists of 295867
samples obtained from the GEANT4 [124] simulation tool. Each response is created
by a single particle described with 9 attributes (mass, energy, charge, momenta,
primary vertex).

During the simulation process, the particle is propagated through the detector
for over 100 meters while simulation tools must account for all of its interactions
with the detector’s matter. The end result of the simulation is the energy deposited
in the calorimeter’s fibres, which are arranged in a grid with 44 x 44 size. We treat
the calorimeter’s response as a 1-channel image with 44 x 44 pixels, where pixel
values are the number of photons deposited in a given fibre. To create the dataset
the simulation was run multiple times for the same input particles. For that reason,
multiple possible outcomes correspond to the same particle properties. We refer to
this dataset as HEP.

Although the process that governs the propagation of the particles is non-deterministic
by nature, the majority of particles create consistent ZDC responses. However, a
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Table 4.4.1. Results comparison on the synthetic and HEP datasets. Our solution outper-
forms competing approaches by generating data with variance close to the real data for
both types of conditioning input in the synthetic case. We achieve the lowest Wasserstein
distance between test and generated coordinates for the diverse points without any significant
trade-off for the consistent points. The performance improvement introduced by SDI-GAN
is further evaluated on the real-life HEP dataset, where SDI-GAN achieves the lowest
Wasserstein distance between channels calculated from original and generated data.

Synthetic dataset HEP
Variance Wassesrstein | | Wassesrstein |

Spread 0 1 0 1 -
Real 1 100 - - -
DC-GAN 0.2 23 107 7.4 7.6
MS-GAN 115.5 280,7 | 9.0 6.7 21.7
DivCo 163.3 3.7 | 1.1 7.0 14.3
SDI-GAN (ours) | 33 1274 (1.2 2.1 4.5

subset of particles produces highly diverse results and allows for multiple possible
calorimeter responses. In Fig. 4.4.2 we present sampled simulations for two differ-
ent conditional values. In the first row, we depict the calorimeter response for a
high-energy proton, while for the second the input particle is a neutron, which has

no electric charge, therefore responses observed in the calorimeter are much more

consistent.

4

3
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Figure 4.4.2. Examples of ZDC calorimeter responses. We show 4 possible outputs of the
simulation generated for 2 distinct particles.
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4.4.3. Results

We present the results of our experiments on the synthetic dataset using both
qualitative and quantitative comparisons. As shown in Fig. 4.4.3 our method
generates samples that are visually most similar to the real data. To confirm this
observation we calculate the mean variance for all classes for points with spread =
0 and spread = 1. The results in Tab. 4.4.1 show the superiority of our method in
this scenario. DC-GAN is able to produce results with variance close to real data for
conditional inputs with spread = 0, but fails to generate diverse results. MS-GAN
properly reflect the diversity of possible results for conditional inputs with spread
= 1, but does not generate consistent results. Although samples created by DivCo
have different variance depending on the conditioning input, the data distribution
generated under condition spread = 1 is distorted and does not match the real data,
as presented in Fig. 4.4.3. Our approach is able to produce both diverse and similar
results depending on the conditional information.

SDI-GAN

real data (ours) DC-GAN MS-GAN DivCo
T O e#® - oee - BBS c 31
§ EEY N E X »jﬁj Traa
S | wRe o0 - C 9
h =T 13 =) 13 10 =T 13 ey E
< - ™
K R : { ¥ ¥
“é -4 R Y
v e = + % 3 % '3 =

Figure 4.4.3. Comparison of generated results for the synthetic dataset. Contrary to
competing methods, our approach is able to properly synthesise both diverse and similar
samples depending on the conditioning variable spread.

The most common method for evaluating GANSs on real datasets utilizes Frechet
Inception Distance (FID) [115]. However, for the HEP dataset, we propose a domain-specific
evaluation scheme that better measures the quality of the simulation. Following
the calorimeter’s specification [69] we base our evaluation procedure on 5 channels
calculated from the pixels of generated images. These channels reflect the physi-
cal properties of simulated collision and are used for analysing the output of the
calorimeter. To measure the quality of the simulation we compare the distribution
of channels for the original and generated data using Wasserstein distance [224].

As presented in Tab. 4.4.1, our approach outperforms other solutions on the
HEP datasets. In Fig. 4.4.4 we demonstrate that our method is able to generate
diverse results for a specific subset of particles while keeping consistent responses
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Figure 4.4.4. Examples of calorimeters response simulations with different methods.
DC-GAN works well for particles with consistent responses but fails to generate diverse
outcomes when needed. Although MS-GAN and DivCo successfully increase the diversity of
generated samples those models do not distinguish between particles that should produce
diverse or consistent showers. Our method is able to generate diverse results while producing
consistent responses for appropriate particles.

o N W &

for the remaining conditional inputs. The positive impact of this approach on the
distribution of the generated samples is further confirmed by Fig. 4.4.5 where we
compare channel distribution for SDI-GAN and competing approaches for 2 selected
channels. Our method increases the fidelity of the simulation by smoothing the
distribution of generated responses and covering the whole range of possible outputs.

The additional regularization term for training of SDI-GAN does not influence
the inference speed of the model. In our initial experiments, we observe a speed-up of
simulations of two orders of magnitude when compared to the standard Monte-Carlo
approach. With SDI-GAN this computation boost is observed without degradation
in simulation quality. We leave the detailed analysis of this performance gain and

the influence of fast simulations on physical experiments for future work.
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Figure 4.4.5. Comparison of channel values distribution for selected channels. Our method
decreases the differences between the distribution of original and generated data and smooths
the distribution of the synthesised results. In the case of SDI-GAN the increased diversity
of generated samples does not harm the fidelity of the simulation, contrary to competing
approaches.

4.5. Conclusions

In this work we introduce a simple, yet effective modification of the loss function
for conditional generative adversarial networks. Our solution enforces increased
sample diversity for a subset of conditional data without affecting samples that are
characterised by conditional values associated with consistent responses.

We show that our solution outperforms other comparable approaches on the
synthetic benchmark and the challenging practical dataset of calorimeter response
simulations in the ALICE experiment at CERN.
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Preface

In the previous chapter, we addressed the problem of limited diversity in con-
ditional GANs and proposed a solution that selectively increases variability of
generated samples while maintaining their fidelity. This allowed the model to
reproduce more realistic responses of the Zero Degree Calorimeter at the ALICE
experiment. However, despite these improvements, relying on a single generator still
proved insufficient for capturing the full multimodal structure of high-energy physics
data. The complex interactions of particles in the detector give rise to distributions
that are difficult to approximate with one generative model, even when diversity is
explicitly encouraged.

To overcome this limitation, we explore the idea of decomposing the simulation
task into several specialised components. Instead of training a single generator to
cover the entire space of particle responses, we design a mixture-of-experts frame-
work where each expert focuses on a different part of the distribution. A trainable
router is introduced to assign incoming conditions to the most suitable expert,
enabling the overall system to better capture the heterogeneity of detector responses.
In our implementation, each expert is based on the selectively diversified GAN
introduced in the previous chapter, ensuring that both fidelity and diversity are
preserved at the level of individual generators.

We evaluate this approach on the challenging task of simulating the Zero Degree
Calorimeter. Through extensive experiments, we show that ExpertSim outperforms
single-model baselines as well as other generative solutions. The system achieves
higher accuracy in reproducing experimental distributions while also providing
significant speed-up compared to traditional Monte Carlo simulations. Beyond accu-
racy, we analyse the behaviour of individual experts, observing that they naturally
specialise in different modes of the data, which supports the intuition behind the
mixture-of-experts design.

By moving from a single generative model to a modular architecture of multiple
experts, this chapter demonstrates how fidelity and scalability of scientific simu-
lations can be further improved. In the subsequent part of the dissertation, the
focus shifts from building reliable generative models to safeguarding the intellectual
value of machine learning systems, beginning with the protection of encoder models
against unauthorized replication.

49



Abstract

Simulating detector responses is a crucial part of understanding the inner
workings of particle collisions in the Large Hadron Collider at CERN. Such sim-
ulations are currently performed with statistical Monte Carlo methods, which
are computationally expensive and put a significant strain on CERN’s computa-
tional grid. Therefore, recent proposals advocate for generative machine learning
methods to enable more efficient simulations. However, the distribution of the
data varies significantly across the simulations, which is hard to capture with
out-of-the-box methods. In this study, we present ExpertSim - a deep learning
simulation approach tailored for the Zero Degree Calorimeter in the ALICE exper-
iment. Our method utilizes a Mixture-of-Generative-Experts architecture, where
each expert specializes in simulating a different subset of the data. This allows
for a more precise and efficient generation process, as each expert focuses on a
specific aspect of the calorimeter response. ExpertSim not only improves accuracy,
but also provides a significant speedup compared to the traditional Monte-Carlo
methods, offering a promising solution for high-efficiency detector simulations
in particle physics experiments at CERN. We make the code available at https:

//github.com/patrick-bedkowski/expertsim-mix-of-generative-experts.

5.1. Introduction

ALICE (A Large Ion Collider Experiment) is one of the four major detectors
located at the Large Hadron Collider (LHC) at CERN. One of its main goals is to
replicate and study the intense conditions that existed in the early universe shortly
after the Big Bang. To understand the physics behind this state, LHC collides
particles accelerated almost to the speed of light, and gather the data describing the
effect of those collisions. However, to validate hypotheses, collected data needs to be
statistically compared with theoretical simulations. Such simulations are extremely
computationally expensive, as existing approaches utilize statistical Monte-Carlo
methods to model the physical interactions between particles. While these methods
yield high-fidelity outcomes, they are also associated with high computational de-
mands. In 2023, over 540 000 CPU devices [50] were engaged in the computations
of ALICE experiments, marking a demand for developing more efficient simulation
techniques.

The high computational cost of the simulations calls for alternative, lightweight
solutions to accelerate the experimentation cycle. Throughout recent years, gen-

erative deep neural networks have emerged as a promising alternative, that does
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not require repetitive calculations present in the Monte Carlo approach. Thanks
to that, recent works show over tens or hundred times faster simulations [14, 68],
with possible straightforward parallelization on high performance GPUs. However,
applying standard machine learning algorithms to this domain requires significant
modifications, as the data distributions in physical experiments do not resemble
the traditional distributions encountered e.g. in computer vision. Therefore, main-
taining the high fidelity and diversity of the simulations with generative models
remains a challenging task due to the high variance in the data distribution.

This is especially true for the most computationally expensive simulation of the
Zero Degree Calorimeter (ZDC). This device is designed to measure proton energy in
heavy ion collisions and plays a crucial role in monitoring the centrality of particle
collisions at the ALICE experiment. By design, most of the ZDC responses fall
into one of the three general groups that exhibit significantly different properties.
Recent techniques in this domain tackled the problem of simulating ZDC’s responses
[81, 82] aiming to increase the simulation quality without compromising the speed.
However, modeling multiple distinct distributions with a single model requires
high model capacity and complexity, which is contrary to the goal of improving
the simulation speed. In this study, we propose to solve this problem through a
Mixture-of-Experts (MoE) approach that allows us to maintain the fast generation
speed without compromising the simulation quality.

MoE layers [207] are composed of multiple expert modules and a gating network.
The gating network determines the information flow in the network by selecting
which experts are utilized for a given input. MoE leverages the fact that different
inputs to the neural networks might require different treatments, which allows for
more efficient processing. Inspired by MoE methods, we propose to utilize a similar
approach for the ZDC data simulation. To that end, we introduce a single generative
MoE model that dynamically selects small, specialized expert for a given input to
enable fast processing with high fidelity. In our approach, each expert is based on
the deep convolutional generative adversarial network (GAN) [105]. To increase
the diversity of generated samples within each expert, we use SDI-GAN model [81]
architecture that adds a diversity regularization term to the standard GAN objective.
Experts are assigned specific samples to process by an efficient routing network,
which we train leveraging specific physical characteristics of the samples. Following
[31], we also employ a regularization method focused on minimizing the difference
in intensities between real and generated calorimeter responses, which improves
the quality of the simulations. Finally, we introduce an auxiliary regressor which
increases the model capabilities to learn accurate spatial features of the simulation
data.
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ExpertSim significantly outperforms all existing approaches and achieves the
highest simulation fidelity while maintaining nearly the same inference time as
single-model methods. We improve over the previous state-of-the-art by more than
15% and achieve a Wasserstein distance of 1.70 between the distributions of real
and generated data. Our approach offers a promising avenue towards providing fast
and reliable simulations in a challenging CERN environment.

We summarise the contributions of this work as follows:

e We propose ExpertSim, a novel, MoE-based generative model architecture
simulating Zero Degree Calorimeter responses in the ALICE experiment at
CERN.

e We introduce a router training scheme that leverages the physical properties
of the data, which results in high expert specialization and precise routing
decisions.

o We evaluate our simulation model in real-life scenarios and compare it with sin-
gle model approaches, demonstrating over 15% improvement upon the previous
state-of-the-art without compromising the generation speed.

5.2. Related Work

5.2.1. Generative Models for Fast Simulation in CERN

Throughout recent years, the use of Generative Al for various CERN simulations
has shown the versatility of these methods. The majority of works focus on the usage
of generative adversarial networks [74, 90, 134, 171]. Alternative approaches include
generative autoencoders [68, 120, 188] or more recently diffusion models [63, 136]
and normalizing flows [246—248].

For the particular case of ZDC, there are several approaches based on GANs [81,
82] or Sinkhorn autoencoder [68]. In particular, [82] employs generative machine
learning algorithms for the task of simulating a Neutron ZDC. They propose a
solution that utilizes variational autoencoders [135] and generative adversarial net-
works [105]. By expanding the GAN architecture with an additional regularization,
the authors significantly increase the simulation speed by two orders of magnitude
while maintaining the high simulation fidelity.

In this vein of research, to match the diversity of the simulation observed in the
training data, in [81] authors propose a GAN model dubbed SDI-GAN. The method
forces the generator to discover new data modes for inputs related to diverse outputs

while generating consistent samples for the remaining ones.
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5.2.2. Mixture-of-Experts

Many methods have been crafted to reduce the computational cost of training
and inference of deep neural networks, including network architectures designed for
efficiency [219], knowledge distillation [117], pruning and quantization [147]. Addi-
tionally, multiple works also try to reduce resource usage through the introduction of
conditional computations, leveraging the fact that different data points might require
different conditional complexity to save compute on the easy samples. Some works
adapt the compute by selecting the subset of filters [114, 149], features [99, 232] or
tokens [186] processed in each layer. Works such as [148, 167] introduce sparsity
while training the model. Multiple methods [39, 67, 89, 106, 240] allow the model to
adapt its depth to the input example via skipping layers [240], competing halting
scores [39, 106], introducing recursive computations [67, 89] or attaching early exit
classifiers [30, 160, 200]. However, perhaps the most widely spread dynamic network
architecture is Mixture-of-Experts (MoE).

MOoE was introduced as an efficient way to further increase the capacity of deep
neural networks applied in NLP, initially in LSTM models [207], and later in Trans-
formers [144]. Since then, they have also been adapted to computer vision [66, 186].
MoE layers have gained significant popularity primarily due to their excellent scaling
properties [58, 76]. Nonetheless, training such models is challenging, primarily
because gating decisions must be discrete to ensure sparse expert selection. Various
methods of training were proposed, some of which include reinforcement learning
[10], weighting the expert output by the probability to allow computation of the
gradient of the router [207], or using the Sinkhorn algorithm [58]. Some of those
approaches also suffer from the possibility of load imbalance and therefore require
auxiliary losses or alternative expert selection methods [95, 266]. Interestingly, in
many cases, fixed routing functions perform similarly to trainable routers [189],
suggesting that current solutions are largely suboptimal. MoE models can also be
derived from pre-trained dense models by splitting the model weights into experts
and independently training the routers for each layer [263, 267], which avoids most
of the problems present in end-to-end training.

Other works explore utilizing experts for different data subsets and introduce do-
main experts [108, 140], task-specialized [57] or finely-grained experts [64] designed
to maximize the specialization. In the context of generative models, similar strategies
utilizing experts to cover different data subsets were developed for GANs [173] and
multi-modal autoencoders [210].

The key novelty of ExpertSim with respect to existing approaches lies in leverag-
ing and extending MoE ideas to address a real-world problem of fast, high-fidelity

simulations of particle collision. Unlike standard transformer-based MoEs, where
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increasing parameter count is a primary goal, our motivation for using multiple
experts is to enable the model to capture the diverse range of detector responses
observed in practice, which cannot be effectively modeled by a single generative
networks. Furthermore, the high-energy physics domain’s need for fast simulations
makes GANSs the preferred modeling backbone for each expert. This is a significant
distinction from conventional MoEs, where experts are typically implemented as
multilayer perceptrons.

5.3. Zero Degree Calorimeter Simulation

The Zero Degree Calorimeter (ZDC) [8] includes a Proton (ZP) and a Neutron
(ZN) device for recording energy from non-interacting nuclei in collisions. The role
of this device is to provide information about the centrality of particle collision
undergoing inside the ALICE experiment. The higher the energy of non-interacting
nuclei measured by ZDC, the lower the centrality of the recorded collisions. Both ZP
and ZN are quartz-fiber calorimeters, utilizing the principle of detecting Cherenkov
light produced by charged particles of the shower in silica optical fibers [8]. Every
alternate fiber is directed towards a photomultiplier (PMTc), with the rest of the
fibers being grouped into bundles that lead to four distinct photomultipliers (PMT1
to PMT4). The design allows for precise measurement of particle energies in heavy
ion collisions at the CERN LHC, with ZP and ZN capturing distinct particle types.

As the silica fibers are arranged in a n by n grid, we treat the response of the
ZDC as a 1-channel n x n image with pixel values equal to the number of photons
deposited in the respective optical fiber. Each simulation example is, therefore, an
image coming from a ZP or ZN device, which is referred to as a response of the
experiment associated with a vector of variables, referred to as conditional data.
Conditional data compromises of 9 variables: energy, mass, charge, three spatial
position coordinates, and three momentum coordinates. The resolution of ZP and
ZN responses is 56 x 30 and 44 x 44 respectively.

5.4. Method

Simulating the responses of the ZDC at ALICE CERN requires capturing the
complex relationships between particle properties and calorimeter outputs. These
relationships are often too intricate for a single generative model. To address this
challenge, we propose ExpertSim, a framework comprising a mixture of generative
experts presented in Fig. 5.3.1.
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Figure 5.3.1. Overview of ExpertSim architecture. Our approach leverages the
Mixture-of-Experts paradigm to dynamically route particle data to one of the three spe-
cialized generators, which enables us to use a small-sized generator while maintaining the
generation quality.

Specifically, ExpertSim is composed of a router network and three generative
expert models. The router is a fully connected neural network that takes conditional
particle data as input. We train the router to optimize for specialization, guiding it
to allocate particles that produce similar outputs to the same generative expert.

Each generative expert in our framework is implemented as a generative ad-
versarial network (GAN) consisting of a Generator, an Auxiliary Regressor, and
a Discriminator. The Generator takes random noise from a normal distribution,
N(0,1), conditioned on particle data to synthesize realistic images. The Auxiliary
Regressor enhances spatial learning by estimating the coordinates of the image’s
high-intensity region, aiding in the geometric accuracy of generated outputs. The
Discriminator, also conditioned on particle data, distinguishes between real and
synthetic images, refining the Generator’s outputs through adversarial training.
This multi-expert setup enables ExpertSim to more effectively capture the nuanced
response patterns of the ZDC, offering improved accuracy and specialization over

traditional single-model generative approaches.

5.4.1. Expert Generative Adversarial Networks

As described above, we employ a Deep Convolutional generative adversarial
network (DCGAN) [105] as a single generative expert, which consists of a generator,
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G(z,c), and a discriminator, D(x,c). The generator synthesizes an image x starting
from random noise z, while the discriminator attempts to distinguish between real
and generated images. Both the generator and discriminator are conditioned on
particle data ¢ and trained in an adversarial manner. After training, the generator is
used to create new calorimeter response images. Formally, given a conditional input
¢ and a random noise z sampled from % independent standard normal distributions,
z ~N(0,1)%, the generator G(z,c) produces an output image z = G(z, ¢).

Diversity Regularization SDI-GAN [81] introduces a regularization approach
to encourage diversity by minimizing the inverted ratio of the L1 distance between
two generated images dj, produced from distinct latent codes z; and z9, and the
L1 distance between these codes d,, under the same conditioning vector c¢. The
diversity metric relies on the pixel variance observed in the original dataset to scale
the regularization term, accounting for varying levels of diversity across different
conditioning inputs. For each unique conditioning value ¢, the variance of pixel
values across samples is calculated during the preprocessing stage. The diversity
values for each sample are normalized to a [0, 1] range by dividing by the dataset size.
This measure is then scaled by the regularization term A4;,, adjusting its strength

Yool — i) (dp(Gle,21),Gle,22))| L
Laiv =2\ —x] ( d.(z1,22) : (5.1)

where i and j represent pixel coordinates, ¢ is the index for a sample x € y, and p;; is

during training:

the mean pixel value for coordinates (i, j).

Intensity Regularization While SDI-GAN performs well on filtered data, it can
struggle with variations in Cherenkov light intensity across distributions. To address
this, we introduce a regularization term based on an intensity measure f;, derived
from the original dataset. During preprocessing, the intensity measure for each
conditioning vector c is calculated as the sum of pixel values in the corresponding
image x from y:

fin(®) =) xij, (5.2)
i,J

where i and j denote pixel coordinates. The intensity difference between a gener-
ated image & and the corresponding real image x is computed with Mean Absolute
Error (MAE). The loss is also weighted by a constant 1;, to control its impact:

L;, = |fin(xc)_fin(32c)|- (5.3)
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Auxiliary Regressor A key aspect of calorimeter response is identifying the lo-
cation of the shower center, where pixel intensities are the highest. To help the
individual experts better capture these geometric properties, we integrate an aux-
iliary regressor that works alongside the main model. This regressor is tasked
with pinpointing the 2D coordinates of the collision center. During preprocessing,
these coordinates are determined for all training samples and used as targets for
the regressor. The auxiliary loss is calculated as the mean squared error (MSE)
between the predicted coordinates (%;,/;) and the actual coordinates (%;,[;) of the
peak-intensity pixel in the image x;. This loss is then added to the generator’s overall
loss function to improve its geometric accuracy, with its influence controlled by the
parameter A,,.:

N
Laux:iz [(kAi_ki)z"'(lAi_li)ﬂ. (54)
Ni=1

Final GAN Expert Training Objective The overall training loss incorporates the
traditional GAN loss along with the additional terms introduced above, resulting in

the following composite objective:

L(G,D) = L4qu(G,D) + AgivLqin(G) (5.5)
+ /linLin(G) + AauxLaux-

This final loss function blends adversarial loss with diversity, intensity, and auxiliary
regression components, each scaled by their respective weights Ag;,, Ain, and Aquy,
to balance the different training objectives.

To ensure a fair comparison between methods, we train all models using identical
parameter settings, including the learning rates of the generator, discriminator, and
auxiliary regressor, as well as consistent loss strengths across all models.

5.4.2. Router

The router model is implemented as a multilayer, fully connected neural network
that takes particle properties as input and returns an assignment to one of three
generative experts. The purpose of the router is to dynamically allocate inputs to
the most suitable expert based on the underlying characteristics of the data. By
leveraging conditional information on particle properties, the router determines
which expert should generate the calorimeter response for each input. This process
leads to specialization of experts on different subsets of input data. To achieve this
task, we train the router to balance the workload among experts while also promoting

their specialization. We achieve this goal with two losses described in the following
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sections. To balance the load between experts we minimize the entropy-based expert
utilization loss. At the same time, to promote their specialization, we introduce an
expert differentiation loss that maximizes diversity between the mean outputs of all
experts. The combined use of expert utilization and differentiation losses ensures
that the router effectively balances task distribution while fostering distinctive

behaviors among experts.

Expert Utilization Loss The expert utilization entropy loss L; is calculated as
follows:

N
Lyt = - Zﬁilog(ﬁi +e€), (5.6)
i=1

where N is the number of experts, p; is the average gating probability for expert i,
computed over the batch, and ¢ is a small constant added for numerical stability.

This loss encourages the router to distribute samples evenly across all experts.
By maximizing the entropy, the router avoids over-reliance on any single expert,
ensuring a balanced load that enhances the model’s ability to specialize and handle
diverse inputs effectively.

Expert Differentiation Loss The differentiation loss L 4; is calculated based on
the mean intensities of images generated for each expert. The intensity fi,(x) for an
image x is defined as the sum of pixel values across the image as in the Equation
5.2. Mean intensities ﬁ(ril) for the generated images corresponding to each expert i
are then used to compute the differentiation loss L g;g:

N N .
Lag=-). Y. (FA2-F2)% (5.7)
i=1j=i+1
The purpose of the differentiation loss is to encourage diversity among the experts
by penalizing cases where the mean intensities of the outputs are similar. The router
fosters specialization among experts by maximizing these differences, enhancing its

capacity to manage a diverse range of input variations.

Final Router Training Objective The final router training objective Lyouter
combines the sum of the generator-discriminator losses across all experts with
regularization terms for expert utilization and differentiation:

N
Lyouter = ) L(G;,D;) + AygitLtil + AaigeL gifr (5.8)
=1
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Table 5.4.1. Comparison of mean WS metric across 4 quartiles of different intensity ranges.
ExpertSim offers better WS across all quartiles when compared with standard GAN and
SDI-GAN with intensity regularization (IR) and auxiliary regressor (AR). Boldface indicates
the best-performing result, while underlining denotes the second-best.

Model Proton Neutron

1st Qrt 2nd Qrt 3rd Qrt 4th Qrt 1st Qrt 2nd Qrt 3rd Qrt 4th Qrt
GAN 4.07 4.20 3.76 18.13  4.82 5.37 7.75 10.39
SDI-GAN 4.37 5.07 4.78 15.08 4.67 5.18 7.52 9.67
SDI-GAN + IR 3.33 342 347 9.92 4.48 491 6.69 8.29
SDI-GAN + IR + AR 3.52 4.20 4.48 1272 4.49 5.02 6.34 7.05
ExpertSim 1.06 1.16 1.27 7.06 2.20 4.02 5.62 5.69

Table 5.4.2. Comparison of mean WS metric across five runs. Our method outperforms
standard GAN and SDI-GAN with intensity regularization (IR) and auxiliary regressor (AR).
We follow Dubinski et al. [82] and train our method on data generated for the ZDC using a
Monte Carlo-based simulation, which can be treated as the upper bound for our solution.
For the Monte Carlo simulation, we calculate the Wasserstein metrics between two runs.

Model Proton Neutron
WS| Std. Dev. WS| Std. Dev.

GAN 2.47 0.010 2.42 0.041
SDI-GAN 2.35 0.027 2.31 0.063
SDI-GAN + IR 2.29 0.009 2.04 0.018
SDI-GAN + IR + AR 2.07 0.025 1.89 0.029
ExpertSim 1.59 0.008 1.34 0.010
Monte-Carlo 0.47 0.033 0.34 0.014

where L(G;,D;) represents the generator-discriminator loss for each expert i, A1, is
a regularization weight for the expert utilization entropy loss L;; which promotes
balanced routing, and A4 is a regularization weight for the expert differentiation
loss Ly which encourages diversity among expert outputs.

5.5. Experiments

The proton and neutron datasets employed in this work consist of 344 thousand
and 400 thousand samples, respectively, with the validation method incorporating an
80:20 train-test split ratio. Our evaluation methodology is founded on the analysis
of five distinct channels outlined in the calorimeter’s specifications [70]. Those five
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Figure 5.5.1. Examples of images generated by each expert. Top: ZP, Bottom: ZN. Please
note the differing color bar scale for better visibility.

channel values correspond to the number of photons collected by each of the five
distinct photomultipliers (PMTcl, PMT1-4) in ZP and ZN. We employ the standard
1st Wasserstein distance metric [224] to assess the fidelity of the simulations across
all channels by comparing the generations to the ground truth simulations from the
test set. The code to reproduce our experiments is available in the repository’.

5.5.1. Results

We further compare the ExpertSim model with previous single-generator meth-
ods, GAN and SDI-GAN variants, using the Wasserstein distance metric (WS). As
shown in Tab. 5.4.2, incorporating diversity regularization in SDI-GAN improves
the metric compared to the standard GAN. Further regularization on intensity
and the use of an auxiliary regressor provide the best performance among the
single-generator models. However, ExpertSim provides a significant reduction in
WS distance, achieving the best generation quality across all approaches. The
inference time on GPU hardware is nearly identical to that of single-generator
models, with the overhead introduced by the router network equal to 2%. Moreover,
we achieve a speedup of more than an order of magnitude compared to the Monte
Carlo simulation. We include more details on this comparison in Tab. 5.5.4.

In Fig. 5.5.2, we present the visual results for channels 4 and 5, as they contain
the majority of the relevant information. The GAN and SDI-GAN models have
visible problems with underproducing high-energy responses. The implementation
of additional regularization and auxiliary regressor positively influences better
alignment to true distribution but tends to oversample the high-energy responses.
ExpertSim model better aligns with the true distribution for both low and high-value
channels.

1 https://github.com/patrick-bedkowski/expertsim-mix-of-generative-experts
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We further evaluate the models’ performance across different intensity ranges by
dividing the entire range of sorted ascending intensities from the original dataset
into four quartiles. For each quartile, we calculate the WS metric to assess how well
the models perform within these specific intensity ranges and report the results in
Tab. 5.4.1. Our ExpertSim method outperforms all other models by achieving the
lowest WS distance across all intensity ranges.
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Figure 5.5.2. Histograms of true and generated distributions of ZP channel values.

5.5.2. Experts Specialization

To highlight the main benefit of our Mixture-of-Experts architecture, we propose
to study the specialization of each individual expert. To this end, we calculate the
mean intensity of responses generated by each expert and report their results in
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Table 5.5.1. Mean intensities of responses generated by each expert. Our experts specialize
in generating samples with different energies.

Model Proton Neutron
Mean Std. Dev. Mean Std. Dev.
Expert 1 119 340 108 100
Expert 2 53 204 82 85
Expert 3 70 230 125 113

Table 5.5.2. Effect of the number of experts on the final performance of the generative model.
Using 3 experts achieves the best performance for both proton and neutron responses.

Number of Experts Proton WS| Neutron WS|

2 271 1.76
3 1.59 1.34
4 3.26 1.63
5 3.07 3.12

Tab. 5.5.1. Moreover, in Fig. 5.5.1, we present exemplar outputs generated by each
of the three experts.

As evidenced by the higher WS distance in Tab. 5.4.2, single generator methods
are unable to capture the whole distribution of the training data. In contrast, in
ExpertSim, specific GAN Experts learn different data subsets as shown in Tab. 5.5.1.
Each expert specializes in different types of detector responses, which allows us to
improve the final performance of the model. This leads to improved performance in
our domain, where the ZDC produces responses of distinct types.

5.5.3. Ablation Study

In our design, we maintain a balance between methodological complexity and
simulation fidelity. While our framework introduces additional hyperparameters
compared to single-model approaches, each component contributes meaningfully to
the overall performance. The hyperparameters related to individual experts follow
values established in prior work [31], with our tuning efforts focused specifically
on the router network parameters (1,1, Aqifr) that govern expert specialization and
utilization.

The number of experts we use (3) is motivated by the characteristics of our
problem, as the calorimeters (both ZP and ZN) generally produce: 1) low-intensity,

dispersed responses, 2) medium-intensity responses, and 3) high-intensity, focused
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Table 5.5.3. Performance (WS) with varying router hyperparameter values. Our method
remains robust across a wide range of A, and Ag;¢ values for both proton and neutron
simulations.

Hyperparameters WS| Comment

Autil Adiff Proton Neutron

0.01 0.0001 1.59 1.34 Default
0.1 0.0001 1.86 4.14 Higher Ay
0.001  0.00001 2.34 2.52 Lower Ayg1

001  0.001 1.92 191  Higher Agie

0.01  0.000001  1.78 1.74  Lower A

0.01 0 6.80 8.01 Ly disabled
0 0.0001 2.10 1.89 Ly disabled

responses. To confirm our insight experimentally, we run an additional ablation
study with a different number of experts. As presented in Tab. 5.5.2, using 3 experts
outperforms other approaches, which confirms our assumptions.

Autil @and Agier are key components for our routing, where L 4;¢ enforces expert
specialization, and L;; promotes balanced distribution of tasks. We study the effect
of their values in Tab. 5.5.3. As visible, disabling L 4;¢ leads to poor specialization
among agents, while without L, our routing collapses. However, apart from those
extreme cases, our method is robust to the exact values of 1, and A4;. For the
remaining hyperparameters specific to individual generative agents, we select values
provided by Dubinski et al. [81].

While we strive for simplicity in our approach, the number of hyperparameters in
ExpertSim is driven by our goal of achieving optimal simulation fidelity. As demon-
strated in Tab. 5.4.2, each additional component (diversity regularization, intensity
regularization, auxiliary regression) progressively improves SDI-GAN’s performance,
with our ExpertSim ultimately surpassing all variants. These performance improve-
ments justify the additional hyperparameters. As we build on top of bed [31], we
maintain consistency by reusing their hyperparameter values for individual experts,
focusing our tuning efforts only on router-specific parameters (1,41, Aqifr) through
a compact logarithmic grid search. To minimize tuning complexity, we share all
hyperparameter values across experts. As Tab. 5.5.3 demonstrates, our framework

exhibits considerable robustness to parameter selection within reasonable ranges.

5.5.4. Inference Time and Scalability.

The ALICE experiment at CERN relies on CPU-based infrastructure, including
Monte Carlo simulations that run on the CERN computational grid. To ensure a

fair comparison of simulation speed across methods, we benchmark all approaches
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Table 5.5.4. Inference time across different numbers of experts. MC refers to a Monte Carlo
ensemble.

Number of Experts CPU Time [s] GPU Time [s]

1 273 3.20
2 315 3.21
3 314 3.27
4 324 3.44
5 333 3.55
Monte-Carlo 11172 -

on a CPU to reflect this target deployment environment. Tab. 5.5.4 presents the
inference time required to simulate 10,000 responses using our method with varying
numbers of experts, as well as a baseline Monte Carlo (MC) ensemble. All CPU
benchmarks are conducted on an Intel Core i7-9800X. Given that our method can
also be efficiently executed on GPUs, we additionally report inference times with a
single Nvidia A5000 GPU.

We can observe that there is a small overhead in the inference time as we increase
the number of experts. This can be attributed to the fact that with each added
expert, we additionally adapt the shared part of the network to accommodate the
extended overall architecture. Nevertheless, the resulting performance is an order
of magnitude faster than the standard Monte-Carlo approach.

5.6. Conclusions

In this work, we applied and expanded generative modeling techniques to simu-
late the responses of the Zero Degree Calorimeter within the ALICE experiment
at CERN. Using Mixture-of-Generative-Experts approach, we leveraged multiple
GAN-based experts to improve the fidelity of our simulation framework.

We incorporated SDI-GAN to boost the diversity of generated samples, and we
implemented a tailored intensity regularization method to minimize differences
between real and generated calorimeter responses. Additionally, the use of an auxil-
iary regressor enabled more accurate spatial feature learning, further enhancing
the simulation’s fidelity.

By training a router network that assigns samples based on physical charac-
teristics, our approach not only improved the quality of generated data but also
demonstrated the potential for efficient simulation of high-energy physics exper-

iments. The results indicate that our MoE-based simulation method offers an
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alternative to traditional Monte-Carlo methods, outperforming approaches based on
a single generative model.
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Preface

After developing generative models tailored for high-energy physics simulations,
we turn our attention to a different but equally important aspect of machine learning:
protecting the intellectual value contained in models themselves. As deep learning
systems become more costly to train and more widely deployed, the incentive to
obtain them without authorization increases. One growing threat is model stealing,
where an adversary interacts with a model through an exposed API and reconstructs
a substitute that closely mimics its behaviour.

Encoder models, which transform raw data into structured representations, are
especially attractive targets. They are central to many downstream tasks, from
vision and language understanding to multimodal applications, and their reuse
across pipelines makes them high-value assets. Yet, existing defenses are largely
passive, focusing on limiting query access or adding noise, and they fail against
determined attackers who adapt their strategies.

In this work, we introduce the first active defense against stealing encoders. Our
method, called Bucks for Buckets (B4B), monitors user queries and detects extensive
exploration of the embedding space. Once suspicious behaviour is identified, the
system imposes adaptive costs that penalize extraction attempts, making replication
impractical. To counter adversaries operating through multiple accounts, we addi-
tionally apply per-user transformations of the representation space, which prevents
coordination across accounts and strengthens the defense.

We evaluate B4B against state-of-the-art stealing strategies across several en-
coder architectures. The results show that our defense reliably detects and disrupts
extraction, while maintaining usability for benign users. This demonstrates that it
is possible to move beyond passive defenses and actively intervene to protect valuable
machine learning models.

With this chapter, the dissertation shifts from the challenge of building reliable
generative models to the broader problem of safeguarding machine learning systems.
In the following chapters, we extend this perspective from the protection of models
themselves to the protection of the data on which they are trained, addressing
privacy and copyright concerns in the era of large-scale generative architectures.
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Abstract

Machine Learning as a Service (MLaaS) APIs provide ready-to-use and high-utility
encoders that generate vector representations for given inputs. Since these encoders
are very costly to train, they become lucrative targets for model stealing attacks
during which an adversary leverages query access to the API to replicate the encoder
locally at a fraction of the original training costs. We propose Bucks for Buckets
(B4B), the first active defense that prevents stealing while the attack is happening
without degrading representation quality for legitimate API users. Our defense
relies on the observation that the representations returned to adversaries who try to
steal the encoder’s functionality cover a significantly larger fraction of the embedding
space than representations of legitimate users who utilize the encoder to solve a
particular downstream task. B4B leverages this to adaptively adjust the utility of the
returned representations according to a user’s coverage of the embedding space. To
prevent adaptive adversaries from eluding our defense by simply creating multiple
user accounts (sybils), B4B also individually transforms each user’s representations.
This prevents the adversary from directly aggregating representations over multiple
accounts to create their stolen encoder copy. Our active defense opens a new path
towards securely sharing and democratizing encoders over public APIs.

6.1. Introduction

In model stealing attacks, adversaries extract a machine learning model exposed
via a public API by repeatedly querying it and updating their own stolen copy based
on the obtained responses. Model stealing was shown to be one of the main threats to
the security of machine learning models in practice [212]. Also in research, since the
introduction of the first extraction attack against classifiers [225], a lot of work on
improving stealing [133, 169, 225, 227], extending it to different model types [19, 208],
and proposing adequate defenses [87, 126, 129, 165] has been put forward. With
the recent shift in learning paradigms from supervised to self supervised learning
(SSL), especially the need for new defenses becomes increasingly pressing. From an
academic viewpoint, the urge arises because it was shown that SSL models (encoders)
are even more vulnerable to model stealing [85, 153, 205] than their supervised
counterparts. This is because whereas supervised models’ output is low dimensional,
e.g., per-class probabilities or pure labels, SSL encoders output high-dimensional
representation vectors that encode a larger amount of information and thereby
facilitate stealing. In addition, from a practical industry’s viewpoint, defenses are
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Figure 6.1.1. Overview of B4B. In the upper part, we present our B4B framework
that consists of three modular building blocks: (1) A coverage estimation to track the
fraction of embedding space covered by the representations returned to each user, (2) a cost
function that serves to map the coverage to a concrete penalty to prevent stealing, and (3)
per-user transformations that are applied to the returned representations to prevent sybil
attacks. In the lower part, we present a concrete instantiation of B4B and the operation
flow of our defense: o The API calculates representations for the incoming queries. @ We
instantiate the coverage estimation with local sensitive hashing and estimate the covered
space as the fraction of hash buckets occupied. We calibrate the costs by adding noise to
the representations according to the coverage. @ We apply a set of transformations on a
per-user basis. e The noised and transformed representations are returned to the user.

required since many popular API providers, such as Cohere, OpenAl, or Clarify [1-3]
already expose their high-value SSL encoders via APIs to a broad range of users.

Most of the current defenses against encoder stealing are reactive, i.e., they do not
actively prevent the stealing but rather aim at detecting it by adding watermarks to
the encoder [61, 85] or performing dataset inference to identify stolen copies [86].
Since at the point of detection, the damage of stealing has already been inflicted, we
argue that reactive defenses intervene too late and we advocate for active defenses
that prevent stealing while it is happening. Yet, active defenses are challenging to
implement because they not only need to prevent stealing but also should preserve
the utility of representations for legitimate users. The only existing active defense
against encoder stealing [153] falls short on this latter aspect since it significantly
degrades the quality of representations for all users.

To close the gap between required and existing defenses, we propose Bucks for
Buckets (B4B), the first active defense against encoder stealing that does not harm
utility for legitimate users. B4B leverages the observation that the representa-
tions returned to adversaries who try to steal the encoder’s functionality cover a
significantly larger fraction of the full embedding space than representations of
legitimate users who utilize the encoder to solve a particular downstream task. To
turn this observation into a practical defense, B4B is equipped with three modular
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building blocks: (1) The first building block is a tracking mechanism that continu-
ously estimates the fraction of the embedding space covered by the representations
returned to each user. The intuition why this is relevant is that by covering large
fractions of the embedding space, the representations will suffice for an adversary to
reproduce the encoder’s functionality, i.e., to successfully steal it. (2) B4B’s second
building block consists of a cost function to translate the covered fraction of the
embedding space into a concrete penalty. We require this cost function to significantly
penalize adversaries trying to steal the model while having only a minimal effect
on legitimate users. (3) The third building block contains transformations that can
be applied to the representations on a per-user basis to prevent adaptive attackers
from circumventing our defense by creating multiple user accounts (sybils) and
distributing their queries over these accounts such that they minimize the overall
cost. We present the different building blocks of B4B in Figure 6.1.1.

While B4B’s modularity enables different instantiations of the three building
blocks, we propose a concrete end-to-end instantiation to showcase the practicability
of our approach. To implement tracking of the covered embedding space, we employ
local sensitive hashing that maps any representation returned to a given user into
a set of hash buckets. We base our cost function (i.e., the "bucks") on utility
and make B4B add noise to the representations with a magnitude that increases
with the number of buckets occupied by the given user. While the scale of noise
added to legitimate users’ representations does not harm their downstream perfor-
mance due to their small embedding space coverage, the representations returned to
an adversary become increasingly noisy—significantly degrading the performance
of their stolen encoder. Finally, we rely on a set of transformations (e.g., affine
transformations, shuffling, padding) that preserve downstream utility [86]. While,
as a consequence, legitimate users remain unaffected by these transformations,
adversaries cannot directly combine the representations obtained through different
sybil accounts anymore to train their stolen copy of the encoder. Instead, they first
have to remap all representations into the same embedding space, which we show
causes both query and computation overhead and still reduces the performance of
the stolen encoder.

In summary, we make the following contributions:

1. We present B4B, the first active defense against encoder stealing that does
not harm legitimate users’ downstream performance. B4B’s three building
blocks enable penalizing adversaries whose returned representations cover
large fractions of the embedding space and prevent sybil attacks.

2. We propose a concrete instantiation of B4B that relies on local sensitive hashing
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and decreases the quality of representations returned to a user once their
representations fill too many hash buckets.

3. We provide an end-to-end evaluation of our defense to highlight its effectiveness
in offering high utility representations for legitimate users and degrading the
performance of stolen encoders in both the single and the sybil-accounts setup.

6.2. Related Work

Model Extraction Attacks. The goal of the model extraction attacks is
to replicate the functionality of a victim model f, trained on a dataset D,. An
attacker has a black box access to the victim model and uses a stealing dataset
D = {qi,fv(qi)}}_;, consisting of queries ¢; and the corresponding outputs f,(q;)
returned by the victim model, to train a stolen model f;. Model extraction attacks
have been shown against various types of models including classifiers [125, 225] and
encoders [85, 205].

Self Supervised Learning and Encoders. SSL is an increasingly popular
machine learning paradigm. It trains encoder models to generate representations
from complex inputs without relying on explicit labels. These representations encode
useful features of a given input, enabling efficient learning for multiple downstream
tasks. Many SSL frameworks have been proposed [21, 49, 54, 55, 107, 113]. In our
work, we focus on the two popular SSL vision encoders, namely SimSiam [55] and
DINO [49], which return high-quality representations that achieve state-of-the-art
performance on downstream tasks when assessed by training a linear classifier
directly on representations. SimSiam trains with two Siamese encoders with directly
shared weights. A prediction MLP head is applied to one of the encoders f1, and the
other encoder f; has a stop-gradient, where both operations are used for avoiding
collapsing solutions. In contrast, DINO shares only architecture (not weights)
between a student f; and a teacher model f2, also with the stop-gradient operation,
but not the prediction head. While SimSiam uses convolutional neural networks
(CNNs), DINO also employs vision transformers (ViTs). Both frameworks use a
symmetrized loss of the form %g(fl(xl), fo(xs)) + %g( f1(x2), fo(x1)) in their optimization
objectives, where g(-,-) is negative cosine similarity for SimSiam and cross-entropy for
DINO. SimSiam and DINO’s similarities and differences demonstrate our method’s
broad applicability across SSL frameworks. More details can be found in Section A.5.

Stealing Encoders. The stealing of SSL encoders was shown to be extremely
effective [85, 153, 205]. The goal of extracting encoders is to maximize the similarity
of the outputs from the stolen local copy and the original representations output
by the victim encoder. Therefore, while training the stolen copy, the adversary

71



either imitates a self-supervised training using a contrastive loss function, e.g.,
InfoNCE [54] or SoftNN [100] or directly matches both models’ representations via
the Mean Squared Error (MSE) loss. To reduce the number of queries sent to the
victim encoder, the attack proposed in [153] leverages the key observation that the
victim encoder returns similar representations for any image and its augmented
versions. Therefore, a given image can be sent to the victim while the stolen copy
is trained using many augmentations of this image, where the representation of a
given augmented image is approximated as the one of the original image produced
by the victim encoder.

Defending Encoders. Recently, watermarking [38, 126, 228] methods have
been proposed to detect stolen encoders [61, 85, 249]. Many of these approaches use
downstream tasks to check if a watermark embedded into a victim encoder is present
in a suspect encoder. Dataset inference [157] is another type of encoder ownership
resolution. It uses the victim’s training dataset as a unique signature, leveraging the
following observation: for a victim encoder trained on its private data as well as for
its stolen copies, the distribution of the representations generated from the victim’s
training data differs from the distribution of the representations generated on the
test data. In contrast, for an independently trained encoder, these two distributions
cannot be distinguished, allowing the detection of stolen copies [86]. However, all
the previous methods are reactive and aim at detecting the stolen encoder instead of
actively preventing the attack. The only preliminary active defenses for encoders
were proposed by [85, 153]. They either perturb or truncate the answers to poison the
training objective of an attacker. These operations were shown to harm substantially
the performance of legitimate users, which renders the defense impractical. In
contrast, our B4B has negligible impact on the quality of representations returned

to legitimate users.

6.3. Actively Defending against Model Stealing with
B4B

B4B aims at actively preventing model stealing while preserving high-utility
representations for legitimate users. Before introducing the three main building
blocks of B4B, namely (1) the estimation of embedding space coverage, (2) the cost
function, and (3) the transformation of representations (see Figure 6.1.1), we detail
our threat model and the observation on embedding space coverage that represents
the intuition behind our approach.
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6.3.1. Threat Model and Intuition

Our setup and the resulting threat model are inspired by public APIs, such as
Cohere, OpenAl, or Clarify [1-3] that expose encoders to users through a pre-defined
interface. These encoders are trained using SSL on large amounts of unlabeled
data, often crawled from the internet, and therefore from diverse distributions. We
notice that to provide rich representations to multiple users, the training dataset of
the encoder needs to be significantly more diverse than the individual downstream
tasks that the users query for representations. For instance, if the encoder behind
the API is trained on the ImageNet dataset, then the legitimate users are expected
to query the API for downstream tasks, such as CIFAR10 or SVHN. Similarly, if
the encoder is trained on CIFAR10, the expected downstream tasks are MNIST or
Fashion MNIST. Yet, in the design of our defense, we consider adversaries who can
query the encoder with arbitrary inputs to obtain high-dimensional representation
vectors from the encoder. Our defense is independent of the protected encoder’s
architecture and does not rely on any assumption about the adversary’s data and
query strategy.

We argue that even in this restricted setup, our

defense can distinguish between adversaries and le-

gitimate users by analyzing the distribution of repre- 010

sentations returned to them. In Figure 6.3.1, by using 0.05 -

PCA to project representations for different datasets

to a two-dimensional space, we visualize that repre- %091
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space. The representations were obtained from a Figure 6.3.1. Represen-
SimSiam encoder originally trained on ImageNet (we tations from Different
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observe similar clustering for DINO shown in Sec-

terized by their representations’ small coverage of the FashionMNIST, ,
embedding space. In contrast, the adversary does not CIFAR10, and STL10.
aim at solving a particular downstream task. They
instead would want to obtain representations that cover large fractions of the embed-
ding space. This enables reproducing the overall functionality of the encoder (instead
of only learning some local task-specific behavior). Indeed, it has been empirically
shown by prior work, such as [85], that stealing with multiple distributions, e.g., by
relying on the complex ImageNet dataset, yields higher performance of the stolen
encoder on various downstream tasks than stealing with a downstream dataset,

such as CIFAR10. As a result, intuitively, we can identify and penalize adversaries
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based on their coverage of the embedding space, which will be significantly larger
than the coverage of legitimate users. We leverage this intuition to build our B4B
defense and present our three main building blocks in the following sections.

6.3.2. Building Block 1: Coverage Estimation of the Embedding Space

The first building block of our B4B serves to estimate and continuously keep
track of the fraction of the embedding space occupied by any given user. Let & denote
our embedding space of dimension s, further, let U be a user with a query dataset
D=gq1,...,q,€D and let f, : D — € be our protected victim encoder that maps data
points from the input to the embedding space. Assume user U has, so far, queried
a subset of their data points q1,...,q; with j <n to the encoder and obtained the
representations rq,...,r; with each r; e R°. We aim to estimate the true fraction of
the embedding space 8? that is covered by all returned representations ry,...,r; to
user U and denote our estimate by é;’

Local Sensitive Hashing. One of the methods to approximate the occupied space by
representations returned to a given user is via Local Sensitive Hashing (LSH) [213].
We rely on this approach for the concrete instantiation of our B4B and use it to
track per-user coverage of the embedding space. Standard (cryptographic) hash
functions are characterized by high dispersion such that hash collisions are min-
imized. In contrast, LSH hashes similar data points into the same or proximal,
so-called hash buckets. This functionality is desired when dealing with searches in
high-dimensional spaces or with a large number of data points. Formally, an LSH
function H is defined for a metric space M = (M,d), where d is a distance metric in
space M, with a given threshold T > 0, approximation factors f > 1, and probabilities
P and Ps, where P > Ps. H maps elements of the metric space to buckets b € B
and satisfies the following conditions for any two points q1,q92 € M: (1) If d(q1,92) < T,
then H(q1) = H(ge) (i.e., g1 and g9 collide in the same bucket b) with probability at
least P1. (2) If d(q1,q2) = f T, then H(q1) = H(ge) with probability at most Ps.

6.3.3. Building Block 2: Cost Function Design

Once we can estimate the coverage of an embedding space for a given user U as &V,
we need to design a cost function C:R* — R that maps from the estimated coverage
to a cost. The cost function needs to be designed such that it does not significantly
penalize legitimate users while imposing a severe penalty on adversaries to effectively
prevent the encoder from being stolen. The semantics of the cost function’s range
depend on the type of costs that the defender wants to enforce. We discuss a broad

range of options in Section A.3. These include monetary cost functions to adaptively
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charge users on a batch-query basis depending on their current coverage, costs in
the form of additional computation that users need to perform in order to obtain
their representations, similar to the proof of work in [87], costs in the form of delay
in the interaction with the encoder behind the API [4], or costs in form of disk space
that needs to be reserved by the user (similar to a proof of space [88, 88]). Which

type of cost function is most adequate depends on the defender’s objective and setup.

Exponential Cost Functions to Adjust Utility of Representations. In the
concrete instantiation of B4B that we present in this work, we rely on costs in
the form of the utility of the returned representations. We choose this concrete
instantiation because it is intuitive, effective, and can be directly experimentally
assessed. Moreover, it is even suitable for public APIs where, for example, no
monetary costs are applicable. We adjust utility by adding Gaussian noise with
different standard deviation o to the returned representations. Since we do not want
to penalize legitimate users with small coverage but make stealing for adversaries
with growing coverage increasingly prohibitive, we instantiate an exponential cost
function that maps from the fraction of hash buckets occupied by the user to a value
for 0. We choose the general form of this function as
FLapEf)=2Ax (exp™ H*E7 P 1) (6.1)
where A <1 compresses the curve of the function to obtain low function values
for small fractions of occupied buckets, and then we set a target penalty a for our
cost function at a specified fraction of filled buckets . For instance, if we want to
enforce a o of 5 at 90% of filled buckets (i.e., for é? =0.9), we would need to set a =5
and $=0.9.

6.3.4. Building Block 3: Per-User Representation Transformations against
Sybil Attacks

Given that our defense discourages users from querying with a wide variety of
data points from different distributions, an adversary could create multiple fake user
accounts (sybils) and query different data subsets with more uniform representations
from each of these accounts. By combining all the obtained representations and
using them to train a stolen copy, the adversary could overcome the increased costs of
stealing. To defend against such sybil attacks, we propose individually transforming
the representations on a per-user level before returning them. As a result, the

adversary would first have to map all the representations to one single unified space
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before being able to jointly leverage the representations from different accounts for
their stolen copy.

Formally, for a given query ¢;, the protected victim encoder produces a represen-
tation r; = f,(q;), which is transformed by a user-specific transformation Ty (r;) before
being returned to the querying user U. For a new user U, the defense randomly
selects the transformation Ty from all possible choices. Note that the randomness
is also added on a per-transformation basis, instead of only on the level of selecting
the transformations. For example, a permutation of the elements in the output
representations should be different for each user.

We formulate two concrete requirements for the transformations. First, they
should preserve utility for legitimate users on their downstream tasks, and second,
they should be costly to reverse for an adversary.

Utility Preserving Transformations. As a concrete instantiation for our B4B,
we propose a set of transformations that fulfill the above-mentioned two require-
ments: (1) Affine where we apply affine transformations to representations, (2)
Pad where we pad representations with constant values, (3) Add where we add
constant values at random positions within representations, (4) Shuffle where we
shuffle the elements in the representation vectors, and (5) Binary where the original
representations are mapped to binary vectors relying on a random partitioning of
the representation space. To preserve the full amount of information contained in
the original representations, in our binary transformations, we tune the length of
binary representations. We visualize the operation of each of these transformations
in Section A.3. All these transformations can additionally be combined with each
other, which further increases the possible set of transformations applied per user.
This renders it impossible for an adversary to correctly guess and reverse the applied
representation. Instead, the adversary has to remap the representations over all
accounts into a single embedding space in order to unify them and leverage them
for training of their stolen encoder copy. We present an exhaustive list of strategies
that adversaries can apply for the remapping in Section A.4. All the attack methods
reduce to the minimum of remapping between representations of a pair of users, i.e.,
they are at least as complex as mapping between two separate accounts. In the next
section, we show that our defense already impedes stealing for an adversary with

two accounts.
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6.4. Empirical Evaluation

We first empirically evaluate our instantiation of B4B’s three building blocks and
show how to calibrate each of them for our defense. Finally, we provide an end-to-end
evaluation that highlights B4B’s effectiveness in preserving downstream utility for
legitimate users while successfully preventing the stealing by adversaries.

Experimental Setup. We conduct experiments on various kinds of downstream
tasks and two popular SSL encoders. To test our defense, we use FashionMNIST,
SVHN, STL10, and CIFAR10 as our downstream datasets, each with standard
train and test splits. For stealing, we utilize training data from ImageNet and
LAION-5B. We rely on encoder models from the SimSiam [55] and the DINO [49]
SSL frameworks. As our victim encoders, we use the publicly available ResNet50
model from SimSiam trained for 100 epochs on ImageNet and the ViT Small DINO
encoder trained for 800 epochs on ImageNet, each using batch size 256. The ViT
architecture takes as input a grid of non-overlapping contiguous image patches of
resolution NxN. In this paper, we typically use N = 16. The Simsiam encoder has
an output representation dimension of 2048, while DINO returns 1536 dimensional
representations. We examine the utility of downstream classifiers using SimSiam’s
or DINO’s representations obtained for the respective downstream datasets. To
implement LSH, we rely on random projections [9] that we implement from scratch.
For a detailed description of our stealing and downstream training parameters, we
refer to Section A.6.

6.4.1. Local Sensitive Hashing for Coverage Estimation

We first observe that the choice of the total number of hash buckets in the LSH
influences the effectiveness of our method. In the extreme, if we have a too large
number of buckets, the number of buckets filled will correspond to the number of
queries posed by a user which fails to capture that similar representations cover
similar sub-spaces of the embedding space, and hence does not serve to approximate
the total fraction of the embedding space covered. However, if we have too few buckets,
even the representations for simple downstream tasks will fill large fractions of
buckets, making it impossible to calibrate the cost function such that it only penalizes
adversaries. We experimentally find that for our evaluated encoders, 2!? buckets
represent a good trade-off. In Section A.6.6, we present an ablation study on the
effect of the number of total buckets.

Our evaluation of the LSH to track coverage of the embedding space is presented

in Figure 6.4.1. We observe that representations returned for standard downstream
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Figure 6.4.1. Estimating Embedding Space Coverage through LSH on SimSiam
Encoder. We present the fraction of buckets occupied by representations of different
datasets as a function of the number of queries posed to the encoder (left). We observe that
representations for the downstream datasets (FashionMNIST, SVHN, CIFAR10) occupy a
smaller fraction of buckets than representations from the complex ImageNet dataset. Our
evaluation of the number of queries whose representations are mapped to the same bucket
(right) indicates that our total number of buckets (2!2) is well calibrated for the estimation
of covered representation space: over all datasets, we experience hash collisions, i.e., queries
whose representations are mapped to the same buckets. This indicates that our LSH is
capable of representing similarities in the representations.

tasks (FashionMNIST, SVHN, CIFAR10) occupy a significantly smaller fraction of
the total number of buckets than complex data from multiple distributions (ImageNet,
LAION-5B). We present additional experimental results on measuring the coverage
of the representation space in Section A.6.5. Specifically, we show that our method
of measuring the embedding space coverage has broad applicability across various
encoders and datasets used for pretraining. We further observe that the fraction
of buckets occupied by the representations saturates over time. These findings
highlight that LSH is successful in capturing the differences between legitimate
users and adversaries—even in a low-query regime. Finally, we note that our total
number of buckets (2!%) is well calibrated since, over all datasets, it successfully
maps multiple representations to the same hash bucket while still filling various
fractions of the total number of buckets.

We experiment with different sets of hyperparameters to instantiate the cost
function from Equation (6.1) in the previous section (6.3.3). As described there, we
can calibrate the function (as shown in Figure 6.4.2) such that a desired penalty (in
the form of a specific o) will be assigned at a certain fraction of buckets occupied.
For B4B, we aim at penalizing high embedding space coverage severely. Therefore,
we need to identify and optimize for two components: 1) which value of o leads to
significant performance drops, and 2) for what fraction of coverage do we want to
impose this significant drop. We base both components on empirical observations.

78



Our first observation is that for our four downstream tasks (FashionMNIST, SVHN,
STL10, and CIFAR10), performance drops to 10% (i.e., random guessing) at roughly
og=0.5.

6.4.2. Calibrating the Cost Function

In Figure 6.4.1, we further see
that with 50k queries, the down-
stream tasks occupy < 30% of the
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bounds (weak defense), based on our

observation, we consider o =1 as a high penalty, which leads to a =1, and select
B =0.8. This B corresponds to considering 80% of buckets filled as a too-large coverage
of the embedding space. We empirically observe that coverage of 80% of buckets
occurs, for example, after around 100k of ImageNet queries. By choosing our target
B so loose, i.e., significantly larger than the observed 30% for downstream tasks, we
offer flexibility for the API to also provide good representations for more complex
downstream tasks. Finally, to obtain a flat cost curve close to the origin—which
serves to map small fractions of covered buckets to small costs—we find that we can
set A =1075. In the Appendix, we evaluate our defense end-to-end with differently

parameterized cost functions.

6.4.3. Assessing the Effect of Transformations

Transformations Do Not Harm Utility for Legitimate Users. We evaluate the
downstream accuracy for transformed representations based on training a linear
classifier on top of them. To separate the effect of the noise added by our defense
from the effect of the transformations, we perform the experiments in this subsec-
tion without adding noise to the returned representations. For example, on the
CIFAR10 dataset and a SimSiam encoder pre-trained on ImageNet, without any
transformations applied, we obtain a downstream accuracy of 90.41% (+ 0.02), while,
with transformations, we obtain 90.24% (+ 0.11) for Affine, 90.40% (+ 0.05) for
Pad+Shuffle, 90.18% (+ 0.06) for Affine+Pad+Shuffle, and 88.78% (+ 0.2) for Binary.
This highlights that the transformations preserve utility for legitimate users. This

holds over all datasets we evaluate as we show in Section A.6.
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Adversaries Cannot Perfectly Remap Representations over Multiple Sybil
Accounts. To understand the impact of our per-user account transformations on
sybil-attack based encoder stealing, we evaluate the difficulty of remapping repre-
sentations between different sybil accounts. For simplicity, and since we established
in Section 6.3.4 that multi-account attacks reduce to a two-account setup, we assume
an adversary who queries from two sybil accounts and aims at learning to map
the transformed representations from account #2 to the representation space of
account #1. Using more accounts for the adversary causes a larger query overhead
and potentially more performance loss from remapping. Our evaluation here, hence,
represents a lower bound on the overhead caused to the adversary through our
transformations.

We learn the mapping between

different accounts’ representations 0161
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compare the cosine distance between Figure 6.4.3. Quality of Remappings.
representations (¢ and b defined as:

1- m). Once the remapping is trained, we evaluate by querying 10k data

points from the test dataset through account #1 and then again through account #2.
Then, we apply the learned remapping to the latter one and compute the pairwise
cosine distances between the representations from account #1 and their remapped
counterparts from account #2. Our results are depicted in Figure 6.4.3. We show
that the largest cosine distance is achieved with the binary transformations, making
them the most protective against the adversary since they best prevent perfect
remapping, even with an overlap of as many as 10k queries between both accounts.
However, these binary transformations also incur the highest drop in accuracy for
legitimate users. The defender has the possibility of selecting their preferred types of
transformations between representations taking into account the trade-offs between
the effectiveness of the defense and the negative impact on legitimate users.

6.4.4. End-to-End Stealing of an Encoder under our Defense

We perform an end-to-end study to showcase how our B4B defense affects legiti-
mate users vs adversaries. The hyperparameters for B4B are chosen according to
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Table 6.4.1. Stealing and Using Encoders With and Without our Defense. The
USER column represents the type of the APIs’ user, where LEGIT denotes a legitimate
user, ATTACKER stands for a standard single-account adversary, and SYBIL represents
an adversary using two sybil accounts. We use InfoNCE loss for encoder extraction. #
Queries stands for the number of queries used for stealing with ALL denoting that the
entire downstream dataset was used. The TYPE column expresses how the dataset is
used. We follow the stealing setup from [86]. In the first row, we present the undefended
victim encoder’s performance as the accuracy for downstream tasks trained on the encoder’s
returned representations. In the following row, we show downstream utility for legitimate
users when the victim encoder is defended by our B4B. Finally, (in the remaining rows) we
assess the performance of stolen encoders on the downstream tasks. Our results highlight
that while the performance of the encoder for legitimate users stays high, our B4B renders
stealing inefficient with the stolen encoders obtaining significantly worse performance on
downstream tasks.

USER DEFENSE # QUERIES DATASET TYPE CIFARI10 STL10 SVHN F-MNIST

LEGIT NONE ALL TASK QUERY 90.41 002 95.08:013 75.475004 91.22:0.11
LEGIT B4B ALL TASK QUERY 90.24:011  95.05:010 74.962013  91.70+0.01
ATTACK NONE 50K IMGNET STEAL 65.2+0.03 64.9+0.01 63.1+0.01 88.5+0.01

ATTACK B4B 50K IMGNET STEAL  35.72:004 31.54:002 19.74:002 70.01x0.01
ATTACK NONE 100K IMGNET STEAL 68.1+0.03 63.1+0.01 61.5+0.01 89.0x0.07

ATTACK B4B 100K IMGNET STEAL  12.01:007 13.94:005 19.96x0035 69.63:0.07
ATTACK NONE 100K LAION STEAL  64.92:003 62.51:003 59.02:002 84.54:0.01
ATTACK B4B 100K LAION STEAL  40.96:003 40.69:005 34.43:001 72.92:0.01
SYBIL  B4B ~ 2x50K  IMGNET STEAL  39.56:006 38.50:004 23.41:002 77.01z0.08
SYBIL B4B 3x33.3K IMGNET STEAL  33.87:005 38.57:006 21.16x001 72.95:005
SYBIL B4B 4x25K IMGNET STEAL  33.98:004 34.52:008 21.21x002 70.71x0.05
SYBIL B4B 5x20K IMGNET STEAL  32.65:005 32.45:005 29.63:001 70.12:0.08
SYBIL B4B 6x16.7K IMGNET STEAL  26.62:004 26.85:005 24.32:002 70.51+0.04

the empirical evaluation of the previous sections with 212 as the number of buckets,
a=1,8=0.8,1=10"°% as the hyperparameter of the cost function, and different
random affine transformations per-user account. Our main results are presented in
Table 6.4.1. We observe that instantiating our framework with B4B has a negligible
impact on legitimate users while substantially lowering the performance of stolen
encoders in the case of single-user and sybil attackers.

Legitimate Users. We compare the accuracy of downstream classifiers trained
on top of unprotected vs defended encoders. The victim encoder achieves high
accuracy on the downstream tasks when no defense is employed. With B4B in place,
we observe that across all the downstream tasks, the drop in performance is below
1%. For example, there is only a slight decrease in the accuracy of CIFAR10 from
90.41+0.02% to 90.24+0.11%. B4B’s small effect on legitimate users stems from
the fact that their downstream representations cover a relatively small part of the
representations space. This results in a very low amount of noise added to their
representations which preserves performance.
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Adversaries. For adversaries who create a stolen copy of the victim encoder, we
make two main observations. The most crucial one is that when our B4B is in place,
the performance of the stolen copies over all downstream tasks significantly drops
in comparison to when the victim encoder is unprotected (grey rows in Table 6.4.1).
This highlights that our B4B effectively prevents stealing. Our next key observation
concerns the number of stealing queries used by the adversary: When no defense is
applied, the more queries are issued against the API (e.g., 100k instead of 50k), the
higher performance of the stolen encoder on downstream tasks (e.g., CIFAR10 or
FashionMNIST). In contrast, with B4B implemented as a defense, the performance
decreases when using more stealing queries from a single account. This is because
with more queries issued, the coverage of embedding space grows which renders the
returned representations increasingly noisy and harms stealing performance.

Moreover, we show that B4B can also prevent model stealing attacks with data
from a different distribution than the victim encoder’s training set. We highlight
this in Table 6.4.1 where we also use the LAION-5B dataset to steal an ImageNet
pre-trained encoder. Our results highlight first that without any defense in place,
the LAION dataset is highly effective to extract the ImageNet pre-trained encoder.
Second, B4B effectively defends against such attacks, and yields a significant drop
in downstream accuracy (on average above 20%) of the stolen encoder.

We also show that this performance drop cannot be prevented by sybil attacks.
Therefore, we first consider an adversary who queries from two sybil accounts with
50k queries issued per account and the first 10k queries of both accounts used to learn
the remapping of representations between them. When the adversary trains their
stolen encoder copy on all the remapped representations, they increase downstream
performance over querying from a single account. Yet, their performance is still
significantly smaller than the performance of the victim encoder for legitimate users,
or the encoder stolen from an undefended victim. Moreover, using more than two
sybil accounts further reduces the attack performance as remapping complications
accumulate. With ten sybils, remapping leaves no more usable data for training the
stolen encoder. This demonstrates our method’s advantage: increasing the number
of sybil accounts makes encoder extraction impractical due to the growing remapping
overhead. Overall, the results highlight that our B4B also successfully prevents
sybil attacks.

6.4.5. Baseline Comparison

Finally, we compare our B4B against the current state-of-the-art baseline defense,
namely a static addition of noise to all the returned representations (as proposed
in [85] (Section A.4),[153, 205]). For direct comparability, we evaluate the defense
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using the our end-to-end experiment setup from the previous section. We present
our results in Table A.6.5 in Section A.6.4. Confirming the findings from [85] our
results also show that defenses that rely on static noise have the great disadvantage
to harm legitimate users and attackers equally. When adding noise with a small
standard deviation of 0 = 0.1, we observe a negligible (<1%) performance drop for both
attackers and legitimate users. Adding noise with a large standard deviation of, for
example, o = 10, we observe that both legitimate users’ and attackers’ performance
drops between 15% and >40%. In summary, these defenses can either effectively
defend stealing (but harm legitimate users), or keep utility for legitimate users high
(but not defend well against stealing). In contrast, our B4B is able to provide high
performance for legitimate users while effectively defending the encoder against
stealing attacks.

6.5. Conclusions

We design B4B a new and modular active defense framework against stealing SSL
encoders. All the previous approaches were either reactive, acting after the attack
happened to detect stolen encoders, or lowered the quality of outputs substantially
also for legitimate users which rendered such mechanisms impractical. We show
that B4B successfully distinguishes between legitimate users and adversaries by
tracking the embedding space coverage of users’ obtained representations. B4B
then leverages this tracking to apply a cost function that penalizes users based on
the current space coverage, for instance, by lowering the quality of their outputs.
Finally, B4B prevents sybil attacks by implementing per-user transformations for
the returned representations. Through our experimental evaluation, we show that
our defense indeed renders encoder stealing inefficient while preserving downstream
utility for legitimate users. Our B4B is therefore a valuable contribution to a safer
sharing and democratization of high-utility encoders over public APIs.
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Preface

In the previous chapter, we introduced an active defense against stealing encoder
models, addressing the risk of unauthorized replication of machine learning systems.
We now shift our focus from protecting the models themselves to safeguarding the
data on which they are trained. In large-scale generative models, the training data
often contains material of significant value, including copyrighted works or sensitive
personal information. Determining whether a specific dataset was used in training
is therefore a central question for both privacy protection and intellectual property
rights.

One line of work that aims to answer this question relies on membership inference
attacks. These methods attempt to determine whether an individual sample was
included in the training set of a model, and they have shown promising results
in standard supervised learning benchmarks. However, applying them to modern
diffusion models presents new challenges. These models are trained on billions of
images collected from the internet, and the contribution of any single image to the
training process is minimal. As a result, the strong signals observed in smaller
settings largely vanish, raising doubts about the reliability of existing evaluation
protocols.

In this work, we revisit membership inference attacks in the context of large
diffusion models. We first identify the limitations of prior evaluations, which often
rely on unrealistic assumptions or toy-scale settings that exaggerate attack success.
To provide a more reliable picture, we design a new evaluation framework tailored
to the scale of modern generative models. Central to this effort is the construction
of a dedicated dataset that allows for a controlled comparison of attack methods,
ensuring that conclusions drawn are representative of real-world deployments.

Using this framework, we conduct a series of experiments on Stable Diffusion,
evaluating both established membership inference techniques and newly adapted
ones. Our results reveal that attacks are far less effective than suggested by earlier
studies, highlighting the difficulty of detecting individual training samples in large
generative models. At the same time, the findings confirm that privacy and copy-
right concerns remain unresolved, as existing tools provide limited protection and
unreliable auditing capabilities.

This chapter thus marks the beginning of the second part of the dissertation,
where the focus lies on the protection of training data in generative models. Building
on the lessons learned here, the following chapter introduces a method that moves
beyond single-sample membership and instead provides a reliable way to detect the
presence of entire datasets in the training of diffusion models.
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Abstract

Generative diffusion models, including Stable Diffusion and Midjourney, can
generate visually appealing, diverse, and high-resolution images for various appli-
cations. These models are trained on billions of internet-sourced images, raising
significant concerns about the potential unauthorized use of copyright-protected
images. In this paper, we examine whether it is possible to determine if a specific
image was used in the training set, a problem known in the cybersecurity community
as a membership inference attack. Our focus is on Stable Diffusion, and we address
the challenge of designing a fair evaluation framework to answer this membership
question. We propose a new dataset to establish a fair evaluation setup and apply it
to Stable Diffusion, also applicable to other generative models. With the proposed
dataset, we execute membership attacks (both known and newly introduced). Our
research reveals that previously proposed evaluation setups do not provide a full un-
derstanding of the effectiveness of membership inference attacks. We conclude that
the membership inference attack remains a significant challenge for large diffusion
models (often deployed as black-box systems), indicating that related privacy and
copyright issues will persist in the foreseeable future.

7.1. Introduction

In recent years, there have been rapid advancements in generative modeling
techniques within the field of deep learning. Among these, generative diffusion
models, particularly those utilising the Stable Diffusion framework, have gained
prominence due to their capability to generate high-quality, diverse, and intricate
samples. These models hold considerable potential for numerous applications, such
as data augmentation, art creation, and design optimization. However, as these
models become more widely adopted, addressing the privacy concerns linked to their
use is essential. Recently, Getty Images filed a lawsuit against Stability Al, accusing
it of unlawfully copying and processing millions of copyright-protected images [185].
This lawsuit comes on the heels of a separate case Getty lodged against Stability in
the United Kingdom, as well as a related class-action lawsuit that California-based
artists filed against Stability and other emerging companies in the generative Al
sector [183].

One critical issue that arises in this context is determining whether a specific data
point was used during the training process of a model. Extracting this information
from a model - known as membership inference attack - can be crucial in cases where

copyrighted or sensitive data are used without permission, leading to potential legal
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Figure 7.1.1. Pitfalls in the evaluation setting can lead to incorrect conclusions on
the effectiveness of membership attacks against large diffusion models such as
Stable Diffusion. An exemplary misleading setup involves finetuning the model on a very
small dataset with a low internal variance (such as the POKEMON dataset), which gives a
remarkable performance for the selected attacks. However, for the proposed new dataset, we
observe a drastic performance drop. Our setup does not modify the state-of-the-art Stable
Diffusion model but focuses on creating fair membership inference evaluation, possibly close
to a real-life usage of the membership attacks.

issues. Although membership inference attacks have been extensively studied in
the context of discriminative models [43, 47, 211, 253], the investigation of their
effectiveness against generative diffusion models is still in its infancy.

In this paper, we contribute to the understanding of membership inference
attacks in large diffusion models, particularly Stable Diffusion. We provide insights
into these models, their susceptibility to different membership attacks, and the
challenges of their evaluation due to the lack of distinct training and test data. To
address these issues, we propose a new dataset for a fair and robust evaluation setup.
We conduct attacks against Stable Diffusion and assess their effectiveness. Our
findings underscore the complexity of data membership inference in large diffusion
models. Our main contributions can be summarized as follows:

e We identify the pitfalls of the existing evaluation of membership inference

attacks for large diffusion models.

e We provide a new dataset! along with a construction methodology. It allows us
to have a more robust evaluation setup for membership inference attacks on
the state-of-the-art Stable Diffusion model.

e With the proposed dataset, we thoroughly evaluate a set of membership infer-

1 https://drive.google.com/drive/folders/171RvzW4uXDoCf 1v_sIiaMnKGIARVunNU
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ence attacks, which are not prohibitively expensive against Stable Diffusion,
including the loss threshold attack and its variants. We also introduce new
attacks that focus on modifying the diffusion process to extract more information

about membership from the model.

7.2. Background

7.2.1. Diffusion models

Over the past two years, diffusion models [214] have emerged as a novel class of
generative models, overshadowing Generative Adversarial Networks [105] by achiev-
ing state-of-the-art results on numerous benchmarks [73] and becoming the core
technology behind widely popular image generators such as Stablxe Diffusion [24],
Midjourney [221], Runway [24], Imagen [193] and DALL-E 2 [180, 181].

In essence, Denoising Diffusion Probabilistic Models [119] are probabilistic gen-
erative models trained by progressively adding noise to the data and then learning
to reverse this process.

During training, a noised image x; — /a;x + v/1—a;€ is produced by adding Gaus-
sian noise ¢ ~ N(0,I) to a clean image x, with a decaying parameter a; € [0,1] such that
ao =1 and a7 = 0. The diffusion model fy is trained to remove the noise ¢ and recover
the original image x by predicting the added noise. This is achieved by stochastically
minimizing the objective & ¥ ;E; L (x;,t,€;fp), where

L(x,t,€; fo) = lle — folxs, )12 (7.1)

Despite being trained with a simple denoising objective, diffusion models have
shown the ability to generate high-quality images. The process involves sampling a
random vector x7 from a normal distribution N(0,7) and then applying the diffusion
model fy to remove the noise from this random image. However, instead of removing
all noise at once, the model gradually removes part of the noise iteratively in each
generation step.

The final image x, is obtained from x7 using a noise schedule ¢; (dependent on a;),
where the model iteratively applies the rule x;_1 = fy(xs,£) +0:N(0,I) to o1 =0. The
effectiveness of this process is based on the fact that the diffusion model was trained
to denoise images with varying levels of noise. Applying this iterative generation
process with large-scale diffusion models yields results that closely resemble real

images.
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Certain diffusion models are designed to generate specific types of images by
incorporating conditional inputs in addition to the noised image. Class-conditional
diffusion models utilise a class label, such as "car" or "plane", to generate a desired
image class. Text-conditioned models extend this concept by taking the text embed-
ding of a prompt, such as "a photograph of an astronaut riding a horse in space,"
which is created by a pretrained language encoder like CLIP [179].

7.2.2. Stable Diffusion

Stable Diffusion is the largest and most popular open-source diffusion model [24].
This model is an 890-million-parameter text-conditioned diffusion model trained on
2.3 billion images.

Diffusion models can achieve state-of-the-art synthesis results on image data
and other applications. However, the optimisation of powerful diffusion models that
operate directly in pixel space can consume hundreds of GPU days, and inference can
be expensive due to sequential evaluations. To overcome this challenge, the authors
of Stable Diffusion [24] propose applying diffusion models in the latent space of
powerful pretrained autoencoders. This approach allows for training and inference
on limited computational resources while retaining the quality and flexibility of
diffusion models.

Formally, given an image x, the encoder E encodes x into a latent representa-
tion z = E(x), and the decoder D reconstructs the image from the latent, giving
% = D(z) = D(E(x)). To preprocess conditional information y from various modal-
ities (such as language prompts), the Stable Diffusion framework introduces a
domain-specific encoder 74 that projects y to an intermediate representation. Over-
all, the Stable Diffusion model is trained by stochastically minimizing the objective
% Y1 E e L(zi,t,6; ), where

L(z,t,€;fo) = lle— folze, t,To()3 (7.2)

7.3. Membership inference attack

Membership inference attack [211] answers the question “was this example in
the training set?”. Currently, two most common approaches are loss based attacks
and shadow models.
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7.3.1. Loss based attacks

In principle, loss-based membership inference attacks are based on the following
simple observation [43]. A model training minimises a loss function on a training
set, hence we expect the loss to be lower for training samples than for test ones.
In most cases, such methods treat the attacked model a as white-box, assuming
that the attacker has access to the model, its source code and trained weights. This
assumption is often not met in practice, as API-based generative machine learning
services such as Midjourney [221] increase in popularity. In general, methods based
solely on the analysis of the loss of the model are less effective than methods utilising
shadow models [47, 48].

7.3.2. Shadow models

Membership inference attacks based on shadow models involve creating multiple
models that imitate the behaviour of the target model, but whose training datasets
are known to the attacker. By studying the labelled inputs and outputs of these
shadow models, researchers can gain insight into the target model’s behaviour and
develop attacks that can exploit its vulnerabilities. For diffusion models [48] intro-
duced membership inference attacks called LiRA. This approach involves training
a collection of shadow models on random subsets of the training dataset. Once
the shadow models have been trained, LiRA computes the loss for each example
under each shadow model. By analysing the distribution of losses, LiRA can then
determine whether a given example belongs to the training dataset or not. Although
shadow models have proven to be a powerful tool in the development of membership
inference attacks, this approach has its own disadvantages. Such methods are
computationally very expensive, as they require the training of multiple copies of
the target model. In particular, for large diffusion models such as Stable Diffusion,
the cost of developing multiple shadow models is in practice too high.

7.4. Attack Challenges and Pitfalls for Large
Diffusion Models

Lack of nonmembers To perform and evaluate a membership inference attack
we need two sets: members and nonmembers. Typically, member data samples are
drawn from the training set, whereas nonmembers from the test set. Unfortunately,
for the Stable Diffusion model, we cannot follow this approach. The original Stable
Diffusion model was trained on the data from the LAION-2B EN dataset, a subset of
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the LAION-5B dataset [203]. Since the dataset is huge (more than 2 billion images)
and was not divided into a test and training set, nonmember samples are not easily
available.

Shadow models cost As stated in Section 7.3.2 the shadow models are compu-
tationally expensive. The method requires training several dozens of models from
scratch. For huge models, such as Stable Diffusion, this approach is practically
infeasible. In particular, the cost of training a single Stable Diffusion model is
estimated at 600,000$. Moreover, it would take 80.000 A100 GPU-hours to complete
the training.

Pitfall 1: Evaluation based on fine-tuning In [79] authors propose to tackle
the lack of nonmembers by fine-tuning the Stable Diffusion on a dataset that was
not used for training the original model. However, it has been demonstrated that
fine-tuning the model can easily lead to overfitting [123]. As shown in [48], better
diffusion models are more vulnerable to membership inference attacks: the quality
of the generated samples is proportional to the success rate of the attack. This
is especially the case for models that overfit to the limited training data during
fine-tuning [43], leading to inflated performance and misleading conclusions.

Pitfall 2: Distribution mismatch between members and nonmembers
Another approach to dealing with the absence of a natural nonmember dataset is to
draw samples from a dataset similar to the training data that was not actually used
in the training. However, for a fair evaluation of membership inference attacks, it is
important that the members and nonmembers share the same feature distribution. If
these two groups can be easily distinguished based on feature distribution mismatch,
then there is a high risk that the attack method will learn to distinguish between
the features of the two data groups [168] instead of the behaviour of the model on

these two sets.

7.5. The LAION-mi dataset

To address the absence of nonmembers samples for the Stable Diffusion model
we propose a new dataset consisting of members and nonmembers called LAION-mi.
This new dataset aims to facilitate a realistic evaluation of membership inference
attacks against large diffusion models. We do not fine-tune nor modify the Stable
Diffusion model in any other way, in order to avoid the first pitfall from Sec. 7.4.
To mitigate the second pitfall, we apply a sanitization process on the member set.
Figure 7.5.1 shows a general scheme of how the LAION-mi dataset is constructed.
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7.5.1. Sources of members and nonmembers sets in LAION-mi

Members Stable Diffusion-v1.4 was trained on all data points from the LAION
Aesthetics v2 5+ dataset (see Appendix B.3 for details), so all samples from this
dataset can serve as member candidates for our new dataset.

Nonmembers To obtain the nonmembers set, we use LAION-2B Multi Trans-
lated dataset [23]. This dataset is created by LAION-5B authors from LAION-2B
Multi, a subset of LAION-5B, but unlike LAION-2B EN, LAION-2B Multi consists
of samples which descriptions are in other languages (not English). LAION-2B
Multi Translated is obtained by translating these descriptions to English. Since
SD-v1.4 was fine-tuned using samples with an aesthetic score above 5 (obtained by
LAION-Aesthetics_Predictor V2 [201]), to build our nonmembers set we also use
samples with aesthetic score above 5. The score is precomputed by the LAION-2B
Multi Translated dataset authors.

7.5.2. Adapting members and nonmembers sets to ensure the validity of

the evaluation setting.

As mentioned before, for a fair evaluation of the membership inference attack we
should ensure that the underlying data distribution is the same for the member and
nonmember samples. We solve it by introducing the adaptation step for members
and nonmembers subsets constituting LAION-mi dataset. During the adaptation,
we first deduplicate the nonmembers set (Sec. 7.5.3) and then filter the member set
using sanitization process (Sec. 7.5.4). Finally, we obtain members and nonmembers

sets which have the same, indistinguishable underlying distribution.

7.5.3. Deduplication

Member samples in the nonmembers source dataset Duplicate samples are
images present in a dataset more than once. It has been shown [243] that LAION-2B
EN contains approximately 30% duplicates when it comes to the image data. We
can expect that the whole LAION-5B contains samples, which are present both in
LAION-2B EN and LAION-2B Multi Translated. These samples can potentially
contaminate LAION-mi nonmembers subset with members samples and therefore
compromise the fairness and correctness of our solution. The following procedure
aims to address this issue.

Solution In order to obtain the nonmembers set free of contamination by mem-
bers samples we perform two-step deduplication. The first step aims to propose a

set of duplicate candidates for each nonmember sample. The second step filters out
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Figure 7.5.1. A general scheme of constructing LAION-mi dataset. First, members
and nonmembers are sampled from LAION Aesthetics v2 5+ and LAION-2B Multi Translated
datasets, respectively. Then, we remove nonmember that are duplicates of samples from the
member set. Finally, to ensure that the distribution of member samples is indistinguishable
from nonmembers distribution, we execute an extensive sanitization algorithm on the
member set.

nonmembers samples, which we suspect have a duplicate in the members source
dataset. We end up with the clean nonmembers set.

Duplicate candidates We need to somehow obtain the samples from the LAION-2B
EN dataset which are the most similar to the given sample from the nonmember
source. We achieve this by querying the Clip Retrieval Client [41]. This service
searches through the LAION-5B dataset and returns the requested amount of
samples that are the most similar to the input image. In our approach, we obtain
up to 40 duplicate candidates per nonmember sample. One important limitation of
this service is that it doesn’t distinguish between subsets of LAION-5B. LAION-5B
is split into LAION-2B EN and LAION-2B Multi using the CLD3 [233] language
identifier on the captions of images. Because we care only about the duplicates from
the LAION-2B EN, we need to check if the returned candidate is from this dataset.
We use CLD3 to check if the given candidate is from the LAION-2B EN dataset.
Only samples from the LAION-2B EN dataset are considered duplicate candidates.

Duplicates detection and filtering When it comes to filtering out the dupli-
cates we propose the following approach: we define the distance metric between
the nonmember and its duplicate candidate, and then if the distance is below some
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threshold we decide that this sample has a duplicate in the members set, effectively
discarding it from the final nonmember set.

Firstly, for each sample, we calculate the L2 distances of CLIP image embeddings
between the sample and all of its duplicate candidates. Then the final duplicate
candidate for each sample is the one with the lowest L2 distance score. We then end
up with the approximately normal distribution of L2 distances (see Fig. 7.5.2a).

We then pick the threshold below which we reject samples and mark them as
duplicates. Our goal here is to filter out as many duplicates as possible, to avoid
contamination of the nonmembers set with members samples. At the end of this
process, we have less than 1% of the duplicates by setting this threshold at 0.5, using
the rule of three [127]. We manually confirm it by sampling random 300 samples and
checking for the duplicates, without finding any. For the threshold of 0.5 we reject
approximately 75% of nonmembers as having a duplicate in the members source
dataset. It is a really conservative approach, but as we show next, it is necessary in
order to achieve the cleanest nonmembers set possible.

To further confirm that we pick the correct threshold we perform a manual
analysis of the duplicates ratio in different L2 score intervals and show the results in
Figure 7.5.2b. Since our goal is to make the cleanest nonmembers dataset possible,
we pick a threshold of 0.5 to avoid duplicates.
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Figure 7.5.2. The distribution of the L2 distances between duplicate candidates and the
original images approximately follow a normal distribution, with a mean around 0.4 (left).
For increasing L2 threshold value the duplicates count decreases sharply, with the interval
[0.4,0.5) containing approximately 8% duplicates and 92% non-duplicates.
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7.5.4. Sanitization

Differences between sets As we have stated before, one of the most important
challenges of membership attack evaluation is ensuring that the member and non-
member samples come from the most similar distribution possible, in our case both
images and their descriptions coming from these subsets should be indistinguishable
from each other. However, our source of nonmembers is obtained by translating
captions from LAION-2B Multi to English using machine translation?. Therefore,
we expect the distribution of captions’ CLIP [179] embeddings to be different for
members and nonmembers sets. We need to address this issue to not fall into the
second pitfall, which we line up in the Sec. 7.4.

Assessment approach In order to assess the magnitude of this problem and
the efficacy of our sanitization approach we use three metrics. All are based on the
CLIP embeddings of the descriptions and images. The metrics are as follows:

¢ Fréchet Inception Distance (FID) [115]: in order to compare the resulting
metric we compute it for two cases: internal (between two random samples
of 10k examples from the same set) and comparative (between 10k random
members and 10k random nonmembers). If the difference between these two is
significant, we assume that there is a mismatch between distributions.

¢ Visual analysis of PCA 2D projection: we use PCA decomposition on the embed-
dings to project them into a 2D space using scikit-learn [11] implementation.
The mismatch in the underlying distributions should be indicated by a mismatch
of the distributions of the PCA components of the projected embeddings.

e Classification: we train a binary classifier in order to distinguish between
embeddings of the descriptions. High accuracy indicates a significant difference
between the two sets.

Scale of the problem Our experiments confirm the seriousness of the issue. Firstly,
we observe that FID for the comparative case is way greater than for any of the
internal cases, see Tab. 7.5.1. Secondly, visual analysis of embeddings projected to
2D space using PCA, Fig. 7.5.3a) confirms our concerns that these text embeddings
are in fact different. Finally, a simple logistic regression model separates prompt
embeddings with a 90% accuracy.

Santization algorithm The goal of this process is to create a member set that
is as similar as possible to our deduplicated nonmembers set.

Main intuition behind the sanitization algorithm (Alg. 1) is to train a set of binary
classifiers to label samples as members or nonmembers in an iterative fashion, and

then pick only the samples from one of these sets, for which all of the models predict

2 Facebook’s M2M100 1.2B model [93]
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Figure 7.5.3. Sanitization effect on prompts and image embeddings distribution
of the members and nonmembers sets. Figure 7.5.3a shows that there is a significant
difference between prompts embeddings of nonmembers and members samples before the
sanitization process. After three iterations of our sanitization Algorithm 1 these distribu-
tions match closely — Figure 7.5.3b. Despite the fact that the algorithm uses only prompts
embeddings, we observe in Figure 7.5.3¢ that image embeddings distributions are also well
aligned after the third iteration of our algorithm. We suspect that it is due to the close match
between images and their descriptions so that aligning text distributions leads to aligning
image distributions as well.

wrong label. In effect, at each iteration, one of these sets becomes closer to the other
one in terms of the text embeddings distribution.

In general, we can use both members and nonmembers sets to perform this
classifier-based filtering. In our case, we filter only the huge members set (LAION
Aesthetics v2 5+ consists of 600M samples, our deduplicated nonmembers set has
42.5k samples). The main reason is that the deduplication process (see Sec. 7.5.3) is
a great bottleneck of our system; to get duplicate candidates for all 160k nonmember

candidates, we query the retrieval API for 50h.

Table 7.5.1. FID comparison for 10k samples. For text data we calculate FID for CLIP
embeddings. To calculate FID for image data we first resize images to 512x512 and then
use Pytorch FID implementation [204]. To calculate internal FID we divide the dataset into
2 equal random subsets, each of 10k samples.

FID
DATA SUBSET TEXT IMAGES
MEMBERS INTERNAL - RANDOM 9.84 7.00
MEMBERS INTERNAL - SANITIZED 9.77 7.06
NONMEMBERS INTERNAL 9.73 7.01
COMPARATIVE - RANDOM 66.43 13.90
COMPARATIVE - SANITIZED 13.54 8.87
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Algorithm 1 Sanitization algorithm

1: F — ¢ {trained binary classifiers}
2: NM — deduplicated nonmembers
3: M — global set of members
4: M; — ¢ {sanitized members after i-th iteration}
5: TrainSet — ¢ {training dataset}
6: fori—1,2 .., ndo
7. TrainSet— ¢
8: if i=1then
9: TrainSet — sample of size INM| from M
10: else
11: TrainSet — M;_4
12: endif
13: TrainSet — TrainSet UNM
14: F; —trained classifier on TrainSet
15: while [M;|<|NM| do
16: My, p — sample from M
17: for j—1,2 ..., ido
18: if F; predicts member label for sample then
19: Mipmp — Mymp \sample
20: end if
21: end for
22: Mi<—MiUthp
23: end while
24: end for

25: SM — M, {final sanitized members set}

Results To obtain our final set of 40k sanitised members we apply the algorithm
for three iterations. To obtain this subset we filter approximately 5M samples from
LAION Aesthetics v2 5+ dataset, which takes only 2h on a single NVidia RTX
2080Ti. Using our assessment methodology we confirm its efficacy. FID score in the
comparative case drops significantly compared to the starting members set. We see
that the PCA components’ distribution align (see Fig. 7.5.3b) and a binary classifier’s
accuracy is almost random.

Images embeddings Regarding the image embeddings for LAION-2B EN and
LAION-2B Multi Translated, we expect them to have the same characteristics
as they come from the same source. This assumption is confirmed by a low FID
value between them, see Tab. 7.5.1. Additionally, the FID value decreases even
further after the text-focused sanitization and a binary classifier’s accuracy is almost
random. Therefore, additional sanitization efforts focused on image embeddings are

not necessary, and the PCA components are also aligned, see Fig. 7.5.3c).
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7.6. Experiments

7.6.1. Threat model

A membership inference attack is defined as follows. We consider an adversary
A that aims to infer whether a single data point x was included in the training set D
of a generative model M. The attacker has no knowledge about the dataset D and
is only able to query the model M. We distinguish three scenarios according to the
attacker’s capabilities.

¢ In the black-box scenario, an adversary queries a generative model with a

text prompt and gets a generated image. The attacker has no knowledge about
the model architecture and no access to its weights.

¢ Inthe grey-box scenario an adversary has access to the visual and text encoders

of the attacked model. Thus, they are able to calculate the latent representation
(embedding) of a given image and text prompt. However, the attacker still has
no access to the model weights.

¢ Finally, in the white-box scenario, an adversary has full access to the model,

its source code and trained weights.

We start with a baseline white-box model loss threshold attack, which is based on
the fact that machine learning models learn by minimising the loss in the training
samples. We extend our analysis by covering metrics related to model inference.
Moreover, we introduce new white-box attack methods and show that they outperform
the commonly used baseline method. We also describe and evaluate a grey and a
black-box scenario. The attacks are based on the intuition that generative models
tend to synthesise samples similar to their training set. For all attacks, we evaluate
a variant in which the losses are obtained as the average of 5 losses (5 different
passes through the model, each time with a different noise) following the findings
of [47]. We explore more attack methods in the Appendix B.4.

7.6.2. Threshold attack

A general threshold attack is formulated as follows. For a selected threshold 7,
the attack classifies the image x as a member if £ < 1. Otherwise, x belongs to the
nonmember set. Commonly used threshold attacks focus only on a model loss. We
extend our analysis by Pixel and Latent error, defined as follows:

Model loss We monitor the loss of the diffusion model given by Eq. 8.2 L(x,t,¢; ) =
lle = foCxe, O3
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Pixel error We define the pixel error as the reconstruction error between an
original image x and the generated image x’ defined as L(x,x') = |lx — x’ ||§.

Latent error This measurement is similar to the pixel error. However, it focuses
on the reconstruction error between a latent representation z of the original image x
and the latent representation z’ generated by the diffusion model. The error £(z,z’)

is defined as [z - 2/||2.

7.6.3. Attack methods

We present a baseline and the best-performing attack methods evaluated in our
experiments. Most methods are only applicable under the white-box scenario but
we also examine the attacks in the grey- and black-box scenario. An exhaustive
description and analysis of these different attack methods are given in Appendix
B.4.1.

Baseline loss threshold In [48] the authors show that evaluating the model
loss at timestep 100 for the latent with applied noise scale a; at ¢t = 100 yields the
best results for the membership inference attacks based on model loss. We follow
this method and evaluate the model loss at timestep 100 for the latent noised with
scale aqgg.

Methods exploiting the noise There are many possible variants of adding or
removing noise in the diffusion process before we make a final decision based on
the loss. The intuition (or hopeful assumption) behind such attacks is that member
samples would behave more robustly than nonmembers under noisy conditions. We
explore many different settings and refer a reader to Appendix B.4.1 for details.

Generation from prompt To perform this attack we pass only the prompt
associated with the original images to the model. We do so to simulate a real-world
scenario, where we have access to the model only via the API. In the black-box
scenario, we calculate the Pixel error between the original image and the image
generated by the model using the default method of 50 timesteps. In the grey-box
scenario, we obtain the generated images in the same way as in the black-box scenario,
but then we calculate the latent representation of the original and generated images
using the visual encoder of the attacked model and then calculate the latent error
between them.

7.6.4. Targeted datasets

LAION-mi In our paper we use our LAION-mi dataset proposed in Section
7.5. For each attack, we use the same subset of 5000 member samples and 5000

nonmembers samples, further referred to as the attack set. We find that different
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training and evaluation set splits can produce significantly different results, some
almost 10 times better than others (see Appendix B.5). Following these findings, we
evaluate our attacks on 100 random subsets (evaluation sets) of 500 members and
500 nonmember samples drawn from the attack set and then report the mean and
the standard deviation of the performance.

POKEMON POKEMON dataset [175] is a Text2Image dataset. We use it to
first finetune the original StableDiffusion v1.4 model using a subset of 633 samples
(members), leaving the remaining 200 samples as nonmembers. We evaluate our
attacks on 1000 subsets obtained from random 200 member and all nonmember
samples. We also conduct an analysis of the influence of overfitting on the attack
performance in Appendix B.6.

7.7. Results

We evaluate the attacks for two setups. First, we attack the Stable Diffusion v1.4
model, which we do not modify in any way. We draw data samples of members and
nonmembers from our LAION-mi dataset. Then, we evaluate the effectiveness of the
attacks on the same model, which is finetuned on the POKEMON dataset [175]. Here,
we use test and training data splits (633/200 samples) as member and nonmember
sets.

Metric A metric to evaluate the membership attack is true-positive rate (TPR)
calculated at a low false-positive rate (e.g. FPR=1%). For privacy-related problems,
it is a much better metric than common aggregate metrics, such as accuracy or
AUC [47].

Discussion In Table 7.7.1 we observe a severe discrepancy in the effectiveness of
the attacks achieved for the LAION-mi dataset and fine-tuning on POKEMON. In the
second case, two white-box attacks (reversed noising and partial denoising) achieve
a very high TPR. However, when the attacks are applied against our LAION-mi
dataset, we observe a huge drop in performance. Here we clearly see the effects of the
first pitfall from Sec. 7.4, namely the fine-tuned model overfits, and the membership
inference task becomes trivial. We explore this topic further in Appendix B.6. The
obtained results demonstrate that evaluation on a small dataset (used for finetuning
the model) is misleading and a more careful setup, such as our proposal, is required.

Moreover, the results show the limited performance of loss-based attacks in
the black- and grey-box scenarios, even for the simple POKEMON setting. This
highlights an important issue, as many image-generation services work as a black-box
API. As mentioned in 7.3.1 this trend is unlikely to change in the future.

In theory, identifying training samples in black-box scenarios can be approached
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Table 7.7.1. Threshold membership inference attacks results on LAION-mi and
POKEMON datasets. We demonstrate the importance of evaluating membership inference
attacks in a fair setting. On the POKEMON dataset some of the attacks are almost perfect,
with partial denoising reaching 99.5% TPR@FPR=1%, but on ours LAION-mi dataset with
original SD-v1.4 we reach at most 2.51%. Our proposed methods outperform the Baseline
loss threshold method.

TPR@FPR=1%. 1

SCENARIO Loss METHOD LAION-MI POKEMON
BASELINE LOSS THR. 1.92%+0.59 80.9%+2.27

MoDEL Loss REVERSED NOISING 2.51%+0.73 97.3%+0.93

PARTIAL DENOISING 2.31%+0.61 94.5%+1.34

REVERSED DENOISING 2.25%+0.64 91.5%+1.63

WHITE-BOX REVERSED NOISING 1.26%+0.62  11.5%+1.84
LATENT ERROR PARTIAL DENOISING 2.42%+0.62 99.5%+0.4

REVERSED DENOISING 2.17%+0.64 61.1%+2.74

REVERSED NOISING 1.90%+0.51 8.36%+1.66

PiXEL ERROR REVERSED DENOISING 2.03%+0.55 12.0%+1.97

PARTIAL DENOISING 1.75%+0.68 25.38%+2.55

GREY-BOX LATENT ERROR GENERATION FROM PROMPT 0.93%+0.41 7.15%+1.5
BLACK-BOX PIXEL ERROR GENERATION FROM PROMPT 0.35%+0.19 12.0%+1.9

by extracting training samples from the model, as in [48]. However, this approach
requires the generation of hundreds of images per text prompt, which is computa-
tionally expensive. This approach is also limited to identifying training samples
that have been memorised by the model. For those reasons, such methods are not
well suited for identifying the membership of a sample. For the white-box scenario,
the state-of-the-art approach is a method based on the shadow models. However, as
stated in 7.3.2, this strategy is too costly for large diffusion models such as Stable
Diffusion. We further discuss the applicability of shadow models in Appendix B.7.

7.8. Conclusion

We showed that evaluation of membership inference attacks with the model
finetuning approach may lead to false conclusions. As an alternative, we proposed a
new carefully crafted dataset, which mitigates the main limitation of the original
LAION dataset, which is a lack of a test set. Having the proposed dataset and
reliable set of nonmembers, we evaluated several membership inference attacks and
obtained results, which contradict previous findings.

Our dataset could help the community evaluate attacks on large generative
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diffusion models such as Stable Diffusion in a more rigorous and fair setting. A clear
picture of how successful the membership attacks are is essential for a sound policy
on matters such as data ownership and privacy. We argue that for large diffusion
models, where shadow models are prohibitively expensive, membership inference

remains a very challenging task.
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Preface

In the previous chapter, we examined the limitations of membership inference
attacks when applied to large diffusion models. While these methods can, in principle,
reveal whether a single sample was included in training, our analysis showed that
they fail to provide reliable results at scale. This raises a crucial question: how can
data owners verify whether their collections were used in the training of modern
generative systems? Since such collections often consist of thousands or millions of
items, it is more natural to ask about the presence of entire datasets rather than
individual examples.

In this chapter, we propose a method tailored to this dataset-level perspective.
The key observation is that data owners usually control sets of samples, not isolated
points, and that weak signals from individual membership tests can be aggregated
into a strong, reliable indicator when considered collectively. Building on this
idea, we design Copyrighted Data Identification (CDI), a framework that combines
membership signals across multiple samples and subjects them to a statistical
testing procedure. This approach produces a robust measure of whether a given
dataset was part of the training data of a diffusion model.

We validate CDI across a range of diffusion architectures and diverse datasets.
The results show that CDI achieves high reliability in detecting copyrighted datasets,
significantly outperforming existing approaches. Importantly, it does so without
requiring white-box access to the model, making it suitable for real-world settings
where generative models are often deployed behind black-box APIs.

By reframing the problem from single-sample membership to dataset identifica-
tion, this chapter provides a practical tool for defending the rights of data owners in
the era of large-scale generative models. In the final part of this dissertation, we
extend the analysis beyond diffusion architectures to the emerging class of image
autoregressive models, examining their particular privacy risks and adapting our
defenses accordingly.
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Abstract

Diffusion Models (DMs) benefit from large and diverse datasets for their training.
Since this data is often scraped from the Internet without permission from the data
owners, this raises concerns about copyright and intellectual property protections.
While (illicit) use of data is easily detected for training samples perfectly re-created
by a DM at inference time, it is much harder for data owners to verify if their data
was used for training when the outputs from the suspect DM are not close replicas.
Conceptually, membership inference attacks (MIAs), which detect if a given data
point was used during training, present themselves as a suitable tool to address this
challenge. However, we demonstrate that existing MIAs are not strong enough to
reliably determine the membership of individual images in large, state-of-the-art
DMs. To overcome this limitation, we propose Copyrighted Data Identification
(CDI), a framework for data owners to identify whether their dataset was used to
train a given DM. CDI relies on dataset inference techniques, i.e., instead of using the
membership signal from a single data point, CDI leverages the fact that most data
owners, such as providers of stock photography, visual media companies, or even
individual artists, own datasets with multiple publicly exposed data points which
might all be included in the training of a given DM. By selectively aggregating signals
from existing MIAs and using new handcrafted methods to extract features from
these datasets, feeding them to a scoring model, and applying rigorous statistical
testing, CDI allows data owners with as little as 70 data points to identify with
a confidence of more than 99% whether their data was used to train a given DM.
Thereby, CDI represents a valuable tool for data owners to claim illegitimate use
of their copyrighted data. We make our code available at https://github.com/
sprintml/copyrighted_data_identification.

8.1. Introduction

In recent years, large diffusion models (DMs) [214] have rapidly gained popu-
larity as a new class of generative models, surpassing the performance of prior
approaches, such as Generative Adversarial Networks [105]. DMs now power several
state-of-the-art image generators including Stable Diffusion [24], Midjourney [221],
Runway [24], Imagen [193], and DALL-E 2 [180, 181].

To reach their powerful performance, DMs need to be trained on large amounts
of high-quality and diverse data. This data is usually scraped from the Internet,
often without respecting the copyrights of the data owners. Especially since it has

been shown that DMs are capable of generating verbatim copies of their training
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Figure 8.1.1. Overview of our Dataset Inference method for Diffusion Models from
our previous work. Our approach consists of the following stages: @ Prepare the query
data to verify if the published suspect samples P were used to train the DM. The unpublished
samples U from the same distribution as P serve as the validation set. @ Run inference
on all the inputs {P,U} to extract their membership features. Use current MIAs and our
handcrafted features. € Find useful features and learn a discriminator. P and U sets are
split into P, Piest and Ugtyy, Utest. The features for P,y and U,y are used to train a
scoring model to selectively combine features and differentiate between the samples from
Piest and Ugegt. 9 Apply a statistical t-test to verify if the scores obtained for public suspect
data point P are statistically significantly higher than scores for U, in which case, P is
marked as being a part of the DM’s training set. Otherwise, the test is inconclusive and the
DM’s training set is resolved as independent of P. The method

data at inference time [48], this represents a violation of intellectual property rights.
Recently, Getty Images, a leading visual media company, filed a lawsuit against
Stability Al, the creators of Stable Diffusion, alleging the unauthorized use of
copyright-protected images [28, 185]. This case has sparked a wave of additional
lawsuits, with many more now addressing intellectual property infringement by
generative Al companies [183, 184]. Unfortunately, as it becomes obvious during
the lawsuits—particularly for training data points that are not output in a verbatim
form during inference time—verifying that these data points have been illegitimately
used for training the DMs is a challenging task.

Membership inference attacks [211] that aim at identifying whether a specific
data point was used to train a given model, in theory, present themselves as a
solution to the problem. Unfortunately, prior work [33] indicates that performing
a realistic MIA on large DMs is a very challenging task. One of the practical chal-
lenges lies in the prohibitive costs of training state-of-the-art DMs (e.g., $600.000
for Stable Diffusion) which renders potent MIAs utilizing multiple shadow model
copies [47, 211] infeasible. To further explore the practicality of MIAs for identify-
ing copyrighted samples used to train large DMs, we perform an extensive study,
evaluating the success of existing MIAs against DMs’ training data for various open
DMs. Our findings demonstrate that current MIAs for DMs are limited in con-
fidently identifying DMs’ training data points in case of models trained on
large datasets—showcasing that individual MIAs cannot reliably support copyright
claims.
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In light of this result, we, however, observe that in most cases, data owners, such
as stock photography, visual media companies, or even individual artists, typically
seek to verify the use of not just a single data point but a collection of their work as
training data for a given DM. This moves the idea of dataset inference [157] (DI) into
focus. DI was first proposed to detect stolen copies of supervised classifier models
and then subsequently extended to self-supervised models [86]. It leverages the
observation that, while MIAs on individual data points do not produce a strong signal,
selectively aggregating signals across a subset of the training dataset and applying
statistical testing can reveal a distinct signature of the model. This dataset-based
signature allows for the detection of stolen model copies with a confidence level
exceeding 95%. Yet, to date, it remains unexplored whether the principles of DI
actually transfer to DMs and are suitable to identify subsets of their training data
rather than resolving model ownership—given the vast amount of heterogeneous
data DMs are initially trained on. Additionally, it is unclear how large the required
training data subsets for verification would have to be. Finally, we do not know the
specific features needed to extract a strong signal over the training data.

To close these gaps, we propose Copyrighted Data Identification, designed
to answer the critical question: Was this DM trained on a copyrighted
collection of images? The overall schema of our method is illustrated in Fig. 8.1.1.
To design CDI, we move beyond simply aggregating features extracted by existing
MIAs, as these often produce signals that are too weak to achieve highly confident DI,
rendering the approach impractical. Instead, we firstly, extend the feature extraction
methods by our newly proposed features. Secondly, we design a scoring function
which maps the extracted information into sample membership probability, learning
the features relevant for each DM. Finally, in contrast to MIAs which usually refer
to metrics like True Positive Rate (TPR) or Area Under Curve (AUC) which do not
give any confidence estimate, we equip CDI with rigorous statistical testing as the
final component.

We demonstrate the success of our method on diverse large-scale DM architectures
(LDM [24], DiT [174], U-ViT [40]), including unconditioned, class-conditioned and
text-conditioned models, trained on various image resolutions. Our results show that
CDI achieves a confident detection rate of data (illegitimately) used for training DMs.
CDI remains effective when only a part of the investigated data was actually
used in DM training. Moreover, we demonstrate that CDI does not yield false
positives, making it a reliable tool for detecting and confidently claiming the use of
copyrighted data in DMs.

In summary, we make the following contributions:
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We demonstrate that existing MIAs for DMs show limited effectiveness in

confidently identifying the training data points of large, state-of-the-art models.

e To address this issue, we propose CDI, a method that empowers data owners
to identify whether their data has been (illegitimately) used to train a DM,
incorporating rigorous statistical testing to ensure confidence in the results.

e We perform thorough feature engineering to amplify the signal in CDI, proposing
novel feature extraction methods and enabling data owners even with smaller
datasets to benefit from our method.

e We evaluate CDI on a wide range of DMs and their pre-training datasets and pro-

vide a unified open-source codebase! with a common interface to all prior MIAs

and our new CDI, serving as a valuable evaluation testbed for the community.

8.2. Background

Diffusion Models [119, 216] are generative models trained by progressively
adding noise to the data and then learning to reverse this process. The forward
diffusion process adds Gaussian noise ¢ ~ N(0,I) to a clean image x in order to
obtain a noised image x; — /a;x +v1—a;e, where ¢ €[0,T1] is the diffusion timestep,
and a; € [0,1] is a decaying parameter such that ay = 1 and ay = 0. The diffuser
fo is trained to predict the ¢ for various timesteps, by minimizing the objective
%\,Zi E:eL(xi,t,€;fp), where N is the training set size, and

L(x,t,€;fo) = lle — folxs, )12 (8.1)

The generation iteratively removes the noise prediction fy(x;,¢) from x; for ¢ =
T,T-1,...,0, starting from x7 ~ N(0,I), and obtaining a generated image x;—o. To
guide this process, for conditional image generation the diffuser fy receives an
additional input y, which represents a class label for the class-conditional DMs [119]
or a text embedding, obtained from a pretrained language encoder like CLIP [179],
for the text-to-image DMs [24, 181, 193].

Latent diffusion models [24] (LDMs) improve DMs by conducting the diffusion
process in the latent space, which significantly reduces computational complexity,
making training scalable and inference more efficient. For the LDMs, the encoder &

transforms the input x to the latent representation z = £(x) and Equation 8.1 becomes

1 https://github.com/sprintml/copyrighted_data_identification
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L(z,t,6;fo) = lle — fo(zs, D)2, (8.2)

Membership Inference Attacks. MIAs aim to determine whether a specific data
point was used to train a given machine learning model [211]. Extensive research
has explored MIAs against supervised machine learning models [16, 43, 47, 226].
On the high level, MIAs operate on the premise of overfitting, assuming that training
data points (members) exhibit smaller training loss compared to data points not
encountered during training (non-members). Initial MIAs against DMs [19] focus on
assessing the membership of samples by evaluating the model’s noise prediction loss.
Their findings establish that the loss value at the diffusion timestep t = 100 proves
most discriminative between member and non-member samples. Intuitively, if ¢ is
too small (¢ < 50), the noisy image resembles the original, making the noise prediction
too easy. Otherwise, if ¢ is too large (¢ > 300), the noisy image resembles random
noise, making the task overly challenging. Among the recent MIA approaches
targeting DMs, the Step-wise Error Comparing Membership Inference (SecMI)
attack [79] infers membership by estimating errors between the sampling and inverse
sampling processes applied to the input x also at timestep ¢ = 100. Following the same
overfitting principle, the Proximal Initialization Attack (PIA) [137] enhances SecMI
by assessing membership based on the difference in the model’s noise prediction
for a clean sample x at timestep ¢ =0 and a noised sample x; at ¢ =200, where the

method was found to be most discriminative.

Protecting Intellectual Property in DMs Protecting intellectual property (IP)
in DMs involves safeguarding against unauthorized usage of trained models and
attributing generated data to their source models, while also protecting the IP of the
data used for training. Several attribution methods focus on watermarking at both
the model and input levels, embedding invisible watermarks into generated images
or subtly influencing the sampling process to create model fingerprints [98, 150].
Other techniques explore fingerprinting methods, where unique patterns or signals
are embedded into generated data for identification purposes [206, 255]. However,
those methods protect the IP in trained models and generated data, leaving the
IP of training data out of scope. To solve this issue, various approaches aim to
protect against style mimicry and unauthorized data usage by adding perturbations
to images or detecting unauthorized data usage through injected memorization or
protective perturbations [104, 229, 236, 242, 251]. However, existing methods have
important drawbacks, such as limiting the data usage for consensual applications

and providing no protection if the data IP has already been breached. Moreover, a
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malicious party may attempt to overcome the safety mechanism by image purification
methods [45]. Our proposed method fills in those gaps by enabling data owners to
identify whether their data has been illegitimately used for training, without any
requirements to modify the protected content. While the previous work showed the
possibility of computing the influence of the training data points on the generated
outputs [265], we propose to go a step further and exactly detect which data points
are used for training.

8.3. Limitations of MIAs in Member Detection

We rigorously evaluate existing MIAs to test their ability to detect training
members in large, complex DMs. Prior studies [79, 137] reported success with
MIAs in accurately identifying DMs training members; however, these results were
often based on toy models or datasets (e.g., CIFAR100 [141]) that do not reflect the
complexity of high-dimensional, diverse DM setups. Our analysis on state-of-the-art
DMs trained on extensive datasets (i.e., ImageNet-1k [71] or COCO [231]) reveals sig-
nificant performance limitations of existing MIAs and key factors that contributed to
overestimated effectiveness in previous work. Full details are provided in section C.4.

8.3.1. Evaluated MIAs

1. Denoising Loss [48]: The loss is computed from Equation 8.2 five times for
the diffusion timestep ¢ = 100, as indicated in the original paper. The final
membership score is the average loss, where a lower value indicates that the
sample is a member.

2. SecMlIgq; [79]: The membership score extracted by SecMI aims to approximate
the posterior estimation error of fy on the latent z (obtained from the image
encoder part), claiming it should be lower for members than for non-members.

3. PIA[137]: The score extracted by PIA aims at capturing the discrepancy between
the noise prediction on a clean sample’s latent z and the noise prediction on its
noised version z; at time ¢. This discrepancy should be lower for members.

4. PIAN [137]: This MIA is an adaptation of the original PIA to further strengthen
the membership signal. The noise prediction on z is normalized, so it follows
the Gaussian distribution. Similar to PIA, the scores returned from PIAN are
expected to be lower for members than for non-members.
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8.3.2. Experimental Setup

Models. We evaluate class-conditioned, as well as text-conditioned state-of-the-art
DMs of various architectures, namely LDM [24], U-ViT [40], and DiT [174]. We
employ already trained checkpoints provided by the respective papers [18, 22, 26].
For class-conditioned generative tasks, LDM offers one model checkpoint with the
resolution of 256x256 (LDM256). For U-ViT and DiT, we have access to models
operating on resolutions of 256x256 and 512x512 (U-ViT256, U-ViT512, DiT256,
DiT512). Additionally, we conduct experiments on text-conditioned models based
on U-ViT architecture (U-ViT256-T2I, U-ViT256-T2I-Deep) and a newly trained
unconditional U-ViT256-Uncond model (see App. C.9).

Datasets. For the class-conditional evaluation, we use models trained on ImageNet-1k [71].
This dataset contains large-sized colored images with 1000 classes. There are
1,281,167 training images and 50,000 test images. For text-conditional task eval-
uation, we use models trained on COCO-Text dataset [231], a large-scale object
detection, segmentation, and captioning dataset which contains 80,000 training
images and 40,000 test images, each with 5 captions.

8.3.3. Performance of MIAs in Member Detection

Our results indicate that the existing MIAs achieve performance comparable
to random guessing. We present the aggregated max and average TPR@FPR=1%
across 8 DMs in table 8.3.1, and defer the full evaluation to App. C.21. For com-
pleteness, we provide AUC (Table C.21.3), accuracy (Table C.21.2), and ROC curves
(Fig. C.21.2) of MIAs there.

Table 8.3.1. TPR@FPR=1% for MIAs. Performance of existing MIAs in identifying training
members is limited.

Attack Max TPR@FPR=1% Mean TPR@FPR=1%
Denoising Loss [47] 2.24 1.61
SecMlIg¢qt [79] 2.44 1.50
PIA [137] 5.57 2.18
PIAN [137] 1.53 1.03

8.4. Our CDI Method

Recognizing the limitations of MIAs on large, state-of-the-art DMs, we shift
our focus to DI and introduce our CDI method. To achieve reliable and confident

detection of data collections used in model training, we go beyond simply aggregating
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features from existing MIAs. Our CDI consists of four stages: (1) data and model
preparation, (2) feature engineering and extraction, extended by our three newly
proposed detection methods (3) a scoring function that maps these features to scores,
and (4) a rigorous statistical hypothesis testing, enabling high-confidence decisions.
We visualize and describe CDI in Figure 8.1.1.

Dataset Inference. DI was initially introduced as a tool for detecting model stealing
attacks [12]. In the context of supervised models [157], DI involves crafting features
for a set of training data points, inputting them into a binary classifier, and applying
statistical testing to establish model ownership. The features of supervised learning
are based on the fact that classifiers are trained to maximize the distance of training
examples from the model’s decision boundaries while test examples typically lie
closer to these boundaries, as they do not influence the model’s weights during
training. DI was extended to self-supervised learning (SSL) [86] by observing that
training data representations exhibit a markedly different distribution from test data
representations. Building on this intuition, we design specific features based on the
DM’s behavior for a set of data points that we want to test for potential (illegitimate)
use in training the DM. We then map those features to scores on which we apply
statistical testing. Unlike traditional DI, which focuses on ownership resolution for
the entire model, our approach is tailored for data verification, allowing owners of
small subsets of the DM’s training data to verify their use in model training.

Notation and Setup. We denote P as a set of samples that we suspect to be
(illegitimately) used for training the DM. Those are published samples provided by
the data owner who wants to make a claim for their intellectual property. We refer
to U as a set of unpublished samples, from the same distribution as P, that serves
as the validation set. In real scenarios, U might come from a creator’s unpublished
data or sketches of their released work. We assume P to be i.i.d. with U.

Data Preparation and Processing. We split P and U into P, Ptest, and Ugi,,
Utest. We extract the final full set of features for P, and U, and train the scoring
model s to tell apart members from non-members, such that s eventually outputs
higher values when presented with a member. Then, we apply s to the features
extracted from Pyest and Uyiest. Finally, we perform statistical testing to find whether
the scores returned by s on Piegt are significantly higher than those on Ugegt, which
would indicate that P was, indeed, used to train the DM.

Threat Model. We design CDI as a tool for use in legal proceedings. Consequently,
the CDI procedure is carried out by a third trusted party, referred to as an arbitrator.

The arbitrator is approached by a victim, whose private data might have been
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potentially used in a training of a DM. The arbitrator executes CDI either in the
gray-box model access, (can only obtain outputs, i.e., noise predictions, for given
inputs to a DM at an arbitrary timestep ¢) or in the white-box model access (where
DM’s internals and parameters can be inspected). The access type depends on the
requirements of the features used in CDI (we provide more details in App. C.14).

8.4.1. Features

We utilize MIAs (section 8.3.1) as the source of features for CDI. Additionally, to
increase the discriminative capabilities of our CDI, we propose the following three
novel features that can be extracted from a DM to provide additional information
on a sample’s membership score. Our final feature extractor implements a function
fo 1 REXHXW _, Rk <with C, H, W denoting the channels, height, and width of an input
sample, respectively, and & being the dimensionality of the extracted feature vector.

Gradient Masking (GM). This feature aims at capturing the difference in the abil-
ity to restore destroyed semantic information between members and non-members.
It is inspired by the Degrade, Restore, Compare (DRC) idea from Fu et al. [101]
who identify that for members, a restoration is more successful. To compute the
feature, we first capture the gradient g =1|V,,L(z,¢,€;fp)l. Intuitively, g indicates the
influence each feature value in the latent z; has on the loss £. We are interested
in the features from z; that exhibit the highest influence on the loss. Therefore, we
create a binary mask M for the top 20% values in g. This mask indicates significant
regions of the latent representation z;. Next, we obtain Z; =¢-M + z;- "M, with the
significant values of z; destroyed by replacing them with random noise ¢ ~ N(0,1), and
the rest left unchanged. Finally, we compute ||(e —z;)-M — fg(3},t) -MII% as the feature.
This feature expresses the reconstruction loss over the semantically most relevant
regions and should be lower for members. We calculate the feature at multiple
diffusion timesteps ¢, to further strengthen the signal. Note that we differ in our
feature computation from Fu et al. [101] in two significant aspects. (1) While their
DRC employs powerful third-party self-supervised vision encoders like DINO [49]
to identify semantically significant regions, we utilize only the information from
within the DM to obtain the mask M. (2) Additionally, we utilize the model’s loss
as our final signal, instead of computing cosine similarity between representations
returned from DINO for clean and restored samples, rendering our method more
self-contained and independent of the signal from other models.

Multiple Loss (ML). To increase the membership signal from the model prediction
loss, we compute Eq. 8.2 at multiple (10) diffusion timesteps ¢ = 0,100, ...,900 to

provide more information to train the scoring function s.
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Noise Optimization (NO). We leverage an insight initially observed in supervised
classifiers, namely that the difficulty of changing the predicted label of a sample
through adversarial perturbations differs between members and non-members [146].
In particular, it takes a stronger perturbation to change the prediction for members.
The reason is that ML models return more confident predictions on training samples
(members). To craft our feature, we adapt this intuition to DMs. We note that
perturbing a noised sample z; to minimize the model noise prediction loss expressed
in Equation 8.2 achieves better results, i.e., lower loss values for member samples.
Specifically, we conduct an unbounded optimization of the perturbation § applied
to the noised latent representation z; at timestep ¢ = 100. Our objective function
is defined as: argming|le — fy(2; + 8,)l12. To optimize this objective, we employ the
5-step L-BFGS algorithm [7] (which is commonly used to generate adversarial
perturbations [46, 218]). We use the resulting values of the noise prediction error
lle — fo(z; +0, t)llg and the amount of perturbation ||6 ||§ as features.
We provide further analysis of our features in App. C.20.

8.4.2. Scoring Model

Based on the set of features extracted for P, and U, we train a logistic
regression model, s :R* —[0,1]. We then apply s to the features extracted for Piest
and Uyt and use the resulting logits s(f.(Ptest)) and s(f.(Utest)) as membership
confidence scores, with higher values referring to higher confidence that the given
input sample is a member.

The motivation behind relying on the feature vector extracted by f. is that a single
feature-based score is prone to high variance [47], in turn making it more difficult to
perform successful data detection. In contrast, combining multiple features should
amplify the signal and improve the performance. Our experiments confirm this
intuition, as we show in Sec. 8.3.3 and 8.5.1. Moreover, the scoring model addresses
the challenge of determining which features provide the strongest membership
signal for a given model. By aggregating information across multiple features, s
highlights the most relevant signals for detecting membership.

8.4.3. Statistical Testing

Finally, we perform a two-sample single-tailed Welch’s t-test. Our null hypothesis
expresses that mean scores for Piest are not significantly higher than the ones for
Utest, i.e., Ho : s(fe(Ptest)) < 5(fe(Utest)), where s(fe(Ptest)) and s(fo(Utest)) are the mean
of scores returned from s on the features of Pyt and Uyegt, respectively. Rejecting Hyy
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at a significance level a =0.01, i.e., obtaining p-value < 0.01, confirms that samples
from Piest has been (illegitimately) used to train the queried DM.

Our choice of such a low a parameter is motivated by the TPR@FPR=1% metric
established for MIAs [47], based on the intuition that the false positives are more
harmful than false negatives in real-world applications, e.g., court cases. To improve
the soundness of our statistical tests, we perform CDI 1000 times on randomly
sampled subsets of P and U, and aggregate the obtained p-values [139, 234] (we
provide more details in App. C.5).

8.5. Empirical Evaluation

Our CDI Setup. We use the diffusion models and datasets as specified in sec-
tion 8.3.2. To instantiate our CDI, we draw samples from the train sets to represent
P and samples from the test sets to represent U. We set |P| = |U| for all experiments.
The maximum total size of |P|+|U| we use for our experiments is 40,000 samples.
Note, that this number is chosen only as a starting point and the number of data
points for P and U that CDI requires to confidently reject Hy is much lower and
depends on the targeted model (see Fig. 8.5.1).

To maximize the use of both P and U while minimizing the number of samples
required for our method, we implement a k-fold cross-validation with 2 =5. The
features extracted from the public samples (P) and unpublished samples (U) are
divided into 5 folds. In each iteration, one fold is designated as the test set, con-
taining Piest and Uyegt features, while the remaining % — 1 folds form the control set,
comprising P, and U, features, which are used to train the scoring model s. This
process is repeated across all splits, ensuring that each sample in P and U is used
exactly once in the test set as part of Piest and Ugegt.

This procedure ensures that the statistical testing is performed with |Pyegst| = |P|
and |Uiest| = |UJ, allowing us to extract signals that identify training data from the
entirety of the P and U sets.

8.5.1. Our CDI Confidently Identifies Collection of Data Samples as
Training Data
We summarize the success of our CDI for diverse DMs and datasets in Fig. 8.5.1
(following the standard evaluation of DI as proposed in [157]). We report p-values as

the confidence in the correct verification for different sizes of suspect data sets P. Our
results highlight that CDI already enables a confident (p < 0.01) dataset identification
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with as little as 70 samples (for instance, for U-ViT256-T2I-Deep DM trained on the
COCO dataset) provided by the data owner. For DMs trained on larger datasets
like ImageNet, we observe the need to increase the size of P to confidently reject
the null hypothesis. More details on the impact of the size of P on the confidence of
CDI can be found in App. C.6. In general, in our results, we identify the following
trends: (1) For a given DM architecture, trained on given dataset, the number of
samples required for the confident identification of the training data decreases with
increasing input resolution (see App. C.10). (2) The larger the overall training set of
the model, the more samples are needed for a confident claim (see also App. C.10). (3)
The higher the number of model training steps the stronger the signal for identifying
training data as shown in fig. C.9.1 in App. C.11.
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Figure 8.5.1. Results of CDI on various DMs. Solid lines indicate p-values aggregated
over 1000 randomized trials for each size of P, shaded areas around the lines are 95%
confidence intervals. CDI confidently rejects Hy with as low as 70 suspect samples from the
data owner. CDI’s performance increases with larger model sizes and smaller training sets.

8.5.2. Analysis of the Success of CDI

We perform multiple ablations on CDI’s building blocks to deepen understanding
of its success. First, we show the importance of statistical testing as a core component
of CDI. Then, we show that our features indeed boost the performance of CDI. Next,
we demonstrate that our method remains effective even when not all samples from
the suspect set were used in the DM’s training set. Finally, we show that CDI does
not return false positives. We include additional evaluation of CDI in App. C.18 and
C.19, analysis of scoring model s in App. C.16, and time complexity in App. C.9.2.
In Section C.8 we evaluate CDI on additional DMs and showcase how CDI can be
extended with additional feature extraction methods.

Statistical Testing is Crucial for DI. In this ablation study, we assess the impact
of removing the t-test from CDI and demonstrate that simply aggregating the MIA
results for multiple samples is insufficient to reliably identify data collections used

in DM training. To conduct this comparison, we aggregate membership scores across
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a set of samples to determine if any members are present in the set. We define a set
membership score as the highest membership score within a subset, hypothesizing
that sets composed of members will yield higher scores than non-member sets. For
evaluation, we sample 1000 subsets each from U (non-members) and P (members).
We refer to this approach as set-level MIA, and execute this procedure for scores
obtained from the scoring model component of CDI. We report TPR@FPR=1%
in table 8.5.1.

A direct comparison between CDI’s p-values and TPR@FPR=1% for set-level MIA
is challenging due to the differing metrics. To align them, we compute the power
of the t-test with a = 0.01, which is equivalent to TPR@FPR=1% (see App. C.17).
This approach allows us to directly compare set-level MIA to CDI without altering
its methodology. The results in table 8.5.1 underscore the critical role of statistical
testing in CDI. Set-level MIA without statistical testing underperforms, while CDI
with its rigorous testing achieves near-perfect performance for most of the models.

Table 8.5.1. Impact of the statistical testing. The values in the table are TPR@FPR=1%
and are in %. Results represent the set-level MIA (without the statistical testing) vs CDI
with the statistical testing. The size of P is 1000. Statistical testing is essential for CDI.

LDM256 U-ViT256 DiT256 U-ViT512 DiT512 U-ViT256-Uncond U-ViT256-T21 U-ViT256-T2I-Deep

Set-level MIA (no t-test)  10.20 22.90 10.50 6.50 0.00 33.40 23.20 32.50
CDI (Ours) 24.92 62.74 93.00 74.43 93.76 100.00 100.00 100.00

Table 8.5.2. Robustness of CDI against false positives. We depict averaged p-values
returned by our method based on the data used within P with |P| =10000. We sample 1000
P and U sets. The results show that when testing non-members (both P and U contain only
nonmembers), we obtain high p-values, significantly above the significance level (a =0.01),
i.e., we cannot reject the null hypothesis and do not identify the data from P as members.
In contrast, when testing with member data points (P contains members and U contains
nonmembers), our results are always significant, i.e., p <0.01, and we correctly identify the
given set as members.

Datain Py LDM256 U-ViT256 DiT256 U-ViT512 DiT512 U-ViT256-Uncond U-ViT256-T2I U-ViT256-T2I-Deep

Members 1076 10721 10759 10731 10766 10266 0.00 0.00
Non-members ~ 0.40 0.39 0.39 0.39 0.40 0.40 0.39 0.38

Our Novel Features Significantly Decrease the Number of Samples Required
for Verification. Our results in fig. 8.5.2 indicate that introducing our new features
improves the efficiency of CDI substantially in comparison to the joint features
extracted by the MIAs from section 8.3.1, in the following referred to as existing
MIAs. Applying our new features in CDI leads to a remarkable reduction of the
number of samples needed to reject the null hypothesis with p <0.01, especially in
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the initially most challenging cases of models trained on higher-resolution large
datasets. For instance, for U-ViT512 the number of samples required from a data
owner for confident verification decreases from 20000 to 2000. This makes CDI more
practical and applicable to more users who have smaller datasets that they would
like to verify.

Regarding our novel features, the most influential one is GM. We note that
utilizing only existing MIAs + GM, we are able to obtain performance very close
to CDI. The extension of the feature set only with NO yields the smallest improve-
ment over the alternatives in most cases, however, discarding it entirely (see: exist-
ing MIAs + GM + ML vs All Features) results in worse performance in the case of
U-ViT512, highlighting the need for a diverse source of the signal to obtain confident
predictions. Our ML feature succeeds in capturing a better membership signal than
its existing MIAs-based counterpart (Denoising Loss), striking a middle ground
between GM and NO.
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Figure 8.5.2. Impact of feature selection. The values in the cells indicate the minimum
size of P needed to reject Hy. Blue vertical lines separate results by the complexity of the
feature set used to fit s: (left) our novel individual features from section 8.4.1 and a joint
existing MIAs feature, (second from left) all possible combinations of two, and of three
features (second from right), and (right) all available features.

CDI is Effective Even When Not All Data Samples Were Used as Training
Data. We investigate CDI ’s behavior in cases where only a part of the samples
in the suspect set P was used to train the DM, i.e., P contains a certain ratio of
non-members, while the remaining samples in P are members. Practically, this
corresponds to the situation where a data owner has a set of publicly exposed data
points and suspects that all of them might have been used to train the DM, whereas,
in reality, some were not used. This can happen, e.g., due to internal data cleaning
on the side of the party who trained the DM. In particular, the data owner does not
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Figure 8.5.3. Impact of non-members ratio in P on CDI. The lines represent p-values
for a given non-member ratio while varying sizes of P.

know which of their samples and how many of them have not been included into
training. In Fig. 8.5.3 (extended by Fig. C.9.2 in App. C.12), we present the success
of CDI under different ratios of non-member samples in P. Note that our evaluation
is the result of 1000 randomized experiments for each non-members ratio, model,
and P size. We observe that CDI remains effective when the non-member ratio is
over 0.5 and 0.8 for some models, i.e., it still correctly identifies P as training data of
the model. Overall CDI’s robustness is higher when the data owner provides larger
suspect datasets P. This is reflected in the p-value at the same non-member ratio

decreasing as the number of samples in P increases.

CDI is Effective Even Under Gray-box Model Access. We analyze the effec-
tiveness of performing CDI in the gray-box model access scenario, as defined in the
threat model (section 8.4). Therefore, we include only the original MIA features and
Multiple Loss in CDI. Even in this case, CDI remains effective under gray-box model
access and can reject the null hypothesis. In this more difficult scenario, across the
eight tested DMs, CDI requires on average one-third more samples in P compared
to the white-box access (where all features can be used). We refer to App. C.15 for a
detailed comparison.

CDI is Robust Against False Positives. While CDI can correctly identify suspect
datasets even when not all samples were used as training data, it raises the concern
of false positives, i.e., reporting data as used for training a DM when it was not. In
particular, CDI should only reject the null hypothesis if P contains (some) members
and yield inconclusive results otherwise. To show that CDI is robust against false
positives, we instantiate P only with non-member samples. Our results in Table 8.5.2
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highlight CDI ’s reliability in distinguishing between non-member and member sets
without false positives.

8.6. Conclusions

We introduce CDI as a method for data owners to verify if their data has been
(illegitimately) used to train a given DM. While existing MIAs alone are insufficient
to confidently determine whether a specific data point was used during training, CDI
overcomes this limitation. By selectively combining features extracted from MIAs
with novel handcrafted features and applying them across a larger data set, we
achieve a reliable discriminator for identifying datasets used in DM training. Our
rigorous feature engineering amplifies the signal in CDI, enabling individual artists
even with smaller collections of art to benefit from our method.
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Preface

In the previous chapter, we introduced Copyrighted Data Identification, a method
for reliably detecting whether entire datasets were used to train large diffusion
models. That work demonstrated how weak membership signals can be aggre-
gated to form strong, actionable evidence of data usage. Yet diffusion is not the
only paradigm shaping the current landscape of generative modeling. Recently,
image autoregressive models have emerged as a powerful alternative, achieving
state-of-the-art performance in image synthesis and raising new questions about
their reliability and privacy.

Autoregressive models differ fundamentally from diffusion-based architectures.
Instead of gradually denoising a latent representation, they generate samples se-
quentially, token by token. This design gives them strong expressive power, but it
also introduces distinct privacy challenges. In particular, the step-by-step generation
process makes memorization of training data more pronounced, which may increase
the risk of leakage compared to diffusion models.

In this work, we investigate these risks by adapting privacy attacks to the autore-
gressive setting. First, we revisit membership inference and dataset identification,
tailoring them to account for the sequential structure of autoregressive generation.
Then, we explore the extent to which these models memorize training data, develop-
ing methods that extract content directly from the autoregressive outputs. Across
all evaluations, we observe that image autoregressive models are especially prone
to privacy leakage, often exceeding the vulnerabilities of diffusion models.

Building on the insights from Copyrighted Data Identification, we further demon-
strate that dataset-level signals remain effective in this new paradigm. Aggregating
membership evidence across multiple samples enables us to detect the unauthorized
use of copyrighted data, providing a foundation for defending the rights of data
owners against misuse.

With this chapter, the dissertation concludes its exploration of trustworthy gen-
erative models. Having examined both reliability in scientific simulations and
safeguards for models and data, we now turn to the final discussion, where we reflect
on the broader implications of these contributions and outline directions for future

work.
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Abstract

Image AutoRegressive generation has emerged as a new powerful paradigm
with image autoregressive models (IARs) matching state-of-the-art diffusion models
(DMs) in image quality (FID: 1.48 vs. 1.58) while allowing for a higher genera-
tion speed. However, the privacy risks associated with IARs remain unexplored,
raising concerns regarding their responsible deployment. To address this gap, we
conduct a comprehensive privacy analysis of IARs, comparing their privacy risks to
the ones of DMs as reference points. Concretely, we develop a novel membership
inference attack (MIA) that achieves a remarkably high success rate in detect-
ing training images (with a True Positive Rate at False Positive Rate = 1% of
86.38% vs. 6.38% for DMs with comparable attacks). We leverage our novel MIA
to provide dataset inference (DI) for IARs, and show that it requires as few as 6
samples to detect dataset membership (compared to 200 for DI in DMs), confirming
a higher information leakage in IARs. Finally, we are able to extract hundreds
of training data points from an IAR (e.g., 698 from VAR-d30). Our results sug-
gest a fundamental privacy-utility trade-off: while IARs excel in image generation
quality and speed, they are empirically significantly more vulnerable to privacy
attacks compared to DMs that achieve similar performance. We release the code
at https://github.com/sprintml/privacy_attacks_against_iars for reproducibil-
ity.

9.1. Introduction

The field of visual generative modeling has seen rapid advances in recent years,
primarily due to the rise of Diffusion Models (DMs) [214] that achieve impressive
performance in generating highly detailed and realistic images. For this ability,
they currently act as the backbones of commercial image generators [24, 193, 221].
Yet, recently, their performance was closely matched or further surpassed through
novel image autoregressive models (IARs). Over the last months, IARs have been
achieving new state-of-the-art performance for class-conditional [145, 223, 256] and
text-conditional [94, 109, 220] generation. The crucial improvement of their training
cost and generation quality results from the scaling laws that previously were ob-
served for large language models (LLMs) [132] with which they share both a training
paradigm and architectural foundation. As a result, with more compute budget,
and larger datasets, IARs can achieve better performance than their DM-based
counterparts.

At the same time, the privacy risks of IARs remain largely unexplored, posing
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challenges for their responsible deployment. While privacy risks, such as the leak-
age of training data points at inference time, have been demonstrated for DMs
and LLMs [19, 48, 77, 78, 110, 112, 122, 244], no such evaluations currently exist
for IARs. As a result, the extent to which IARs may similarly expose sensitive
information remains an open question, underscoring the necessity for rigorous
privacy investigations in this context.

To address this gap and investigate the privacy risks associated with IARs, we
conduct a comprehensive analysis using multiple perspectives on privacy leakage.
First, we develop a new membership inference attack (MIA) [211], which aims to
determine whether a specific data point was included in an IAR’s training set—a
widely used approach for assessing privacy risks. We find that existing MIAs de-
veloped for DMs [48, 79, 137, 258] or LLMs [161, 209], are ineffective for IARs, as
they rely on signals specific to their target model. We combine elements of MIAs
from DMs and LLMs into our new MIA based on the shared properties between the
models. For example, we leverage the fact that IARs, similarly to LLMs, perform
per-token prediction to obtain signal from every predicted token. However, while
LLMs’ training is fully self-supervised (e.g., by predicting the next word), the training
of IARs can be conditional (based on a class or prompt) as in DMs. We exploit this
property, previously leveraged for DMs [258], and compute the difference in outputs
between conditional and unconditional inputs as an input to MIAs. This approach
allows us to achieve a remarkably strong performance of 86.38% TPR@FPR=1%.

We employ our novel MIA to provide an efficient dataset inference (DI) [157]
method for IARs. DI generalizes MIAs by assessing membership signals over entire
datasets, providing a more robust measure of privacy leakage. Additionally, we
optimize DI for IARs by eliminating the stage of MIA selection for a given dataset,
which was necessary for prior DIs on LLMs [158, 264] and DMs [83]. Since our MIAs
for IARs consistently produce higher scores for members than for non-members, all
MIAs can be utilized without any selection. This optimizations reduced the number
of samples required for DI in IARs to as few as 6 samples, which is significantly fewer
than at least 200 samples required for DI in DMs. Finally, we examine the privacy
leakage from IARs through the lens of memorization [97, 116, 122, 237-239, 244].
Specifically, we assess the IARs’ ability to reproduce verbatim outputs from their
training data during inference. We experimentally demonstrate that the evaluated
IARs have a substantial tendency to verbatim memorization by extracting 698
training samples from VAR-d30, 36 from RAR-XXL, and 5 from MAR-H. These
results highlight the varying degrees of memorization across models and reinforce
the importance of mitigating privacy risks in IARs. Together, these approaches form
a comprehensive framework for empirically evaluating the privacy risks of IARs.
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Figure 9.1.1. Privacy-utility and generation speed-performance trade-off for IARs
compared to DMs. 1) IARs achieve better and faster image generation, but reveal more
information to potential training data identification attacks. 2) In particular, large IAR
models are most vulnerable. 3) In case of large IARs, even the identification of individual
training samples (MIAs) has a high success rate. 4) MAR models are more private than
other IARs. We attribute it to the inclusion of a diffusion module in this architecture.

Our empirical analysis of state-of-the-art IARs and DMs across various scales
suggests that IARs that match their DM-counterparts in image generative capabili-
ties are notably more susceptible to privacy leakage. We also explore the trade-offs
between privacy risks and other model properties. Specifically, we find that, while
IARs are more cost-efficient, faster, and more accurate in generation than DMs, they
empirically exhibit significantly greater privacy leakage (see Figure 9.1.1) measured
against SOTA privacy attacks tailored against the respective model types. These
findings highlight a critical trade-off between performance, efficiency, and privacy
in IARs.

In summary, we make the following contributions:

e Our new MIA for IARs achieves extremely strong performance of even 86.38%

TPR@FPR=1%, improving over naive application of MIAs by up to 69%

e We provide a potent DI method for IARs, which requires as few as 6 samples to

assess dataset membership signal.

e We propose an efficient method of training data extraction from IARs, and

successfully extract up to 698 images.

e TARs can outperform DMs in generation efficiency and quality but suffer

order-of-magnitude higher privacy leakage in MIAs, DI, and data extraction
compared to DMs that demonstrate similar FID.

9.2. Background and Related Work

Notation. We first introduce the notation used throughout the remainder of this

paper in Table 9.2.1.
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Table 9.2.1. Notation used in our work.

Symbol Description

C,H,W,N Channels, height, width, sequence length
x € REXHXW Original image

% e REXHXW Generated image

tenNN Tokenized image

fenN Generated token sequence

Image AutoRegressive modeling. Originally, Chen et al. [52] defined image
autoregressive modeling as:

N
p(x) = H p(tn [ 21, t2,---,tn—1), (91)

n=1

where N is the number of pixels in the image, ¢; is the value of i** pixel of image x ~
Dirain (training data), where pixels follow raster-scan order, row-by-row, left-to-right.
During training, the goal is to minimize negative log-likelihood:

Lar =Eiep,,,, [-log(p (x))]. 9.2)

However, learning pixel-level dependencies directly is computationally expensive. To
address the issue, VQ-GAN [91] transforms the task from next-pixel to next-token
prediction. First, the VQ-GAN’s encoder maps an image into (lower resolution) latent
feature vector, which is then quantized into a sequence of tokens, by a learnable
codebook. In effect, the sequence length is short, which enables higher-resolution
and high-quality generation. Then, tokens are generated and projected back to the
image space by VQ-GAN’s decoder. All the subsequent IARs we introduce, utilize
tokens from VQ-GAN. This token-based formulation aligns image generation more
closely with natural language processing. Additionally, similarly to autoregressive
language models such as GPT-2 [177], which generate text by sequentially predicting
tokens, modern IARs also employ transformer-based [230] architectures to model
dependencies between image tokens. We focus on the recent state-of-the-art IARs.

VAR [223] is a novel approach to image generation, which shifts the focus of
traditional autoregressive learning from next-token to next-scale prediction. Unlike
classical IARs, which generate 1D token sequences from images by raster-scan
orders, VAR introduces a coarse-to-fine multi-scale approach, encoding images into
hierarchical 2D token maps and predicting tokens progressively from lower to higher
resolutions. This preserves spacial locality and significantly improves scalability
and inference speed.

RAR [256] introduces bidirectional context modeling into IAR. Building on find-
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ings from language modeling, specifically BERT [72], RAR highlights the limitations
of unidirectional approach, and enhances training by randomly permuting token
sequences and utilizing bidirectional attention. RAR optimizes eq. (9.2) over all
possible permutations, enabling the model to capture bidirectional dependencies,
resulting in higher quality generations.

MAR [145] uses a small DM to model p(x) from eq. (9.1), and samples tokens
from it during inference. MAR is trained with the following loss objective:

Lpym =Ees[lle—eq (£ 15,2)117], (9.3)

where € ~ N(0,I), ¢g is the DM, ¢ = /¢, +v1—ae and d; is DDIM’s [215] noise
schedule, s is the timestep for diffusion process, and z is conditioning input, obtained
from the autoregressive backbone, from the previous tokens. This loss design al-
lows MAR to operate with continuous-valued tokens, contrary to VAR and RAR,
which use discrete tokens. MAR also integrates masked prediction strategies from
MAE [113], into the IAR paradigm. Specifically, MAR predicts masked tokens,
based on unmasked ones, formulated as p(x-—M | x- M), where M €[0,1]" is random
binary mask. Like to RAR, MAR utilizes bidirectional attention during training.
Its autoregressive backbone differs from other IARs, as MAR employs a ViT [75]
backbone.

Sampling for IARs is based on p(x), which models the distribution of the next
token conditioned on the previous ones in the sequence. For VAR and RAR, operating
on discrete tokens, the next token can be predicted via greedy or top-£ sampling. In
contrast, MAR samples tokens by the DM module, which performs 100 DDIM [215]
denoising steps. During a single sampling step, VAR outputs a 2D token map, RAR
predicts a single token, and MAR generates a batch of tokens.

9.3. Privacy Evaluation Frameworks

We assess IARs’ privacy risks from the three perspectives of membership infer-

ence, dataset inference, and memorization.

9.3.1. Membership Inference

Membership Inference Attacks (MIAs) [211] aim to identify whether a specific
data point was part of the training dataset for a given machine learning model. Many
MIAs have been proposed for DMs [48, 79, 137, 258], but these methods are tailored

to DM-specific properties and do not transfer easily to IARs. For instance, some
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directly exploit the denoising loss [48], while others [137], leverage discrepancies in
noise prediction between clean and noised samples. CLiD [258] sources membership
signal from the difference between conditional and un-conditional prediction of the
DM. Since IARs are also trained with conditioning input, we leverage CLiD to design
our MIAs in section 9.5.1.

MIAs are also popular against LLMs [161, 209] where they often work with
per-token logit outputs of the model. For example, Shi et al. [209] introduce the
Min-k% ProB metric, which computes the mean of lowest k%-log-likelihoods in the
sequence, where % is a hyper-parameter. Zlib [19] leverages the compression ratio of
predicted tokens using the z/ib library [102] to adjust the metric to the level of com-
plexity of the input sequence. Hinge [42] metric computes the mean distance between
tokens’ log-likelihood and the maximum of the remaining log-likelihoods. SURP [259]
computes the mean of log-likelihood of the tokens with the lowest £%-log-likelihoods
in the sequence, where % is some pre-defined threshold. Min-k%++ [260] is based
on Min-k% Prog, but the per-token log-likelihoods are normalized by the mean and
standard deviation of the log-likelihoods of preceding tokens. CAMIA [51] computes
the mean of log-likelihoods that are smaller than the mean log-likelihood, and the
mean of log-likelihoods that are smaller than the mean of the log-likelihoods of
preceding tokens, as well as the slope of log-likelihoods. More detailed description of
MIAs can be found in section D.5.2. While LLM MIAs seem to be a natural choice for
membership inference on IARs, it is completely unclear whether approaches from
the language domain transfer to IARs. In our work we show that the success of
this transferability is limited (see section 9.5.1), hence, we design novel MIAs, by
exploiting unique properties of IARs. Our methods achieve significant improvements
over initial MIAs with up to 69% higher TPR@FPR=1% compared to the baselines.

9.3.2. Dataset Inference

Dataset Inference (DI) [157] aims to determine whether a specific dataset was
included in a model’s training set. Therefore, instead of focusing on individual data
points like MIAs, DI aggregates the membership signal across a larger set of training
points. With this strong signal, it can uniquely identify whether a model was trained
on a given (private) dataset, leveraging strong statistical evidence. Similarly to MIAs,
DI can serve as a proxy for estimating privacy leakage from a given machine learning
model: DI provides insight into how easily one can determine which datasets were
used to train a model, for instance, by analyzing the effect size from statistical tests.
A higher success rate in DI indicates greater potential privacy leakage.

Previous DI Methods. For supervised models, DI involves the following three
steps: (1) obtaining specific features from data samples, based on the observation
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that training data points are further from decision boundaries than test samples,
then (2) aggregating the extracted information through a binary classifier, and
(3) applying statistical tests to identify the model’s train set. This approach was
later extended to self-supervised learning models [85, 86], where training data
representations differ from test data, and then to LLMs [158, 264] and DMs [83]
to identify the training datasets in large generative models. Since DI relies on
model-specific properties, it is unclear how it can be applied to IARs. We propose
how to make DI applicable and effective for IARs.

Setup for DI. DI relies on two data sets: (suspected) member and (confirmed)
non-member sets. First, the method extracts features for each sample using MIAs.
Next, it aggregates the features for each sample, and obtains the final score, which is
designed so that it should be higher for members. Then, it formulates the following
hypothesis test: H,: mean(scores of suspected member samples) < mean(scores
of non-members), and uses the Welch’s t-test for evaluation. If we reject Hy at a
confidence level a =0.01, we claim that we confidently identified suspected members
as actual members of the training set.

Since the strength of the t-test depends on the size of both sample sets, the goal
is to reject Hy with as few samples as possible. Intuitively, as the difference in a
model’s behavior between member and non-member samples increases, rejecting
H, becomes easier. A larger difference also indicates greater information leakage,
allowing us to use DI to compare models in terms of privacy risks. For instance,
if model A allows rejection of Hy with 100 samples, while model B requires 1000
samples, model A exhibits higher leakage than model B. Throughout this paper, we
refer to the minimum number of samples required to reject the null hypothesis as P.

Assumptions about Data. For the hypothesis test to be sound, the suspected
member set and non-member set must be independently and identically distributed.
Otherwise, the result of the t-test will be influenced by the distribution mismatch
between these two sets, yielding a false positive prediction.

9.3.3. Memorization

Memorization in generative models refers to the models’ ability to reproduce
training data exactly or nearly indistinguishably at inference time. While MIAs
and DI assess if given samples were used to train the model, memorization enables
extracting training data directly from the model [19, 48]—-highlights an extreme
privacy risk.

In the vision domain, a data point x is memorized, if the distance /(x,%) from the
original x and the generated % image is smaller than a pre-defined threshold 7 [48].

We use the same definition when evaluating our extraction attack in Section 9.5.3.
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Intuitively, in LLMs, memorization can be understood as the model’s ability
to reconstruct a training sequence ¢ when given a prefix ¢ [19]. Specifically, ¢ =
argmax, v po(t’|c), where py is the probability distribution of the sequence ¢, pa-
rameterized by the LLM’s weights 6, akin to eq. (9.1). This formulation states we
can extract the training sequence ¢ by constructing a prefix ¢ that makes the model
output ¢, with greedy sampling.

Similarly to LLMs, IARs complete an image given an initial portion of it (a prefix),
which we leverage for designing our data extraction attack. In contrast, extraction
from DMs can rely only on the conditioning input (class label or text prompt), which is
both costly and highly inefficient, e.g., work by Carlini et al. [48] requires to generate
175M images in order to find just 50 memorized images, and no memorization has
been shown for other large DMs. In contrast, we extract up to 698 training samples
from IARs by conditioning them on a part of the tokenized image, requiring only
5000 generations.

9.4. Experimental Setup

We evaluate state-of-the-art IARs: VAR-d{16, 20, 24, 30} (d = model depth),
RAR-{B, L, XL, XXL}, MAR-{B, L, H}, trained for class-conditioned generation. The
IARS’ sizes cover a broad spectrum between 208M for MAR-B, and 2.1B parameters
for VAR-d30. We use IARs shared by the authors of their respective papers in
their repositories, with details in section D.6. As these models were trained on
ImageNet-1k [71] dataset, we use it to perform our privacy attacks. For MIA and DI,
we take 10000 samples from the training set as members and also 10000 samples
from the validation set as non-members. To perform data extraction attack, we use
all images from the training data. Additionally, we leverage the known validation
set to check for false positives.

9.5. Our Methods for Assessing Privacy in IARs

In the following we investigate privacy risks of IARs. We start from baseline,
LLM-based approaches, and show how to tailor them to IARs to increase privacy
leakage. As we find that IARs leak more than DMs we provide insights to explain
why does it happen.
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Table 9.5.1. Performance of our MIAs vs baselines. We report the standard
TPR@FPR=1% for best MIAs per model. Baselines refers to a unmodified naive application
of LLM-specific MIAs to IARs.

Model VAR-d16 VAR-d20 VAR-d24 VAR-d30 MAR-B MAR-L MAR-H RAR-B RAR-L RAR-XL RAR-XXL

Baselines 1.62 2.21 3.72 16.68 1.69 1.89 2.18 2.36 3.25 6.27 14.62
Our Methods 2.16 5.95 24.03 86.38 2.09 2.61 3.40 4.30 8.66 26.14 49.80

Improvement  +0.54 +3.73 +20.30 +69.69 +0.40 +0.73 +1.22 +1.94 +541 +19.87 +35.17

9.5.1. Tailoring Membership Inference for IARs

Baselines. We comprehensively analyze how existing MIAs designed for LLMs
transfer to IARs. Our results in table 9.5.1 (detailed in section D.9 ) indicate that
off-the-shelf MIAs for LLMs perform poorly when directly applied to IARs. We
report the TPR@FPR=1% metric to measure the true positive rate at a fixed low
false positive rate, which is a standard metric to evaluate MIAs [47]. For smaller
models, such as VAR-d16, MAR-B, and RAR-B, all MIAs exhibit performance close
to random guessing (~ 1%). As model size and the number of parameters increase,
the membership signal strengthens, improving MIAs’ performance in identifying
member samples. Even in the best case (CAMIA with TPR@QFPR=1% of 16.69% on
the large VAR-d30), the results indicate that the problem of reliably identifying
member samples remains far from being solved. These findings align with results
reported for other types of generative models, as demonstrated by zha [35], Duan
et al. [80], Maini et al. [158] in their evaluation of MIAs on LLMs and by [33, 258]
for DMs, where the utility of MIAs for models trained on large datasets was shown
to be severely limited.

Our MIAs for VARs and RARs. To provide powerful MIAs for IARs, we lever-
age the models’ key properties. Specifically, we exploit the fact that IARs utilize
classifier-free guidance [118] during training, i.e., in the forward pass, images are
processed both with and without conditioning information, such as class label. This
distinguishes IARs from LLMs, which are trained without explicit supervision (no
conditioning). Consequently, MIAs designed for LLMs fail to take advantage of
this additional conditioning information present in IARs. We build on CLiD [258],
and compute p(x|c) — p(x|c,ui), Where c—class label, ¢,,;;—null class, and use this
difference as an input to MIAs, instead of per-token logits. We differ from CLiD
in the following way: (1) Our method works directly on p(x), whereas CLiD uses
model loss to perform the attack. (2) Our attack is parameter-free —CLiD requires
hyperparameter search and a set of samples to fit a Robust-Scaler to stabilize the
MIA signal. We provide a more generalized approach, moreover our results in
table 9.5.1 demonstrate even up to a 69.69% increase in the TPR@FPR=1% for the
VAR-d30 model.
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Our MIAs for MARs. Many MIAs for LLMs (Hinge, Min-k%++, SURP) require
logits to compute their membership scores. However, we cannot apply these MIAs
to MAR since MAR predicts continuous tokens instead of logits. We instead use
per-token loss values obtained from eq. (9.3) to adapt other LLM MIAs (Loss, Zlib,
Min-k% ProB, CAMIA). As the tokens for MAR are generated using a small diffusion
module, we can apply insights from MIAs designed for DMs and target the diffusion
module directly in our attack. We detail our MIA improvements for MAR, which
counter randomness from the diffusion process and binary masks.

Improvement 1: Adjusted Binary Masks. MAR extends the IAR framework by
incorporating masked prediction strategies, where masked tokens are predicted
based on visible ones. We hypothesize that adjusting the masking ratio during
inference can amplify membership signals. We increase this parameter from 0.86
(training average) to 0.95, which improves MIA and suggests that an optimal masking
rate exposes more membership information.

Improvement 2: Fixed Timestep. Carlini et al. [48] reported that MIAs on DMs
perform best when executed for a specific denoising step ¢. Since tokens in MAR are
generated using a small diffusion module, we can take advantage of this by executing
MIAs at a fixed timestep # rather than a randomly chosen one. Interestingly, we find
that ¢ =500 is the most discriminative, differing from the findings for full-scale DMs,
for which ¢ = 100 gives the strongest signal Carlini et al. [48].

Improvement 3: Reduced Diffusion Noise Variance. The MAR loss in eq. (9.3)
exhibits high variance due to its dependence on randomly sampled noise €. To
mitigate this, we increase the noise sampling count from the default 4 used during
training to 64, computing the mean loss to obtain a more stable signal.

More detailed description of these improvements can be found in section D.8. Our
results in table 9.5.2 highlight the importance of our changes to evaluate MAR’s
privacy leakage correctly. Thanks to our improved MIAs we do not under-report the
privacy leakage they exhibit.

Table 9.5.2. Ablation of improvements to MAR MIAs. Each modification further strengthens
the membership signal. We report TPR@FPR=1% values and gains.

Method MAR-B MAR-L MAR-H
Baseline 1.69 1.89 2.18
+ Adjusted Binary Mask 1.88 (+0.19) 2.25 (+0.36) 2.88 (+0.70)
+ Fixed Timestep 1.88 (+0.00) 241 (+0.17) 3.30 (+0.42)

+ Reduced Noise Variance 2.09 (+0.21) 2.61 (+0.20) 3.40 (+0.10)

Overall Performance and Comparison to DMs We present our results in
Figure 9.1.1, evaluate overall privacy leakage and compare IARs to DMs based on the
TPR@FPR=1% of MIAs. For DMs we use the strongest attack available at the time
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of writing this paper—CLiD [258]. In general, smaller and less performant models
exhibit lower privacy leakage, which increases with model size. Notably, VAR-d30
and RAR-XXL achieve TPR@FPR=1% values of 86.38% and 49.80%, respectively,
indicating a substantially higher privacy risk in IARs compared to DMs. In contrast,
the highest TPR@FPR=1% observed for DMs is only 6.38% for SiT-XL/2 (see also
table D.9.5).

Possible Reasons Behind Higher Leakage of IARs With IARs emerging as a
less private alternative to DMs, we investigate the causes behind that phenomenon.
First, we ask if IJARS inherently leak more because of their design. We identify three
key characteristics of IARs that cause greater leakage: (1) Access to p(x)—IARs
expose it at the output, contrary to DMs. (2) AutoRegressive training exposes IARs
to more data per update. (3) Each token predicted by an IAR leak unique information
about the model, amplifying leakage. We provide more details in section D.2.1. Next,
we scrutinize architecture-agnostic causes of leakage: training duration, and model
size. Our results in table D.2.1 in section D.2.2 show that indeed, these two factors
correlate with the leakage metrics. Interestingly, for IARs the vulnerability differs
with model size, while for DMs—with training duration. We also test a binary factor
"Is IAR" (1 if the model is IAR, 0 otherwise), which also correlates with metrics,
further confirming our intuitions about the inherent causes of leakage in IARs. We
note taht MIAs are significantly less effective at identifying member samples in
MARs. We attribute this to MAR’s use of a diffusion loss function (eq. (9.3)) for
modeling per-token probability, which replaces categorical cross-entropy loss and
eliminates the need for discrete-valued tokenizers.

Vulnerability of IARs Through a Lens of a Unified MIA Finally, we look into
the DM- and IAR-specific MIAs used in our study. We acknowledge that because DMs
and IARs are two different classes of models, the MIAs that target each of the architec-
tures also differ. Effectively, that variability might be the root cause of the observed
discrepancy in MIA success. To evaluate that idea, we design a Unified MIA—an
identical MIA for DMs and IARs—based on model- and architecture-agnostic Loss
Attack [254]. We discard any IAR-specific improvements introduced in this section,
and any DM-specific improvements from prior work [48]. Effectively, with Unified
MIA we mitigate the potential influence of discrepancy in the MIA design on the
final privacy assessment. Our results in table D.4.1 show that Unified MIA performs
better than random guessing against IARs, while DMs show no leakage from that
attack.
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Table 9.5.3. DI for IARs. We report the reduction in the number of samples required to
carry out DI. Our improvements allow to successfully run DI on IARs even with fewer than
10 samples. Baseline refers to LLM DI [158].

Model VAR-d16 VAR-d20 VAR-d24 VAR-d30 MAR-B MAR-L MAR-H RAR-B RAR-L RAR-XL RAR-XXL

Baseline 2000 300 60 20 5000 2000 900 500 200 40 30

+Optimized Procedure 600 200 40 8 4000 2000 800 300 80 30 10
Improvement -1400 -100 -20 -12 -1000 0 -100 -200 -120 -10 -20

+Our MIAs for IARs 200 40 20 6 2000 600 300 80 30 20 8
Improvement -400 -160 -20 -2 -2000 -1400 -500 -220 -50 -10 -2

9.5.2. Dataset Inference

While our results in table 9.5.1 demonstrate impressive MIA performance for large
models (such as VAR-d30 with 2.1B parameters), privacy risk assessment for smaller
models (such as VAR-d16 with 310M parameters) needs improvement. To address
this, we draw on insights from previous work on DI [83, 158], which has proven
effective when MIAs fail to achieve satisfactory performance. The advantage of DI
over MIAs lies in its ability to aggregate signals across multiple data points while
utilizing a statistical framework to amplify the overall membership signal, yielding
more reliable privacy leakage assessment. We find that while the framework of DI
is applicable to IARs, its crucial parts must be improved to boost DI’s effectiveness
on IARs. In the following sections, we detail these improvements.

Improvement 1: Optimized DI Procedure. Existing DI techniques for
LLMs [158] and DMs [83] follow a four-stage process, with the third stage involv-
ing the training of a linear classifier. This classifier is used to weight, scale, and
aggregate signals from individual MIAs, where each MIA score serves as a separate
feature. This step is crucial for selecting the most effective MIAs for a given dataset
while suppressing ineffective ones that could introduce false results. However, we
observe that MIA features for IARs are well-behaved, meaning that, on average, they
are consistently higher for members than for non-members. Thus, instead of training
a linear classifier on MIA features, which requires additional auditing data, we adopt
a more efficient approach: we first normalize each feature using MinMaxScaler to
the [0,1] interval, and then we sum them to obtain the final per-sample score, used
by the t-test. This eliminates the need to allocate scarce auditing data for training a
linear classifier.

Our results for the optimized DI procedure are presented in table 9.5.3. We
observe a significant reduction in the number of samples required to perform DI for
smaller models, with reductions of up to 70% for VAR-d16.

Improvement 2: Our MIAs for IARs. Our results in table 9.5.3 indicate that
as model size increases, the membership signal is amplified, enabling DI to achieve
better performance with fewer samples. However, the main problem is the mixed

reliability of DI when utilizing baseline MIAs as feature extractors. This issue

134



is especially evident for smaller models, such as VAR-d16 and MAR-B, where DI
requires thousands of samples to successfully reject the null hypothesis when the
suspect set is part of the training data. Building on the performance gains of our
tailored MIAs (table 9.5.1) we apply them to the DI framework as the more powerful
feature extractors to further strengthen DI for IARs. Our improvements through
stronger MIAs further enhance DI, fully exposing privacy leakage in IAR models. As
a result, the number of required samples to execute DI drops to a few hundred, for
example, down to only 200 for VAR-d16. Overall, as shown in table 9.5.3, replacing
the linear classification model with summation and transitioning to our MIAs for
IARs as feature extractors significantly reduces the number of samples required to
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Figure 9.5.1. DI success for IARs vs DMs. We report the generative quality expressed
with the FID score vs the number of suspect samples P required to carry out DI.

Overall Performance and Comparison to DMs. We present our results in
Figure 9.5.1, evaluating the overall privacy leakage and comparing IARs to DMs
based on the number of required samples (P) to perform DI. Recall that a lower P
under the DI framework indicates greater privacy vulnerability, as it means fewer
data points are needed to reject the null hypothesis—H,. Our findings indicate
that the same trend observed in MIAs extends to DI. Overall, models with a higher
TPR@FPR=1% in Table 9.5.1 for MIAs also require smaller suspect sets P for DI.
Specifically, DI shows that larger models exhibit greater privacy leakage, with
VAR-d30 and RAR-XXL being the most vulnerable. Crucially, our results clearly
demonstrate that IARs are significantly more susceptible to privacy leakage than
DMs. While MDT shows lower generative quality (as indicated by a higher FID
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score), it requires substantially more samples for DI (higher P value), resulting in
much lower privacy leakage.

Why do We (Again) Observe Higher Leakage of IARs? MIAs are the back-
bone of the DI framework, extracting features from the samples to capture differences
between members and non-members. When they succeed more for one class of the
models, we expect that DI will also perform better for that class. With MIAs, we
observe higher leakage of IARs, which stems from the increased difference between
the distributions of the MIA-specific score for member and non-member samples.
Because we use these scores to perform the t-test, when the difference between these
distributions increase, we need a smaller P to reject Hy. Importantly, all insights
about leakage from MIAs (section 9.5.1) also hold for DI. Results for correlation
(table D.2.1) and DI performance with Unified MIA as the feature extractor (ta-
ble D.4.1) corroborate the ones for MIA, and provide an alternative perspective into
the privacy of IARs.

Original

Extracted

Figure 9.5.2. Extracted Training Samples. We note that IARs can reconstruct verbatim
images from their training data. The first row shows the original training samples and the
second one presents the extracted images.
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9.5.3. Extracting Training Data from IARs

To analyze memorization in IARs, we design a novel training data extraction
attack for IARs. This attack builds on elements of data extraction attacks for
LLMs [19] and DMs [48]. Integrating elements from both domains is required since
IARs operate on tokens (similarly to LLMs), which are then decoded and returned as
images (similarly to DMs). In particular, we make the observation that, on the token
level, IARs exhibit a similar behavior that was previously observed for LLMs [19].
Namely, for memorized samples, they tend to complete the correct ending of a token
sequence when prompted with the sequence’s prefix. We exploit this behavior and 1)
identify candidate samples that might be memorized, 2) generate them by starting
from a prefix in their token space, and sampling the remaining tokens from the
IAR, and finally 3) compare the generated image with the original candidate image.
We report a sample as memorized when the generated image is near identical to
the original image. In the following, we detail the individual building blocks of the
attack.

1) Candidate Identification. To reduce the computational costs, we do not
simply generate a large pool of images, but identify promising candidate samples
that might be memorized, before generation. Specifically, we feed an entire tokenized
image ¢ into the IAR, which predicts the full token sequence # in a single step. Then,
we compute the distance between original and predicted sequence, d(t,7), which
we use to filter promising candidates. This approach is efficient, since for IARs
the entire token sequence can be processed at once, significantly faster than if we
sampled them iteratively. For VAR and RAR we use per-token logits, and apply
greedy sampling, with d(¢,#) = 100 — %—an average prediction error. For
MAR, we sample 95% of the tokens from the remaining 5% unmasked in a single step,
and set d(¢,£) = ||t —£| Ig, as MAR’s tokens are continuous. Following the intuition that
t is memorized if ¢ = ¢, for each model, for each class we select top-5 samples with
the smallest d, and obtain 5000 candidates per model. Our candidate identification
steps greatly improves the extraction efficiency over previous approaches [48]. We
show the success of our filtering in section D.12.3.

2) Generation. Then, following the methodology established for LLMs by [19].
for each candidate we select the first i tokens as a prefix. The parameter i is a
hyperparameter and we present our best choices for the models in Table D.12.1.
We perform iterative greedy sampling of the remaining tokens in the sequence for
VAR and RAR, and for MAR we sample from the DM batch by batch. We do not
use classifier-free guidance during generation. We note that our method does not
produce false positives, i.e., we do not generate samples from the validation set.

3) Assessment. Finally, we decode the obtained 7 into images, and assess the
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similarity to the original ¢. Following Wen et al. [244], we use SSCD [176] score to
calculate the similarity, and set the threshold 7 = 0.75 such that every sample with a
similarity = r will be considered as memorized.

Results. In fig. 9.5.2 we show example memorized samples from VAR-d30,
RAR-XXL, and MAR-H. We are not able to extract memorized images from smaller
versions of these IARs. In table 9.5.4 we see that the extent of memorization is
severe, with VAR-d30 memorizing 698 images. We observe lower memorization for
MAR-H and RAR-XXL, which is intuitive, as results from Sections 9.5.1, and 9.5.2
show that VAR-d30 is the most vulnerable to MIA and DI. Surprisingly, there is no
memorization in token space, i.e., t # £, we observe it only in the pixel space. We

provide more examples of memorized images in section D.12.1.

Table 9.5.4. Count of Extracted Training Samples per IAR.

Model VAR-d30 MAR-H RAR-XXL
Count 698 5 36

Memorization Insights. Many memorized samples follow a pattern: their
backgrounds deviate from the “default” or typical scene, as shown in fig. D.12.2
and section D.12.1. We hypothesize that when a prefix contains part of this “un-
usual” background, the IAR is conditioned to reproduce the specific training image
that originally featured it. Additionally, several extracted images appear as poorly
executed center crops with skewed proportions—see, for instance, the wine bottle in
fig. D.12.3. These findings suggest memorization is driven by distinct visual cues in
the prefix and can lead to the generation of replicas of its training data. Moreover,
the same 5 samples were extracted from both VAR-d30 and RAR-XXL, i.e., the same
5 training images are memorized by both models. One sample is memorized by both
VAR-d30 and MAR-H (Fig. D.12.2 and D.12.1),suggesting some images are more
prone to memorization across architectures.

Our results contrast with findings on DMs [48], where extracting training data
requires far more computation. The high memorization in IARs likely stems from
their size, as VAR-d30 has 2.1B parameters—more than twice the number of param-
eters in DMs investigated in prior work. Importantly, our results also show a link
between IAR size and memorization, with bigger IARs memorizing more. Scaling
laws suggest that as IARs grow larger, their performance improves, but so does their
tendency to memorize, making privacy risks more severe in high-capacity models.
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9.6. Mitigation Strategies

Our privacy assessment methods rely on precise outputs from IARs to be effective.
We exploit this insight to design defenses that mitigate privacy risks by perturbing
model outputs, e.g., with random noise. For VAR and RAR, we noise the logits,
while for MAR, we add noise to continuous tokens after sampling. Our preliminary
evaluation in section D.11 shows that the defenses are insufficient for VAR and RAR,
as reducing the success of privacy attacks is achieved at the cost of substantially
lower performance. In contrast, our proposed defense helps to protect MAR even
more, with a relatively low drop in performance. However, MAR already exhibits the
lowest success rate of the privacy attacks. This further emphasizes that leveraging
diffusion techniques is a promising direction towards strong privacy safeguards for
IARs, though further investigation is needed to confirm its effectiveness.

9.7. Discussion and Conclusions

IARs are an emerging competitor to DMs, matching or surpassing them in im-
age quality at a higher generation speed. However, our comprehensive analysis
demonstrates that IARs empirically exhibit significantly higher privacy risks than
DMs, given the current state of privacy attacks against the respective model types.
Concretely, we develop novel MIA for IARs that leverages components of the strongest
MIAs from LLMs and DMs to reach an extremely high 86.38% TPR@FPR=1%, as
opposed to merely 6.38% for the strongest DM-specific MIAs in respective DMs. Our
DI method further confirms the high privacy leakage from IARs by showing that
only 6 samples are required to detect dataset membership, compared to at least 200
for reference DMs of comparable image generation utility. We also create a new
data extraction attack for IARs that reconstructs even up to 698 training images
from VAR-d30, while previous work showed only 50 images extracted from DMs.
Our results indicate the fundamental privacy-utility trade-off for IARs, where their
higher performance comes at the cost of more severe privacy leakage. We explore
preliminary mitigation strategies inspired primarily by diffusion-based approaches,
however, the initial results indicate that dedicated privacy-preserving techniques are
necessary. Our findings highlight the need for stronger safeguards in the deployment
of IARs, especially in sensitive applications.
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10. Conclusions and Final Remarks

This dissertation addressed two complementary aspects of generative modelling:
the development of reliable models for solving demanding real-world scientific prob-
lems, with a particular focus on high-energy physics at CERN, and the safeguarding
of intellectual value in machine learning, both in trained models and in the data that
underpins them. The contributions of this work spanned both dimensions, ensuring
that generative systems could be applied to pressing scientific challenges while also
remaining protected against misuse.

The first part of the dissertation concentrated on the design of reliable generative
models for high-energy physics simulations. Conventional Monte Carlo methods,
while highly accurate, are computationally prohibitive, and standard machine learn-
ing alternatives such as conditional GANSs often suffer from mode collapse and limited
fidelity. These shortcomings restrict their usefulness in faithfully reproducing the
variability of particle collisions. To address this challenge, we introduced the Selec-
tive Diversity Increase GAN (SDI-GAN) in Chapter 4, which selectively increased
diversity in generated samples without sacrificing physical plausibility. Building on
this result, we developed ExpertSim in Chapter 5, a Mixture-of-Generative-Experts
framework designed to capture the inherently multimodal nature of calorimeter
responses. Together, these contributions demonstrated that generative models
could provide both accurate and computationally efficient alternatives to traditional
simulation pipelines at CERN.

As generative models matured and proved their utility in such scientific domains,
their growing value also highlighted a second challenge: the need to safeguard
trained models against unauthorized replication. Encoder architectures in particular
represent significant intellectual assets due to the resources invested in their training
and their wide applicability across tasks, yet they are vulnerable to model stealing
attacks. In Chapter 6, we introduced Bucks for Buckets (B4B), the first active
defense against encoder stealing. This method monitored query coverage in the
embedding space, detected extensive probing indicative of extraction, and injected
adaptive perturbations to disrupt adversarial reconstructions while preserving
performance for legitimate users. By establishing an effective protection mechanism,
this work demonstrated how valuable machine learning models can be shielded
against exploitation.



The third focus of the dissertation was the protection of training data, which
constitutes a core part of the value of generative systems. Previous research on
membership inference attacks suggested that it might be possible to identify whether
individual samples were part of a model’s training set. However, we showed in
Chapter 7 that such techniques provided overly optimistic results when applied to
modern large-scale diffusion models trained on billions of internet-sourced images.
To overcome these limitations, we proposed a new evaluation protocol and dataset
that enabled more realistic assessments and revealed that reliable sample-level
inference remained extremely challenging. We then advanced from single-sample
to dataset-level auditing by introducing Copyrighted Data Identification (CDI) in
Chapter 8, a framework that aggregated membership signals across many samples
and applied statistical testing to determine whether a dataset had been used in
training. Finally, in Chapter 9, we extended our analysis to the emerging class
of image autoregressive models. We demonstrated that these architectures were
particularly prone to privacy leakage, being able to reproduce verbatim training
samples, and adapted our dataset identification methods to audit this new generative
paradigm. These contributions provided data owners with more powerful and reliable
tools for verifying the use of their datasets in large-scale generative models.

In summary, this dissertation advanced the state of generative modelling along
two essential dimensions. On the one hand, it established methods for building mod-
els that are reliable enough to support demanding scientific applications, exemplified
by detector simulations in high-energy physics. On the other hand, it developed
strategies to safeguard both models and data, ensuring that the intellectual value
embedded in generative systems remains with their creators and rightful owners.
Together, these contributions represent a step toward a trustworthy and accountable
ecosystem for generative machine learning.

10.1. Thesis Contributions

A. Generative Models for High-Energy Physics Simulation

e Publication: “Selectively increasing the diversity of GAN-generated samples,”
ICONIP 2022 (CORE A, 140 MEiN p.) [81], Chapter 4
Introduces SDI-GAN, a method that selectively increases diversity of GAN-generated
samples to address mode collapse in conditional GANSs for calorimeter simula-
tion.
Author’s contribution: First author; developed the idea, implemented the
method, ran experiments, analysed results, and wrote the manuscript.
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e Publication: “ExpertSim: Fast Particle Detector Simulation Using Mixture
of Generative Experts,” ECAI 2025 (CORE A, 140 MEiN p.) [44], Chapter 5
Proposes a mixture-of-experts design combining specialised SDI-GAN models to
capture multimodal calorimeter responses with improved fidelity and compute
efficiency.

Author’s contribution: Second author; co-designed the model architecture,
built individual expert models, analysed results, refined the method, and
co-authored the paper.

B. Protection of Machine Learning Models

e Publication: “Bucks for Buckets (B4B): Active Defenses Against Stealing

Encoders,” NeurIPS 2023 (CORE A*, 200 MEiN p.) [27], Chapter 6
Introduces the first active defense against encoder stealing by monitoring
latent-space query coverage and injecting adaptive perturbations that degrade
stolen models while preserving utility for legitimate users.
Author’s contribution: Equal first author; designed the mechanism for
monitoring latent-space query coverage, built the end-to-end attack and defense
pipeline, implemented experiments, analysed outcomes, and led the manuscript
preparation.

C. Protection of Training Data

e Publication: “Towards More Realistic Membership Inference Attacks on Large
Diffusion Models,” WACV 2024 (CORE A, 140 MEiN p.) [33], Chapter 7
Shows that prior membership inference evaluations overstate performance
for large-scale diffusion models and introduces a realistic evaluation setup
enabling fair assessment.

Author’s contribution: Equal first author; identified evaluation flaws in
previous work, designed the evaluation protocol, ran experiments, analysed
results, and co-authored the paper.

e Publication: “CDI: Copyrighted Data Identification in Diffusion Models,”
CVPR 2025 (CORE A*, 200 MEIiN p.) [83], Chapter 8
Proposes a dataset-level auditing framework that aggregates membership
signals and uses statistical testing to determine whether a dataset was used in
model training.

Author’s contribution: Equal first author; co-developed the method, imple-
mented the attacked models, ran experiments, analysed results, and co-authored
the manuscript.

142



e Publication: “Privacy Attacks on Image Autoregressive Models,” ICML 2025
(CORE A¥*, 200 MEiN p.) [36], Chapter 9
First work to propose privacy attacks against autoregressive image models,
showing they can leak sample and dataset-level information and reproduce
training samples verbatim.
Author’s contribution: Equal first author; co-designed the sample and
dataset-level auditing approach, co-implemented the experimental pipeline,
ran experiments, analysed results, and co-authored the manuscript.

10.2. Detailed Thesis Contributions

10.2.1. Generative Adversarial Networks with Selective Generation

Diversity for High-Energy Physics Simulation

Publication: Jan Dubinski, K. Deja, S. Wenzel, P. Rokita, and T. Trzcinski.
“Selectively increasing the diversity of GAN-generated samples.”, International
Conference on Neural Information Processing (ICONIP), (2022). (CORE A, 140
MEiN p.)

Contribution: In Chapter 4, we addressed the problem that standard conditional
GANSs, although promising for detector simulations, often collapsed to a narrow
set of modes. This mode collapse prevented them from reproducing the full vari-
ability of particle collision data and thereby reduced their utility for high-energy
physics experiments at CERN. Existing diversity-enhancing techniques attempted
to mitigate this problem but typically produced physically implausible samples that
undermined simulation fidelity.

To solve this issue, we proposed Selective Diversity GAN (SDI-GAN), which
introduced a regularization term to encourage diversity only in ways consistent
with variability in the training data. This ensured that the generator reproduced
multimodal calorimeter responses while remaining faithful to real measurements.
As shown in Figure 10.2.1, SDI-GAN generated responses that were both diverse
and physically consistent.

Through extensive experiments on synthetic datasets and simulations of the
Zero Degree Calorimeter at CERN, we demonstrated that SDI-GAN significantly im-
proved both fidelity and diversity compared to baseline conditional GANs. The PhD
candidate, as first author, devised, implemented, and evaluated the method, applied
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it to detector simulations in collaboration with CERN physicists, and prepared the
manuscript for publication.

10.2.2. Generative Mixture-of-Experts Model for High-Energy Physics

Simulation

Publication: Patryk Bedkowski, Jan Dubinski, Filip Szatkowski, Kamil Deja,
Przemystaw Rokita, and Tomasz Trzcinski. “ExpertSim: Fast Particle Detector Sim-

ulation Using Mixture-of-Generative-Experts.”, European Conference on Artificial
Intelligence (ECAI), (2025). (CORE A, 140 MEIiN p.)

Contribution: In Chapter 5, we built on SDI-GAN to address a further problem:
even with improved diversity, a single generative model remained insufficient to
capture the intrinsically multimodal structure of calorimeter response data. Particle
collisions produced complex distributions that exceeded the representational capacity
of a single generator.

We solved this by proposing ExpertSim, a Mixture-of-Generative-Experts frame-
work in which multiple specialized generators, each based on SDI-GAN, were co-
ordinated by a gating network. This router assigned input conditions to the most
suitable expert, enabling the model as a whole to capture the full multimodality of
calorimeter responses. As illustrated in Figure 10.2.2, this modular design achieved
high fidelity and robustness while being far more computationally efficient than
traditional Monte Carlo simulations.

Our experiments confirmed that ExpertSim consistently outperformed single-model
baselines in both accuracy and simulation speed. The PhD candidate, as co-author,
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Figure 10.2.2. We introduce a generative mixture-of-experts framework for modeling
multimodal data, where a trained gating network assigns particles to specialized expert
models. This design enables a more faithful reproduction of the complexity inherent in
particle physics data.

proposed the design of the framework, contributed the expert models, analyzed
results, and participated in refining the approach and co-authoring the manuscript.

10.2.3. Active Defense Method against Stealing Encoder Models

Publication: Jan Dubinski, S. Pawlak, F. Boenisch, T. Trzcinski, and A. Dziedzic.
“Bucks for Buckets (B4B): Active Defenses Against Stealing Encoders.”, Conference
on Neural Information Processing Systems (NeurIPS), (2023). (CORE A*, 200
MEiN p.)

Contribution: In Chapter 6, we shifted focus from building reliable models to
protecting them against misuse. A pressing problem in machine learning deployment
was the rise of model stealing attacks, in which adversaries repeatedly queried an
encoder model via an API and reconstructed a high-quality substitute. Existing
defenses were largely passive and failed to stop determined attackers.

We solved this by introducing Bucks for Buckets (B4B), the first active defense
specifically against encoder stealing. B4B detected suspicious behavior by monitor-
ing the coverage of user queries in the embedding space. Once excessive probing
was detected, it adaptively injected noise into responses to degrade stolen models.
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To counter Sybil-style attacks using multiple accounts, it also applied per-user
transformations, ensuring that attackers could not combine outputs across accounts.
As shown in Figure 10.2.3, this approach preserved high utility for legitimate users
while making encoder replication infeasible.
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Figure 10.2.3. We present B4B, the first active defense against encoder stealing. B4B mon-
itors how much of the embedding space user queries occupy, with large coverage indicating
potential stealing, and adaptively injects noise to degrade the returned representations. To
prevent attackers from bypassing this defense with multiple fake accounts, B4B applies
per-user transformations. Legitimate users retain high-quality outputs, while adversaries
are prevented from stealing a high-utility model.
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We validated B4B across several encoder architectures and showed that it reli-
ably detected and disrupted state-of-the-art stealing strategies without degrading
performance for benign use. The PhD candidate, as equally contributing first author,
developed the latent-space exploration metric, designed the defense pipeline, imple-

mented the experiments, analyzed outcomes, and led the manuscript preparation.

10.2.4. Realistic Evaluation of Training Data Identification Methods for
Large Diffusion Models

Publication: Jan Dubinski, A. Kowalczuk, S. Pawlak, P. Rokita, T. Trzcinski, and
P. Morawiecki. “Towards More Realistic Membership Inference Attacks on Large
Diffusion Models.”, Winter Conference on Computer Vision (WACV), (2024). (CORE
A, 140 MEiN p.)

Contribution: In Chapter 7, we extended the safeguarding of intellectual value
from models to training data. The core problem was whether large diffusion models,
such as Stable Diffusion, disclosed training data through membership inference
attacks (MIAs). While MIAs had shown success on small benchmarks, prior evalu-
ations were unrealistic for billion-scale models, giving a misleading impression of
effectiveness.

We addressed this by designing a new evaluation protocol and dataset, enabling

fair assessment of MIAs on diffusion models. Applying this framework, we showed
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that prior setups overstated attack performance and that, in practice, detecting
single training samples in large diffusion models remained extremely difficult. This
revealed that privacy and copyright concerns persisted despite optimistic claims.
The PhD candidate, as equally contributing first author, identified these evalua-
tion flaws, designed the new protocol, conducted experiments, analyzed results, and

co-authored the manuscript.

10.2.5. Method for Identifying Copyrighted Data Used in Training of Large
Diffusion Models

Publication: Jan Dubinski, A. Kowalczuk, F. Boenisch, and A. Dziedzic. “CDI:
Copyrighted Data Identification in Diffusion Models.”, Conference on Computer
Vision and Pattern Recognition (CVPR), (2025). (CORE A*, 200 MEiN p.)

Contribution: In Chapter 8, we addressed a key limitation of MIAs: their focus on
single samples made them too weak for copyright enforcement. The practical prob-
lem for data owners was verifying whether their datasets—rather than individual
examples—had been used in training.

We proposed Copyrighted Data Identification (CDI), a dataset-level auditing
framework. CDI aggregated multiple membership signals across many candidate
samples and applied statistical testing to determine whether a dataset had been
used in training. As shown in Figure 10.2.4, this method enabled reliable detection
of copyrighted datasets even in large diffusion models.

We validated CDI across multiple architectures and datasets, showing that
it significantly outperformed prior approaches in both robustness and accuracy.
The PhD candidate, as equally contributing first author, co-devised the method,
implemented the framework, ran experiments, analyzed results, prepared figures,
and co-authored the manuscript.

10.2.6. Analysis of Privacy Risks for Emerging Image Autoregressive
Models

Publication: A. Kowalczuk, Jan Dubinski, F. Boenisch, and A. Dziedzic. “Privacy
Attacks on Image Autoregressive Models.” International Conference on Machine
Learning (ICML), (2025). (CORE A*, 200 MEIiN p.)
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Figure 10.2.4. We introduce CDI, a framework that allows data owners to verify whether a
given dataset was used to train a diffusion model. The process begins by collecting a suspect
dataset (data suspected of being used in training) and a control dataset (similar data known
not to have been used). The central question is: Was this dataset part of the model’s training
data? To answer, CDI extracts multiple membership signals from each sample, aggregates
them into a unified score, and compares the score distributions of the two datasets via a
statistical test. The outcome of this test determines whether the suspect dataset was used
in the model’s training set.

Contribution: In Chapter 9, we extended dataset auditing beyond diffusion ar-
chitectures to the emerging class of image autoregressive models (IARs). The open
problem was whether these sequential generation architectures exposed training
data differently than diffusion models.

We investigated this by adapting privacy attacks to the token-by-token generation
process of IARs. Building on CDI, we developed dataset-level inference strategies
tailored to autoregressive settings and demonstrated that these models were espe-
cially vulnerable. As illustrated in Figure 10.2.5, IARs not only leaked dataset-level
information but could also reconstruct verbatim training samples, confirming severe
privacy risks.

The PhD candidate, as equally contributing first author, co-designed the adapted
auditing framework, implemented parts of the experimental pipeline, performed

evaluations, analyzed results, prepared figures, and contributed to the manuscript.

10.3. Future Outlook of Generative Artificial
Intelligence

This thesis was written at a moment when generative modelling is diversifying
rather than converging. Diffusion models currently dominate visual domains, while
autoregressive approaches are regaining attention in image generation, and large
language models show the scalability of token-based architectures. Each family
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Figure 10.2.5. We extract training samples from image autoregressive models (IARs),
demonstrating that they can reconstruct verbatim images from their training data. The
first row shows original samples, while the second row shows the extracted images.

of methods has clear strengths and limitations, and their relative importance will
likely continue to shift.

From the perspective of this work, the progress of image autoregressive models
is of particular interest. Their similarity to language models opens the possibility of
transferring alignment techniques that have already been developed in natural lan-
guage processing. Reinforcement learning with human feedback or constraint-based
decoding could in principle be adapted to enforce domain-specific requirements in
visual tasks. Such methods would be especially relevant if autoregressive models
are to complement or replace diffusion models in applications such as high-energy
physics, where generated outputs must remain consistent with physical laws.

At the same time, the discussion around training data ownership is becoming
more pressing. Legal disputes and regulation point to the need for systematic
auditing of models and datasets. Methods such as membership inference, dataset
inference, and copyrighted data identification, studied in this thesis, provide initial
steps in this direction. They show that it is possible to test for training data usage,
but also highlight the limitations of current techniques, which often reduce to binary
signals. Moving beyond these first tools will be necessary if generative models are

to be used responsibly in sensitive or regulated domains.
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10.4. Open Questions

Although the contributions of this dissertation address several aspects of reli-
ability and safety in generative modelling, they also leave a number of questions

open.

Can image autoregressive models be applied to HEP simulation? Earlier
chapters of this work analysed the potential of generative models for calorimeter
simulation. So far, GANs and diffusion models have been the main candidates.
However, the recent emergence of competitive image autoregressive models raises
the question of whether their sequential token-based generation can also be applied
in this setting. Their resemblance to large language models suggests that alignment
strategies developed for text could be used to ensure consistency with physics-based
constraints. Exploring this possibility would extend the set of tools available for
scientific simulation and may provide benefits in controllability and interpretability.

How can we move from binary dataset detection to quantifying dataset
usage? The methods developed in this thesis for membership and dataset inference
provide only binary conclusions: a point or dataset was, or was not, used in training.
For many applications, particularly copyright enforcement, it would be more useful
to estimate the fraction of a dataset that contributed to training. This requires
moving beyond simple thresholding and towards calibrated estimators that can
aggregate weak per-sample evidence into quantitative measures of dataset usage.
Initial ideas for this problem were outlined in our follow-up project proposal, but the
development of reliable statistical tools for this task remains an open challenge.

10.5. Conclusion

This thesis analysed generative models from the perspective of both reliability and
safety. In the first part, we proposed modifications to GANs and a mixture-of-experts
approach for diffusion models, improving the diversity and fidelity of calorimeter
simulations in high-energy physics. In the second part, we turned to the problem
of protecting models and data. We introduced an active defense against model
stealing, proposed more realistic evaluations of membership inference for diffusion
models, developed a test for copyrighted data identification, and analysed privacy
risks in autoregressive models. Taken together, these studies show that generative
modelling must be considered not only as a tool for data synthesis but also as a

system whose reliability and security are essential for its safe use.
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The open questions identified above suggest that generative modelling will con-
tinue to raise both technical and practical challenges. Reliable and safe systems are
not a finished product but an ongoing process, requiring adaptation as architectures
evolve and as expectations of transparency and accountability increase. The methods
presented here contribute to this process by combining advances in model design
with tools for auditing and protection, pointing towards a research agenda at the

intersection of generative modelling, scientific application, and data governance.
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A. Supplement for Bucks for Buckets
(B4B): Active Defenses Against Stealing

Encoders

A.1. Broader Impact

The goal of our work is to actively defend self-supervised encoders against model
stealing attacks. Since we are directly defending encoders, any negative societal
impacts of our work are minimal. One potentially negative impact could be the degra-
dation of performance for legitimate users. However, as shown in our experimental

results, we are able to preserve high utility for standard users.

A.2. Limitations

We show how our defense method is tuned for SimSiam and DINO. There are
more types of SSL encoders that can be tested with our method. The B4B defense
method requires tuning the parameters, such as the number of occupied buckets
that is allowed without any penalty for the cost function, or the selection of the
transformations. These steps are rather difficult to automate but can be replaced
with more data-driven approaches. For example, instead of designing a cost function
from scratch, one could create an ML model to obtain a cost for a given occupation
of the representation space. We explain more details in the Section A.3.2.

A.3. Alternative Building Blocks to Instantiate B4B

While we present a reference implementation of B4B in our work that instanti-
ates the three building blocks with (1) Local Sensitive Hashing, (2) Utility of the
Representations, and (3) a set of concrete transformations, there exists a multitude
of alternatives to concretely implement our B4B framework. In the following, we
present these alternatives, grouped by building block.
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A.3.1. Alternative Estimation of the Coverage of Embedding Space

We also explore alternative methods to measure the distances between represen-
tations for queries sent to an API. One of them is to apply the cosine distance (where
for two representations a and b, it is defined as: 1— m) since it can be measured
between individual data points in a pair-wise fashion. If the total pair-wise cosine
distance between representations for a given user is small, then the user queries
presumably come from a single downstream task distribution. Otherwise, a user
might be malicious and would like to cover a large part of the representation space,
then the total pair-wise cosine distance for the user’s representations would be high.
Note that in this case, the cosine distance can be replaced with any other distance
measure, such as the Minkowski distance. We opt for the LSH in our reference
implementation, since it is much less expensive to compute than cosine distance.

LSH requires only 212

= 4096 buckets that can be expressed as a binary table with
the same number of elements, which requires in the worst case iterating over all of
them to count how many are occupied. With more than 4096 queries sent by a given
user, the computation on the LSH is sublinear < O(n) with respect to the number
of user queries. For the cosine distance approach, the required computation grows

quadratically O(n?) with the number of queries.

A.3.2. Alternative Cost Functions

The cost functions can be designed from scratch manually or learned, for example,
via an ML model, such as a neural network or SVM. In our initial version, the function
was designed manually, where the underlying premise is that once a specified number
of buckets is occupied, the cost should grow exponentially. Instead of defining such a
function or providing the high-level parameters for functions that we contributed,
one could learn an ML model that for a given number of buckets occupied, it should
output an estimated cost, or even directly, the desired o (standard deviation) of the
noise added to representations. This method requires a relatively large number of
data points to be provided for training the model, however, lowers the burden on a
defender to either decide on the specific function or adjust its parameters. Thus,
it could be more user-friendly, for example, not necessitating any mathematical
background, but can be precise enough to obtain the desired behavior.

Note that instead of adding the calibrated noise (proportional to the estimated
cost) to the representations, we could rather require a given user to pay a higher
monetary cost for queries that cover a large fraction of the representation space,
or force a user to solve a puzzle in a form of the proof-of-work [87], wait a specified

amount of time via proof-of-elapsed time (PoET) [4], or prove that a specified amount
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of disk space was reserved [88, 88]. For example, consider the approach with PoET.
A user sends queries to the API, which we cost based on their occupation of the
embedding space. The user is sent a waiting time. The users’ resource (e.g., a CPU)
has to be occupied for this specific waiting time without performing any work. At the
end of the specified amount of time, the user sends proof of the elapsed time, which
can be easily verified by the server. PoET requires access to specialized hardware, for
example, secure CPU instructions that are becoming widely available in consumer
and enterprise processors. If a user does not own such hardware, proof of elapsed
time could be produced using a service exposed by a cloud provider (e.g., Azure VMs
that feature TEE 2). Note that if a server sends the time based on the calculated
cost, the adversary might learn the cost function. Instead, the exact waiting time
should be split in random subwaiting times and sent to the user one by one. Thus,
a server should rather have a few rounds of exchange with the client to incur the
additional cost.

A.3.3. Alternative to Transformations

Affine + Pad + Shuffle
2z £
x2 +1 07 1
x-1+0.5 11 0
x3 -2 24 0
+0.5 0.5 1
+03 |03 1
04 |04 -04 |04 0

Figure A.3.1. Overview on Transformations. We depict the inner-workings of the
transformations considered in this work.

As an alternative to the transformations used within this work (see Figure A.3.1),
one could use a different set of transformations or combinations thereof. The padding
can be done with different constant values and combined with adding constant values
within the representations. The padding and adding the constant values can be
followed by shuffling the elements within the representations. We can apply the
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affine of binary transformations on top of the padding and shuffling. Additionally,
we can also use other pre-defined linear transformations like rotations or shearing.

The representations could also be compressed to smaller vectors and the compres-
sion rate would depend on the occupation of the representation space, for example,
the higher the number of occupied buckets in our hash table, the more compressed
the output representations could be. Such representations could be compressed via
FF'T, a cosine transform, or standard compression techniques such as snappy [5].
If the information from the representations should not be lost, then the lossless
compression techniques can be applied, for instance, zstd [6]. The only requirement
of the compression techniques is to ensure that they do not decrease the accuracy on
downstream tasks for legitimate users.

Another alternative is to incorporate an additional neural network layer for
transforming the returned representations. The training of this supplementary
layer should primarily focus on preserving the usability of the representations for
legitimate users. This approach grants the API provider with additional capabilities,
as it allows for the utilization of customized training objectives. For instance, if the
API provider employs LSH (Locality-Sensitive Hashing) to estimate the coverage of
the representation space, they can leverage buckets and train the additional layer
to maintain high-quality representations exclusively for frequently-used buckets
and their surrounding areas, while not prioritizing the rest of the representation
space. This approach safeguards legitimate users from any adverse effects, as their
coverage of the representation space is minimal. Simultaneously, it ensures that
adversaries are unable to exploit representations from the entire representation
space.

A.4. Sybil Attacks

We consider an adversary who generates n sybil accounts to steal the encoder
from the API. For each of the accounts, the representations are transformed in
a different way. Therefore, to replicate the victim model using all the obtained
representations, the adversary has to map these representations into one single
space. This can be done, for example, by training a neural network to perform the
mapping.

We assume the adversary obtains {N1,Ng,...,N,} many representations from the
victim for each of the n sybil accounts. Without loss of generality, we assume the
adversary maps them back to the embedding space of the first sybil account. To
learn the mapping, the adversary can apply different strategies.
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A.4.1. Sybil Strategies

We present three potential approaches that Sybils might want to apply to cir-
cumvent our defense. Consider three users: A, B, and C, with their respective
datasets D4, D, and D, each with different distributions to maximize extraction
effectiveness. First, user A is selected to unify representations from other users
B and C. User A would have to query from at least two different datasets Dg and
D¢, while other users would act legitimately. Sybil attackers want to deploy as
many users as possible but with more fake accounts, user A incurs high coverage
of the representation space, and this is prevented by our single-user defense. In
all other cases neither of the sybil users can act legitimately, thus they are already
affected by the single-user defense. Second, user A would query from their own
dataset D4 and partially from dataset Dg. Then user B would query from their
own dataset Dp and partially from dataset D¢, and so on. This method is the most
inconspicuous but requires a number of remappings that scales super-exponentially
with the number of fake accounts, which is impractical. Finally, each user would
query from their respective dataset, for example, user B would query from dataset
Dp and additionally from a remapping dataset, e.g., D 4. Representations could be
unified by mapping them to A’s representations. The last approach as well as all
other cases reduce to the minimum of remapping between representations of a pair
of users. We show that our defense cuts such attempts short by ensuring that the
remapping between representations is prohibitive even for a pair of users.

A.5. Additional Related Work

One of the main workhorse techniques used in the encoders is contrastive learning,
where the representations are trained so that the positive pairs (two augmented
versions of the same image) have similar representations while negative pairs
(augmentations of two different images) have representations which are far apart.

SimSiam utilizes Siamese networks (two encoders with shared weights) but
with a simplified training process and architecture. In contrast to the previous
frameworks, such as SimCLR [54], SimSiam’s authors show that negative samples
are unnecessary and collapsing solutions can be avoided by applying the projection
head to of one of the encoders, and a stop-gradient operation to the other. SimSiam
minimizes the negative cosine similarity between two randomly augmented views of
the same image from the Siamese encoders, which is expressed via a symmetrized
loss [107]. This creates a simple yet highly effective representation learning method.

DINO is another popular representation learning framework. While SimSiam
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uses CNNs, DINO employs vision transformers (ViTs). It trains a student and teacher
encoder with the same architecture, updating the teacher with an (exponential
moving) average of the student. Different random transformations of the same
image are passed through both encoders. The student receives smaller image crops,
forcing it to generate representations restoring parts of the original image. The
training objective is minimizing cross-entropy loss between teacher and student
representations.

A.6. Additional Experimental Results

A.6.1. Details on Experimental Setup

The end-to-end experiments on stealing SimSiam and ViT DINO encoders were
done using 3 A100 GPUs. Detailed experiments including mapping, transformations
and the evaluation was performed using a single computer equipped with two Nvidia
RTX 2080 Ti GPUs.

A.6.2. Datasets Used

CIFAR10 [141]: The CIFAR10 dataset consists of 32x32 colored images with 10
classes. There are 50000 training images and 10000 test images.

SVHN [166]: The SVHN dataset contains 32x32 coloured images with 10 classes.
There are roughly 73000 training images, 26000 test images and 530000 "extra"
images.

ImageNet[71]: Larger sized coloured images with 1000 classes. As is commonly
done, we resize all images to be of size 224x224. There are approximately 1 million
training images and 50000 test images.

STL10 [59]: The STL10 dataset contains 96x96 coloured images with 10 classes.
There are 5000 training images, 8000 test images, and 100000 unlabeled images.

LAION-5B [203] The LAION-5B dataset consists of 5,85 billion CLIP-filtered
image-text pairs. The dataset was crawled from publically available internet.

A.6.3. More Results for the End2End Empirical Evaluation

We consider fine-tuning parameters g, 1, and a for our cost function and the
intuitive meaning behind these parameters. In general, our recommendation is
to adjust the parameter g that specifies how many buckets are allowed to be filled
by users’ downstream tasks. On the other hand, when parameter A is increased,
this causes a higher amount of added noise before we reach the number of buckets
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specified by B, which lowers the performance of a given downstream task relatively
early. For example, a higher value of 1 in Figure 6.4.2, would cause an increase
in the amount of added noise much earlier than for the target value of . Finally,
parameter a controls the amount of noise once the number of buckets specified by
is reached. Thus, in Figure 6.4.2, we set @« =1 and the maximum standard deviation

of the added Gaussian noise is 1.
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Figure A.6.1. Effects of 1 and a parameters on the Cost Function. We present the
Cost Function for a=1, f=80 and different values of A (left) and A = 1076, =80 and different
values of a (right).

Table A.6.1. Stealing and Using Encoders With and Without our Defense. The model
used in the experiments is Simsiam, with the following parameters for the cost function
A=10"% a =1, and B = 80%, and the number of buckets equal to 2!2. Due to the higher value
of the parameter A, we observe lower performance on downstream tasks for the attackers
since the magnitude of noise added to the representations is higher. However, for more
complicated tasks than CIFAR10, this change might cause a potential drop in accuracy for
the legitimate users.

USER DEFENSE # QUERIES DATASET TYPE CIFARIO STL10 SVHN F-MNIST

LEGIT NONE ALL TASK QUERY 90.41:002 95.08:013 75.47+004 91.22:011
LEGIT B4B ALL TASK  QUERY 90.02 01 94.88 r017  74.72 x013  91.76 +0.09
ATTACK NONE 50K IMGNET STEAL  65.2 z0.03 64.9 +0.01 62.1 0.01 88.5 .01

ATTACK B4B 50K IMGNET STEAL 28.22 :004 26.62 x002 19.62 z002 78.41 zo0.01
ATTACK NONE 100K IMGNET STEAL 68.1 +0.03 63.1 +0.01 61.5 +0.01 89.0 +0.07

ATTACK B4B 100K IMGNET STEAL 17.73 z018 15.59 1061 19.53:001 55.11 +0.05
SYBIL B4B 50K+50Kk IMGNET STEAL 33.43:003 31.18 x012 22.91 001 75.35 +0.05
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Table A.6.2. Stealing and Using Encoders With and Without our Defense. The model
used in the experiments is Simsiam, with the following parameters for the cost function
A=10"% a =1, and B = 50%, and the number of buckets equal to 2'2. This experiment
corresponds to considering 50% of buckets filled as a too-large coverage of the embedding
space. This improves the defense but again might potentially harm the performance of more
complicated tasks than CIFAR10 since they could occupy more buckets than 50%.

USER DEFENSE # QUERIES DATASET TYPE CIFARIO STL10 SVHN F-MNIST

LEGIT NONE ALL TASK QUERY 90.41:002 95.08:0.13 75.47:004 91.22 z0.11
LEGIT B4B ALL TASK  QUERY 90.27 007 95.12 013 74.94 w016 91.66 +0.05
ATTACK NONE 50K IMGNET STEAL  65.2 :0.03 64.9 z0.01 62.1 z0.01 88.5 +0.01

ATTACK B4B 50K IMGNET STEAL 15.52 :037 12.57 023 19.53:0010 23.17 z0.01
ATTACK  NONE 100K IMGNET STEAL  68.1 z0.03 63.1 <001 61.5 <001 89.0 +0.07

ATTACK B4B 100K IMGNET STEAL 16.27 z004 13.93 +035 19.54 z002 54.69 +0.02
SYBIL B4B 50k+50k  IMGNET STEAL 30.14 z001 29.57 z008 19.99 x003 71.72 z0.01

Table A.6.3. Stealing and Using Encoders With and Without our Defense. The model
used in the experiments is Simsiam, with the following parameters for the cost function
A=10"% a =1, and B = 30%, and the number of buckets equal to 2!2. Since the value of
parameter S is decreased substantially to 30%, we observe a drop in accuracy for legitimate
users. For example, more than 1% for CIFAR10. In the next Table A.6.4, we show that by
also decreasing the parameter «, we can attenuate this harmful effect and retain higher
accuracy for legitimate users. In case of an attack, for 100k stealing queries, we observe
much lower accuracy levels than for § =50% shown in Table A.6.2.

USER DEFENSE # QUERIES DATASET TYPE CIFARI1O STL10 SVHN F-MNIST

LEGIT NONE ALL TASK QUERY 90.41:002 95.08:0.13  75.47:004 91.22 z0.11
LEGIT B4B ALL TASK  QUERY 88.1:011 94.92 :011 74.37 x002  91.67 x0.07
ATTACK NONE 50K IMGNET STEAL  65.2 0.03 64.9 +0.01 62.1 =001 88.5 xo0.01

ATTACK B4B 50K IMGNET STEAL 30.82 009 26.37 x007 21.87 x003 66.0 x0.02
ATTACK NONE 100K IMGNET STEAL 68.1 +0.03 63.1 +0.01 61.5 +0.01 89.0 =0.07

ATTACK B4B 100K IMGNET STEAL 9.57 o017 9.83 x009 19.57 r001 27.06 +0.46
SYBIL B4B 50K+50K IMGNET STEAL 29.15:002 28.67 z006 19.98 x003 70.62 +0.03
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Table A.6.4. Stealing and Using Encoders With and Without our Defense. The model
used in the experiments is Simsiam, with the following parameters for the cost function
A=107"% a=0.1, and B = 30%, and the number of buckets equal to 2'2. Due to the lower
performance on downstream tasks observed in Table A.6.3 while keeping the parameter g
fixed to 30% and A fixed to 1076, we decrease the value of parameter a to 0.1, which increases
the performance of legitimate users on their downstream tasks. In this experiment, we
also carry out a sybil attack with more accounts (4 instead of 2), but observe that this
modification does not improve the performance of the attacker. With more accounts, a sybil
has to sacrifice more queries for the remappings between the representations from different
accounts. Additionally, note that each account introduces a different remapping error by the
dint of different transformations applied to each account by B4B.

USER DEFENSE # QUERIES DATASET TYPE CIFARIO STL10 SVHN F-MNIST

LEGIT NONE ALL TASK QUERY 90.41:002 95.08:013 75.47+004 91.22:0.11
LEGIT B4B 50K CIFAR10 QUERY 90.17 z01  94.92 :000 74.97 x013  91.71 zo0.08
ATTACK NONE 50K IMGNET STEAL  65.2 :0.03 64.9 +0.01 62.1 =001 88.5 .01

ATTACK B4B 50K IMGNET STEAL 19.95:019 15.54 1034 19.57 z001 23.50 +0.19
ATTACK NONE 100K IMGNET STEAL  68.1 z0.03 63.1 =001 61.5 <001 89.0 +0.07

ATTACK B4B 100K IMGNET STEAL 10.35:019 12.37 x069 19.34 :001 68.93 :0.17
SYBIL B4B 4x25K IMGNET STEAL 33.15:004 30.23 1007 20.87 z001 72.19 z0.02

A.6.4. B4B vs Static Noise Addition Defenses

We compare our B4B against the current state-of-the-art baseline defense, namely
adding a static addition of noise to all the returned representations (as proposed
in [85] (Section A.4),[153, 205]). For the Table A.6.5, we use the same setup as in
Table 6.4.1 (with an ImageNet pre-trained encoder).

Our results show the following insights:

1. If the amount of noise is small (¢ = 0.1) then the performance drop is negligible
but for both a legitimate user (row 2) and an adversary (row 6). In this case, the
defense does not affect the adversary at all (compare rows 5 & 6).

2. If the amount of noise is large (¢ = 10) then the performance drop is large for
both a legitimate user (row 3) and an adversary (row 7). In this case, the encoder
is worthless for legitimate users since the performance is too low.

A.6.5. Additional Embedding Space Coverage Experiments

We present additional experiments on measuring the coverage of the representa-
tion space.

First, we use the same set-up as from Table 6.4.1 - SimSiam with ResNet50
pretrained on ImageNet. When querying the encoder with ImageNet-Full (includes
all 1000 classes) and LAION-5B datasets, they both occupy a large fraction of the
representation space of the victim encoder, as shown on Figure A.6.2. In contrast,
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CIFAR10 covers the smallest portion of the representation space as the simplest
dataset tested. ImageNet-Dogs (with only 118 classes for dog breeds) falls in the
middle, occupying more space than CIFAR10 but less than ImageNet-Full and
LAION-5B. Its intermediate coverage aligns with its mid-level difficulty compared
to the other datasets. As indicated by representation space coverage, stealing the
encoder is similarly effective with ImageNet-Full and LAION-5B datasets, as both
datasets cover a large fraction of the representation space. Overall, Figure A.6.2
demonstrates that: 1) our B4B can successfully protect the encoder model even
from attackers stealing with data that was not used to train the model (LAION-5B
in this case) and 2) while providing clean representation for users querying from
downstream tasks that are part of more complicated datasets (ImageNet-Dogs).
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Figure A.6.2. Fraction of Occupied Buckets (Embedding Space Coverage) for the
ImageNet encoder. Representations for the downstream datasets (CIFAR10, ImageNet -
Dogs) occupy a smaller fraction of buckets than representations from the complex ImageNet
or LAION-5B datasets. The underlying encoder is SimSiam pre-trained on ImageNet with
ResNet50.

Our method of measuring the embedding space coverage is not limited to a
particular encoder or dataset used for pretraining. We demonstrate this in Figure
A.6.3, showing the fraction of occupied buckets for a SimCLR [54] Resnet34 encoder
pretrained on CIFAR10.
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Figure A.6.3. Fraction of Occupied Buckets (Embedding Space Coverage) for the
CIFAR10 encoder. B4B can be applied to an encoder trained on CIFAR10. Representations
for the downstream datasets (FashionMNIST, SVHN) occupy a smaller fraction of buckets
than representations from CIFAR10, CIFAR100, and STL10 datasets. The underlying
encoder is SimCLR pre-trained on CIFAR10 with ResNet34.

Table A.6.5. Stealing and Using Encoders with Static Noise Addition Defenses vs.
Our B4B Defense. Adding a small amount of noise results in negligible drop in performance
for both legitimate user (row 2) and an adversary (row 6). Adding a large amount of noise
defend stealing (row 7), but significantly harm legitimate users at the same time (row 3).
Our B4B defense solves the above problem and provides high performance for legitimate
users (row 4) while effectively defending the encoder against stealing attacks (row 8).

USER DEFENSE # QUERIES DATASET TYPE CIFAR10 STL10 SVHN  F-MNIST
LEGIT NONE ALL TASK  QUERY 90.41 z002 95.08:0.13 75.47+004 91.22:0.11
LEGIT NOISE ¢=0.1 ALL TASK  QUERY 90.20:003 95.15:013 75.29:000 91.24+0.02
LEGIT NOISE =10 ALL TASK  QUERY 65.11:045 76.37x014 33.23:0090 65.83:0.13
LEGIT B4B ALL TASK  QUERY 90.24:011  95.05:01 74.96:013  91.7:0.01

ATTACK NONE 50K IMGNET STEAL  65.2:003 64.9:001  63.1:0.01 88.5 zo0.01

ATTACK NOISE 0=0.1 50K IMGNET STEAL 64.92:004 64.61:002 62.35:001 88.41:0.01
ATTACK NOISE =10 50K IMGNET STEAL  36.32:02 32.59:006 20.59:001 74.94:0.02
ATTACK B4B 50K IMGNET STEAL 35.72:004 31.54x002 19.744002 70.01x0.01
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A.6.6. Setting the Number of Buckets

Buckets occupied [%]

Buckets occupied [%]

We present our procedure to find an optimal number of buckets in Figure A.6.4.
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Figure A.6.4. Estimating Embedding Space Coverage through LSH on the SimSiam
Encoder. We extend the results from Figure 6.4.1(a) and present the fraction of buckets
occupied by representations of different datasets as a function of the number of queries
posed to the encoder. We consider different number of buckets in the LSH table. We observe
that 28 buckets is to small since queries from the ImageNet dataset saturate all the buckets
after around 50k queries, while the number 214 of buckets is too large since it is never
occupied more than 40%. Thus, the number 22 buckets is a good middle ground. Subfigure
(c) corresponds to Figure 6.4.1 from the main paper. We also use the same notation and
carry out our experiments in the same way as in Figure 6.4.1.

A.6.7. Results for DINO

We show that our defense is also applicable to the DINO encoder. The occupation
of the representations space is presented visually in Figure A.6.5. We also show
that the number of buckets 212 is optimal for DINO in Figure A.6.6. The impact of
transformation on the representations from DINO is shown Table A.6.7. Finally,
the end to end experiment for DINO is presented in Table A.6.6.
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Figure A.6.5. Representations from Different Tasks Occupy Different Sub-Spaces
of the Embedding Space. Presented for FashionMNIST, , CIFAR10, and
STL10. In this nlot. we used the DINO ViT Small encoder trained on ImageNet.
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Figure A.6.6. Estimating Embedding Space Coverage through LSH on the DINO
Encoder. The number of buckets is set to 2'2. We also use the same notation and carry out
our experiments in the same way as in Figure 6.4.1.
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Table A.6.6. Stealing and Using Encoders With and Without our Defense. The
model used in the experiments is DINO, with the following parameters for the cost function
A=107%, @ =1000, and B =60%, and the number of buckets equal to 2!2. We have to increase
the value of parameter a by x1000 since the norms of the DINO representations are also
around 102 higher than for SimSiam. We observe that B4B performs similarly on DINO as
for SimSiam.

USER DEFENSE # QUERIES DATASET TYPE CIFARIO STL10 SVHN F-MNIST

LEGIT NONE ALL TASK QUERY 94.51 +008 97.98 004 70.66 s0.16 89.98 +0.03
LEGIT B4B ALL TASK  QUERY 94.25 011 98.05 2004 69.66 5014 89.68 +0.01
ATTACK NONE 50K IMGNET STEAL 67.92 1004 66.02 :022 61.30 001 89.46 +0.01
ATTACK B4B 50K IMGNET STEAL 42.02:005 38.91:006 19.94:002  73.33+0.04
ATTACK NONE 100K IMGNET STEAL 75.07 z001 76.32 :002 71.79 x006 89.76 z0.01
ATTACK B4B 100K IMGNET STEAL 19.27:003 21.24:003 19.84:001 71.01:0.03
SYBIL B4B 50K+50Kk IMGNET STEAL 45.56:006 42.50:002 24.25:005 78.01:0.08

A.6.8. Additional evaluation of transformations

Additionally, we show the impact of transformations on the performance of
legitimate users in Table A.6.7 (for both SimSiam and DINO).

o GENERATE REPRESENTATIONS o TRANSFORM REPRESENTATIONS oTRAlN REFERENCE CLASSIFIER o TRAIN MAPPERS e REMAP & ASSESS REPRESENTATIONS
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Figure A.6.7. Protocol to Evaluate the Mapping Between Representations. We
present the protocol of evaluating remappings for two sybil accounts. @ API receives inputs
from two sybil accounts and generates corresponding representations. 9 Representations
are transformed on a per-user basis and returned. @) Adversary trains a reference classifier
on representations from account one. @ Adversary trains a linear model to find mapping
from representations of account two to representations of account one. @) To check the quality
of obtained mapping representations from test set of account two are mapped using the fixed
mapper (from step 4) to representation space of account one. This enables the calculation
of cosine distance between representations from account one and their counterparts from
account two shown in Figure 6.4.3. Additionally, the fixed reference classifier (from step 3)
can be used to measure the accuracy drop caused by remapping .
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Table A.6.7. Impact of Transformations on the Performance for Legitimate Users.
We show that the transformations applied per-account do not harm the performance of legit-
imate users on their downstream tasks. The victim encoders was trained on the ImageNet
dataset using SimSiam and DINO frameworks.

TRANSFORMATION ENCODER CIFAR10 STL10 SVHN F-MNIST
NONE Victim SimSiam ~ 90.41:0.02 95.08 z013  75.47 004 91.22 101
AFFINE SIMSIAM  90.24 .01 95.05:01  74.96 w015 91.42 015
PAD+SHUFFLE SIMSIAM 90.4 +o0.05 95.34 006  75.47 0.1 91.38 :0.15
AFFINE+PAD+SHUFFLE SIMSIAM 90.18 0.06 95.03 +0.05 74.86 0.1 91.35 o1

BINARY SIMSIAM 88.78 0.2 94.72 002 68.42 :0.16 88.91 +034
NONE Victim DINO 94.51 z008  97.98 2004 70.66 z0.16 89.98 +0.03
AFFINE DINO ¢ 94.25 .01 98.05 004  69.77 :01 89.68 w001
PAD+SHUFFLE DINO 94.72 002 98.07 0.0 70.44 101 89.91 0.0
AFFINE+PAD+SHUFFLE DINO 94.26 006 98.02 x0.01 69.49 102 89.70 x0.1

BINARY DINO 92.96 0.1 98.03 z003  59.53 1027 88.26 z0.04
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B. Supplement for Towards More Realistic

Membership Inference Attacks on Large

Diffusion Models

B.1. Broader Impact

In this work, we treat the membership inference attacks as a potential tool for
privacy protection. By applying these attacks to a model, we can highlight the
instances where images have been used in training without the appropriate consent.
As more individuals and organizations become aware of this possibility, we might see
a push towards more stringent data usage policies and ethical guidelines for machine
learning practices. The potential of these attacks to expose privacy violations could
serve as a catalyst for a broader dialogue on privacy rights and data ownership in
the digital age.

However, these benefits come with a significant caveat. The same mechanism that
can be used to protect user privacy can also be used maliciously. If a membership
inference attack is successful and achieves high accuracy, it could potentially lead to
personal data leakage. Thus, the dual implications of membership inference attacks
for diffusion models offer both a warning and a beacon. They highlight the need for
robust privacy protection measures while simultaneously alerting us to the potential
risks of personal data leakage.

B.2. Limitations

LAION-5B dataset, the source of data used both to train the Stable Diffusion
model and to create LAION-mi dataset does not contain the images, just URLs to
them. Therefore, to prepare a training set, one needs to first download the images
using the URLs, and then train the model. Since the content, that a URL points to
is out of our control, it might be a subject of edition or deletion, which we are unable
to handle. Because of that, we cannot guarantee with 100% certainty that every
member in LAION-mi is a real member of the Stable Diffusion model’s train set.
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In fact, during our experiments, we find out that approximately 10% of links are
dead, i.e. we cannot download images from them. This limitation is inherent to
the LAION-5B dataset, and therefore cannot be alleviated. Additionally, a URL to
an image from LAION-mi has to be alive to use it for the attack evaluation. We
argue that it is unlikely that a URL from the LAION-mi members subset that was
dead during training of the Stable Diffusion is now alive, however, we cannot rule
out such scenario. Fortunately, since it affects only the members set, it makes the
membership inference task harder, in effect saving us from the pitfalls described in
Section 7.4.

B.3. Stable Diffusion-v1.4 Training

Datasets Datasets used to train this model are as follows
e LAION-2B EN: a subset of the LAION-5B[203] with images’ descriptions in
English.
e LAION-Aesthetics V2 5+[202]: a subset of the LAION-2B EN dataset, in which
each image is scored using the LAION-Aesthetics_Predictor V2[201], and only
images with the Aesthetic Score above 5 are a part of it.

Stable Diffusion-v1.4 This version of the Stable Diffusion is first trained for 431k
steps using samples from LAION-2B EN, then fine-tuned for 515k steps using
LAION-Aesthetics V2 5+, and then fine-tuned for 225k steps on LAION-Aesthetics
V2 5+ again [190].

B.4. Loss Attacks

In this section, we discuss different approaches to perform the diffusion denoising
process in the white-box scenario. In each of the following setups, at every timestep,
we collect the Model loss, Latent error, and Pixel error described in Section 7.6.2.
These values are calculated based on the output of the UNet SD-v1.4 backbone using
the methods described below.

B.4.1. All Attack Methods

Here we describe all the methods used in our experiments. For all methods, the

classifier-free guidance is applied with scale 7.5 unless otherwise stated.
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. Partial denoising Following findings in [48] in this method, we start our
denoising process at the timestep 300 for the steps 26 up to the timestep 50.
Latent image representation is noised once, with scale agg, and then for each
step calculated from the UNet noise prediction.

. Partial denoising non-iterative is similar to the Partial denoising method,
but at each timestep we pass a newly noised latent representation of the image
to the UNet, instead of the output of the previous timestep’s inference through
UNet. The main intuition behind this is to see whether the information about
membership gets lost or accumulates during the iterative denoising process.

. Partial denoising latent shift follows the Partial denoising attack method,
but at the middle timestep 170 we shift the latent representation of the image
by a scaled random noise. The intuition behind this method is that the member
samples should return to the correct trajectory after the shift better than the
nonmember samples enabling us to better identify the member samples.

. Partial denoising text shift is similar to the Partial denoising latent shift,
but instead of shifting the latent representation of the image, we shift the
text embedding by a random noise N(0,I) x 0.1 before passing it to the UNet.
The intuition here is the same as in the partial denoising latent shift method,
but we want to see if the text embedding is more important than the latent
representation of the image.

. Partial denoising bigger text shift is identical to the Partial denoising text
shift, but the noise added to the text embedding is scaled by 0.5 instead of
0.1. We want to test if adding more noise to the text embedding benefits the
performance of the attacks.

. Partial denoising wrong start In this method we follow the Partial denoising,
but the starting latent representation of the image is noised using a; from the
wrong timestep, ¢ = 100 instead of ¢ = 300. We want to test whether we can
extract more information about the membership if we apply lower noise to the
latent representations at the beginning of the process than UNet expects.

. Full denoising start 100 is similar to the Partial denoising wrong start method,
but we perform an almost full denoising process, starting on timestep and 900
ending at timestep 0, denoising every 100 and starting from the latent noised
with a9 noise scale.

. Full denoising start 100 text shift is close to the Full denoising start 100,
but we shift the text embedding by a random noise N(0,I) * 0.1 before passing it
to the UNet.

. Full denoising start 50 is similar to the Full denoising start 100, but the
starting latent is noised using a5y instead of a¢g.
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10. Full denoising start 300 is like the Full denoising start 100, but the starting
latent is noised using a3y instead of a1¢g.

11. Short denoising start 300 In this method, we perform a short denoising
process, starting from timestep 200 ending at timestep 0 every 100 steps instead
of the full one. The latent representation of the image is noised using a3o.

12. Reversed noising We perform 10 denoising steps for timesteps from 900 to 0.
The image latent representation we get from the VAE encoder is noised using
noise scales a; in reverse order, e.g. at timestep 800 we pass the latent noised
with a199 to the UNet. Additionally, during inference, we use classifier-free
guidance on the guidance scale 100. The text embedding passed to UNet remains
unchanged. The intuition behind the attack is that member samples will behave
more robustly than nonmember samples under such conditions.

13. Full denoising start 300 no cfg is similar to the Full denoising start 300, but
we do not use the classifier-free guidance. We want to see if the classifier-free
guidance is beneficial for the attacks performance.

14. Full denoising start 100 non-iterative. This method is identical with the
Full denoising start 100, but at each timestep we pass newly noised latent
representation with scale a1oo of the image to the UNet, instead of the output
of the previous timestep.

15. Reversed noising regular cfg resembles the Full denoising start 100 non-iterative
attack method. The latent representations we pass to the UNet are noised using
a; from the timesteps in the reversed order, i.e. from 0 to 900, so the first latent
passed to the UNet is noised using a(, while UNet receives timestep 900 as
input. The classifier-free guidance is applied with scale 7.5.

16. Reversed denoising In this method, we reverse the order of timesteps at
which we perform denoising using UNet. We start from the timestep 0 and then
go up to the timestep 900, for 10 steps in total. Similarly as in the baseline
loss threshold method, we apply noise to the latent image representation once,
but this time using noise scale a199. At each timestep we measure all losses
described in Section 7.6.2 and use them to evaluate the attack. The intuition
here is similar as in the Reversed noising method, but here we test if the iterative

nature of the diffusion denoising process will magnify this effect.

B.4.2. Classifier Attack

In addition to the threshold attack type described in 7.6.2 we also introduce the
classifier attack type. Classifier attack builds on top of the threshold attack. It uses
a binary classifier C to predict the membership of an image x based on the losses
collected during inference through the diffusion model. The classifier is trained on a
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set of images with known membership and returns a probability of membership for
a given image. We then perform a threshold attack on the classifier’s output.

We train four model classes: Logistic Regression (LR), Decision Tree Classifier
(DTC), Random Forest Classifier (RFC), and Neural Network binary classifier (NN).
The classifiers are trained in the binary classification task, with the member samples
as positive examples and the nonmember samples as negative examples. The input
for every classifier consists of the vector of the loss values we collect at every timestep.
For the Logistic Regression (LR), Decision Tree Classifier (DTC) and Random Forest
Classifier (RFC) we perform Grid Search with k-Cross Validation, 2 =5 for each fit.
The hyperparameters used for the classifiers are described in Table B.4.1. Note that
we perform the Grid Search for every fit separately, therefore we do not report the
best parameters in our table, since they turn out to be different for different fits.

For the Neural Network classifier (NN) we use the following architecture: 3 fully
connected layers, with the input size of 3 x timesteps (since for different methods we
have a different amount of data), hidden size of 10 and a single output for the binary
classification. We use ReLLU activation function for the hidden layers and Sigmoid
for the output layer. We use Adam optimizer with a learning rate 0.001 and binary
cross entropy loss. We train the classifier for 100 epochs with batch size 32 and early
stopping. We use the best model from the early stopping for the evaluation.

Following 7.6.4 we fit our models 100 times on 100 different training sets sampled
from the whole attack set and evaluate them on the remaining evaluation sets. We
report the mean and standard deviation of the metrics for the 100 fits. The results
are presented in Table B.4.2.

Table B.4.1. Hyperparameters used for the classifiers: Logistic Regression (LR),
Decision Tree Classifier (DTC) and Random Forest Classifier (RFC).

Classifier Hyperparameter Values
LR C [0.01, 0.1, 1, 10, 100]
DTC max_depth [2, 8, 16]
min_samples_split [2, 8, 16]
RFC n_estimators [10, 100, 1000]
max_depth [2, 8, 16]

B.4.3. Results

Following our evaluation method described in Section 7.6.4 we report our results
for each method in Table B.4.2 for threshold attacks, and in Table B.4.3 for classifier
attacks.
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Table B.4.2. Threshold attack results for each method. We see that for each attack
method Model loss gives out better performance of threshold attacks compared to Latent or
Pixel error. It is also more robust for the denoising procedure modification than Latent Error,
dropping to at most 2%, while Latent error performance can drop to 1.1%. Pixel error seems
also more stable than Latent Error, but we cannot achieve as high results as for the Model
loss or Latent error. The high discrepancy between different attack methods points that we
can indeed influence the amount of membership information extracted during influence,
with some methods performing better on Model loss and some on other losses, Pixel and
Latent error.

Loss MODEL LoOSS LATENT ERROR PIXEL ERROR
METHOD
PARTIAL DENOISING 2.3%+0.61 2.4%+0.62 1.7%=+0.68
PARTIAL DENOISING NON-ITERATIVE 2.3%+0.68 1.1%+0.46 1.39%+0.59
PARTIAL DENOISING LATENT SHIFT 2.3%+0.62 2.24%+0.9 1.6%+0.62
PARTIAL DENOISING TEXT SHIFT 2.2%+0.57 2.28%+0.57 1.7%+0.64
PARTIAL DENOISING BIGGER TEXT SHIFT 2.3%+0.62 2.22%+0.75 1.74%+0.6
PARTIAL DENOISING WRONG START 2.2%+0.69 2.13%+0.85 1.99%+0.56
FULL DENOISING START 100 2.08%+0.64 1.1%+0.41 1.84%+0.6
FULL DENOISING START 100 TEXT SHIFT 2.01%=+0.6 1.1%+0.43 1.8%+0.6
FULL DENOISING START 50 2.0%+0.6 1.15%+0.38 1.95%+0.55
FULL DENOISING START 300 1.99%+0.61 1.34%+0.49 1.72%+0.64
SHORT DENOISING START 300 2.32%+0.67 2.06%=+0.72 1.57%+0.67
REVERSED DENOISING 2.25%+0.64 2.17%+0.64 2.03%+0.55
FULL DENOISING 300 NO CFG 2.07%=+0.62 1.45%+0.52 1.7%+0.6
FULL DENOISING 100 NON-ITERATIVE 2.2%+0.55 2.18%+0.75 1.91%+0.53
REVERSED NOISING REGULAR CFG 2.5%+0.74 2.03%=+0.6 1.92%+0.5
REVERSED NOISING 2.51%+0.73 1.26%=+0.52 1.9%+0.51

We conclude that extraction of the membership information from the attacked
model can be improved by modifying the diffusion denoising process by altering
the timesteps, latent representations, and text embeddings. We also see that the
information about membership can be better extracted by using classifier attack,
but for most methods, a simple threshold attack outperforms the classifier attack.

We also observe that different methods achieve visibly different performance on
different timesteps, which points out that the timing of loss measurement is also
really important when performing the threshold attack, see Figure B.4.1. We see
the importance of to collecting all three losses on each timestep, with the biggest
difference visible for the Reversed noising method, with the worst result around
0.5% and the best around 2.5% for Latent error at timestep 0 and Model loss at
timestep 500. We derive the following insights from these plots. Applying the
denoising process iteratively instead of passing the newly noised latent to the UNet
greatly benefits the Latent and Pixel error threshold attacks, while slightly reducing
the effectiveness of threshold attacks on the Model loss. Shifting the latent by a

random noise mid-inference affects the results negatively, with the biggest drop
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Table B.4.3. Classifier attack results for each method. Same as in Tab. B.4.2 we
observe that for different attack methods the same model classes achieve visibly different
performance. This again confirms that we are able to obtain more information about the
membership of samples by influencing the whole denoising process of the large diffusion
model. Unsurprisingly, we are able to outperform the simple threshold attacks, because
the membership information ends up spread out on different timesteps and losses. Using
classifier attack we can combine the information from the whole inference procedure and
make better predictions. Surprisingly, it seems to be harder to perform such attacks in
the TPR@FPR=1% regime. For almost all methods and model classes we are not able to
outperform the simple threshold attacks, especially on the Model loss. For almost all methods
the Random Forest Classifier model outperforms all other model types, with the exception
of Reversed noising regular cfg method data fitted using Logistic Regression. Decision Tree
Classifier fails to be better than a random guess for almost all methods, and the Neural
Network classifier also fails to deliver satisfying results.

CLASSIFIER CLASS LR DTC RFC NN
METHOD

PARTIAL DENOISING 1.83%+0.87 0.67%=+1.09 2.27%+0.76 1.50%+0.92
PARTIAL DENOISING NON-ITERATIVE 2.24%+0.86 1.10%+1.12 2.35%+0.88 1.52%+1.03
PARTIAL DENOISING LATENT SHIFT 1.94%+0.92 0.86%+0.94 2.35%+0.86 1.40%+0.91
PARTIAL DENOISING TEXT SHIFT 1.71%+0.87 0.49%+0.84 2.43%+0.93 1.40%+1.00
PARTIAL DENOISING BIGGER TEXT SHIFT 2.14%+1.01 0.80%=+1.13 2.30%+0.73 1.49%+0.90
PARTIAL DENOISING WRONG START 1.50%+0.70 0.74%+1.08 2.26%+0.87 1.51%+0.92
FULL DENOISING START 100 1.09%+0.56 0.54%+0.74 1.89%+0.85 1.30%+0.76
FULL DENOISING START 100 TEXT SHIFT 1.10%+0.62 0.62%=+0.76 1.88%+0.80 1.24%+0.69
FULL DENOISING START 50 1.16%+0.68 0.70%+0.68 1.89%+0.78 1.31%+0.78
FULL DENOISING START 300 1.21%+0.58 0.42%+0.85 1.87%+0.87 1.39%+0.80
SHORT DENOISING START 300 1.94%+0.91 0.54%+0.83 2.31%+0.91 1.49%+0.85
REVERSED DENOISING 1.96%+0.96 0.80%=+1.17 2.37%+0.98 1.26%+0.78
FULL DENOISING 300 NO CFG 1.31%+0.73 0.31%=+0.65 1.78%+0.78 1.37%+0.82
FULL DENOISING 100 NON-ITERATIVE 1.60%+0.77 0.68%=+1.05 2.19%+0.85 1.60%+0.73
REVERSED NOISING REGULAR CFG 2.41%+1.09 0.47%+1.03 2.17%+0.84 1.40%+0.82
REVERSED NOISING 1.98%+0.97 0.41%=+1.02 2.75%+1.03 1.62%+0.86

in performance for the Model loss. Shifting text embedding by a random noise
for different noise scales (0.1 and 0.5) does not make any significant difference in
terms of the final results, generally being slightly harmful to the performance of the
threshold attack. The mismatch between the actual and latent noise timesteps is
by far the most impactful modification we implemented. We see improvements on
the Pixel error threshold attacks for Partial denoising wrong start method, where
we start from the latent noised with the noise scale of @; = 100 and denoising from
the timestep 300 to 50. However, for the Full denoising attack methods we see that
different noise scales applied to the starting latent representations do not change the
performance. Applying the classifier-free guidance seems to be insignificant for the
final results (see Full denoising 300 vs Full denoising 300 no cfg), but increasing the
guidance scale (from the default 7.5 to 100) reduces the effectiveness of the threshold
attacks on Pixel and Latent error. The best results are obtained when we reverse
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Figure B.4.1. Attack performances on different losses in different timesteps for
each attack method for the threshold attack type. The solid line indicates the mean
value of the TPR@FPR=1% metric from 100 experiments, and the shaded area is the 95%
confidence interval.

the order of noise scales used to apply noising on the latent representation of the
input image, while the input timesteps we pass to UNet remain in the normal order.
We also see in Tab. B.4.3 that these methods allow the classifier attacks to achieve
the best results, suggesting that this approach extracts the most data about the
membership from the model.

B.5. Experiments Randomization

Here we highlight the need to perform the randomization described in Section
7.6.4. For each of the methods described in Appendix B.4 we show the differences
between the best, mean and worst results for each attack from the separate runs.
We also visualise these differences for the classification attack type. We can observe
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a mismatch between mean and best results for all of the attacks, some of them
being even three times worse than the best ones (Partial denoising method). When
the available size of the nonmembers set is relatively small, the randomization
is crucial to obtain reliable results, especially when proposing attacks based on
more sophisticated methods that require training a classifier, which is the case in
the classifier attack type. In this case, we suggest splitting the whole attack set
randomly in the way described in Section 7.6.4 into training and evaluation sets,
then training the classifier, and repeating the whole procedure for at least 100 times.
The reported results should be the mean of the results for each attack from each
run. In this way, we can mitigate the influence of the potential outliers and obtain
more reliable results.

Visualisation of the mismatch between the best, mean, and worst results can be
found in Figure B.5.1 for the threshold attacks and Figure B.5.2 for the classifier
attacks.
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Figure B.5.1. Min, mean, max TPR@FPR=1% for different methods and losses,
threshold attack type. Solid line indicates the mean value of the TPR@FPR=1% metric
from 100 experiments, and the shaded area is the 95% confidence interval.
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B.6. Overfitting Impact on Membership Inference
Attacks

In this section, we present the results of our experiments on overfitting on the
POKEMON dataset from Section 7.6.4. We finetune the original StableDiffusion-v1.4
using the default method from [123] for 30000 train steps with the learning rate
0.00001 and gradient accumulation of 4. Every 5000 steps we save the partially
finetuned model.

The attack method we use to perform for this section is the Baseline loss threshold
method, described in Section 7.6.3. The ROC curves and TPR@FPR=1% results
for different checkpoints can be found in Figure B.6.1a. We can observe that the
model is overfitting to the training set, as the TPR@FPR=1% results are significantly
better for the checkpoints from the later stages of the training. This is in line with
the findings in [47], which also show that model loss based membership inference
attacks give better results when the model is overfitted. This issue seems to be not
addressed in some of the previous contributions, e.g. in [79] authors claim really
good performance of their attacks on the finetuned version of the SD-v1.4 model on
the same dataset.
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Figure B.6.1. Figure B.6.1a shows how overfitting correlates with the attacks performance.

Figure B.6.1b shows the Wasserstein Distance calculated between the losses of members
and nonmembers sets for each checkpoint.

202



B.7. Fine-tuned Shadow Models for Large Diffusion
Models

Training a new Stable Diffusion model from scratch multiple times is in prac-
tice infeasible. Thus, it is impossible to directly apply the existing shadow model
attack in this case. To overcome this limitation we focus our analysis on model
fine-tuning, rather than training from the start. Motivated by the state-of-the-art
results achieved by shadow model membership inference, we draw inspiration for
our approach from the offline LIRA attack introduced in [47]. Intuitively, we aim to
answer the question "is there a difference between finetuning the model on member and
nonmember samples?". To overcome the memory requirements for storing multiple
versions of the Stable Diffusion models we apply fine-tuning with LoRA [121].

First, we sample n nonmember samples from LAION-mi. For each single sample,
we finetune the Stable Diffusion v1.4 model on a single training step at ¢ = 100 using
LoRA. We measure the ratio of the training loss after and before the finetuning. We
repeat that procedure for » member samples from LAION-mi. Thus we obtain loss
ratio distributions for shadow models finetuned on member (D,,.,,) and nonmember

(D onmem) samples. For inference, we fine-tune the model on the new sample using

Pr[l *|Dmem]
Prlix|Dnonmmem]

the same procedure, obtaining the corresponding loss ratio /x. If >7T
we classify the sample as a member.

This attack can only be performed in the white-box scenario. The attacker needs
to have access to the model weights to perform the fine-tuning.

We evaluate our method on 100 subsets of 1000 member and 1000 nonmember
samples randomly selected from 4000 samples from each set. The approach based on
shadow models achieves TPR@FPR=1% equal to 2.21% + 1.11. The performance of
the attack is thus comparable with the attacks described in Section 7.6.3. Although
shifting the focus of shadow models from full training to finetuning using LORA
enabled us to apply this kind of approach, the resources required to execute this

attack are still significantly larger than for the methods described in Sec. 7.6.3.

B.8. LAION-mi Samples

In this section we provide a random sample of the LAION-mi dataset, 16 images
from the nonmembers set and 16 images from the members set, see Figure B.8.1.
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Figure B.8.1. Visualization of the random subset of LAION-mi dataset

B.9. GPU Cost

To conduct the experiments for this paper we utilized 4000 hours of Nvidia A100
GPU compute.
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C. Supplement for CDI: Copyrighted Data
Identification in Diffusion Models

C.1. Broader Impact

Our research addresses the pressing issue of verifying the ownership of data used
for training large image generation models, as highlighted by recent legal disputes
[28]. By introducing CDI, we aim to enable data owners to verify if their data was
(illegitimately) used for training DMs. Our work contributes to a more transparent
and accountable ML ecosystem, aligning with broader societal values of fairness and
respect for data ownership. We anticipate CDI will have a positive impact on both
the ML community and society, promoting responsible and fair development of ML
models. We make our code available at https://github.com/sprintml/copyrighted_

data_identification.

C.2. Limitations

In this paper, we assess the effectiveness of CDI for image generation DMs.
Although we believe that our methodology extends well to other modalities such as
text or video, we do not perform an experimental evaluation in these areas. Our
research focuses on diffusion models as the current state-of-the-art image generators
widely employed in commercial applications. While acknowledging the existence of
alternative generative image models, which have recently been shown to demonstrate
comparable capabilities [130, 199], we choose to focus on DMs within the scope of our
research. We note that CDI requires at least gray-box access, i.e. DM’s predictions
at an arbitrary timestep ¢ to be effective. This limitation stems from the lack of
reliable, strictly black-box MIA methods for DMs, i.e., methods that leverage only
the final generated image, while avoiding the pitfalls described in App. C.4.
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C.3. Additional Background

C.3.1. Previous Membership Inference Attacks against DMs

We present the previous MIAs against DM that provide the initial set of features

we use for our CDI.

Denoising Loss by Carlini et al. [48]. The common intuition for utilizing the loss
function of the model is that its values should be lower for the training set (members)
than validation or test set (non-members). Formally, we follow LiRA [47], and its
extension to DMs [19], and for each sample, we compute |l¢ - fg(zt,t)llg at ¢t = 100.
Note, that z; is obtained by adding ¢ ~ N(0,I) to the original z, a process which, by
its stochasticity, introduces noise to obtained scores. car [19] suggest to address this
issue by computing the loss for five z; noised using different ¢. The final feature is
the mean of these five measurements.

SecMlIgiat by Duan et al. [79]. The feature is based on the assumption that the ef-
fect of the denoising process should restore member samples better than non-member
samples. Duan et al. [79] formalizes this idea by introducing ¢-error, a metric that
aims to approximate the estimation error of fy on a given z. More specifically,
t-error is defined as ||1//9(<p9(§t,t),t)—@g(zo,t)llg, where yg(zs,8) = 2,1 = VA1 fo(ze, 1) +
VI=a;_1fe(z;) is the DDIM [215] denoising step, ¢o(zs,t) = zi41 = VA1 fo(ze, ) +
VI=a1fo(zs,t), is the DDIM sampling inverse step, fy(zs,t) = L\/';_ttfe(zt”, @ =
]'[2:O ar, and ®y(zs,t) = Pg(--- Ppg(pg(zs,8),s + 1),--- ,t — 1) is the deterministic reverse.
t-error, intuitively, should hold lower values for member samples.

PIA by Kong et al. [137]. PIA builds on the notion that, under DDIM sampling
settings, given z and any z;, one can determine the ground truth trajectory consisting
of intermediate z;, s € (0,¢). Subsequently, fy learns to reflect this trajectory and is
more competent in it for members. Capturing that difference can act as a membership
signal, defined as |f4(2,0) - fo(v/@zz + VI—d:fp(2,0),0)l5, where @; =[I,_, ax, and ¢ =
200. The feature should be lower for members.

PIAN by Kong et al. [137]. An important consideration in PIA is that fy(z,0) follows
a Gaussian, i.e., fy(z,0) ~N(0,I), as it should make the attack more performant. To
assure that, Kong et al. [137] propose PIAN (normalized PIA), as an extension of their
method. Formally, fy(z,0)=C-H -W\/g i }Z;"((ZZ ’00))”1 with C,H,W denoting the channels,
height, and width of the input sample, respectively. However, our experiments

206



KDE plots for DiT256 model with CDI (Ours)
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Figure C.3.1. KDE plots for varying |Piest |. We use the DIT256 model.

in App. C.21 and section 8.5.1 indicate that this intuition does not translate to latent
DMs, which is in line with findings from the original paper [137].

C.4. On the Mismatch in MIAs Results

Contrary to the promising results of SecMIg;,t, PIA, and PIAN, our evaluation
in App. C.21 shows that these attacks fail to reach performance significantly higher
than random guessing. The following is a methodological analysis of issues in the
experimental setup proposed in [79, 101, 137]. We identify three pitfalls in their
experimental settings: (1) usage of toy models, (2) overfitting to the evaluation set,

and (3) distribution mismatch between members and non-members sets.

C.4.1. Pitfall 1: Toy Models

MIAs performance is directly correlated with the level of overfitting in the at-
tacked model [195, 211]. Unfortunately, it is a common approach to evaluate the
MIAs against DMs on very small toy models, trained or fine-tuned on small-scale
datasets like CIFAR10 [141], as it speeds up the inference. This in turn can lead to
elevated performance which is further reported in published works [79, 101, 137],
e.g., the TPR@FPR=1% at the level of 10% for SecMI;,t and 30% for PIAN. We argue
that evaluating any type of MIA in such setting is flawed, and provides incorrect
insight on the performance of the proposed MIA.

In contrast to previous works, we focus only on evaluating success of CDI on
non-overfitted large DMs from official repositories, trained on high-scale datasets
like ImageNet.

C.4.2. Pitfall 2: Overfitting to the Evaluation Set

SecMInns [79] in its official implementation uses the evaluation set for selection
of the best-performing classifier!.

1 https://github.com/jinhaoduan/SecMI/blob/main/mia_evals/secmia.py#L358
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C.4.3. Pitfall 3: Mismatch in Distribution of Member and Non-Member Sets

dub [33] highlight the importance of members and non-members sets being
indistinguishable from each other in order for the results of MIAs being reliable.
Indeed, the mismatch between these can be enough for any classification-based
method to succeed, without the context of attacked model. More importantly, a
simple Loss attack [43] also benefits from this pitfall, as out-of-distribution (incorrect
non-members) samples usually achieve significantly higher values of model loss
objective than in-distribution samples (members, or correct non-members, e.g., test
set). Unfortunately, Duan et al. [79] for evaluation of their SecMI, as well as Kong
et al. [137] for PIA on SOTA Stable Diffusion [24] utilize an external dataset, namely
COCO [231], as their non-members set. In effect, it casts doubt on the reported
success of their methods.

In our work we avoid this problem by using validation sets of the DMs as the
source of non-members samples.

C.5. On Reporting p-Values

To ensure the reliability of the statistical test results reported for CDI, we adopt
the following approach. We repeat the t-tests 1000 times on features obtained from
randomly sampled subsets of P and U, aggregating the resulting p-values. We
consider various p-value aggregation methods as reviewed by [139, 234], and make
our final decision based on the specific context in which we apply CDI.

In our framework, we assume that CDI is executed by an arbitrator approached
by a victim whose private data might have been used in the training of a DM.
Each execution of the t-test represents data verification for a single data owner,
with each p-value corresponding to the test outcome for an individual case. To
appropriately represent the performance of our method in this setting, we report
p-values aggregated using an arithmetic mean over the success for all data owners.

This aggregation method is a conservative approach for reporting our results
(comparing to e.g., harmonic mean). This is due to the vulnerability of the arithmetic
mean to outliers as the p-values are strictly positive, and the mean can be saturated
easily by a single large value. In contrast, harmonic mean can be too easily brought
down to almost zero by a single good result which would overstate the success of our
method.
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C.6. Impact of the Size of the Pt on CDI Confidence

We present a visualization of the impact of the size of the Piest on the confidence
of CDI in fig. C.3.1. We sample n =10,100,1000,10000 samples randomly from Pyt
and Utest, and apply CDI. We observe that when we increase the size of Piegt the
method becomes more stable and more confident. This is an inherent feature of
statistical testing, a core element of CDI.

C.7. Additional Features

As noted previously, Latent Diffusion Models represent the state-of-the-art in
high-resolution image generation for DMs. Such models are two-stage architectures,
where the diffusion process occurs in the latent space of an autoencoder. This
observation introduces another potential angle for MIA on latent DMs. We note
that CDI can be extended by incorporating signal from features specifically tailored
for the autoencoder part of the model. However, it is important to recognize that
the diffusion backbone and the autoencoder are separate models, which can be
trained on different datasets. This necessitates caution when deciding whether to
incorporate features extracted from the encoder. Nonetheless, in cases where both
the autoencoder and the DM are trained on the same dataset, we claim that the
performance of CDI can be further boosted by incorporating membership signals
from the autoencoder. To this end, we propose an additional feature that can be
utilized in such scenarios.

Autoencoder Reconstruction Loss (ARL). The goal of this feature is to
extract differences in the autoencoder reconstruction errors between members and
non-members, where members should exhibit significantly lower errors. To obtain
the features, we first note that the current state-of-the-art DMs consist of the pixel
and latent spaces [24]. For our ARL feature, we leverage the two-stage structure of
DMs and extract the membership signal directly in the pixel space, which contains
an autoencoder with the encoder part & and decoder D. Given an input image
x, the encoder £ encodes x into a latent representation z = £(x). The decoder D
reconstruct the image from the latent z, yielding ¥ = D(z) = D(E(x)). The autoencoder
reconstruction loss serves as the ARL feature computed as ||x — @(E(x))llg.

However, for all the models on which we perform our experiments, the autoencoder
was trained on different dataset than the diffusion backbone. The LDM model utilizes
VQ-VAE[182] trained by rom [24] on the Open Images Dataset V4 [142] dataset.
All other models use KL autoencoder [24, 135] provided by Stablility Al [25]. This
model was first trained on the Open Images Dataset V4 and then finetuned on
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subsets of LAION-Aesthetics [203] and LAION-Humans [203] datasets. To keep
compatibility with existing models trained by Stability AI, only the decoder part
was finetuned. Accounting for the difference between the underlying autoencoder
and diffuser training datasets present in all models on which we evaluate CDI we do
not employ the ARL feature in our framework in this paper. However, we note that
it constitutes another source of membership signal applicable in cases when both
stages of the latent DM were trained on the same dataset.

C.8. Extending CDI

CDI provides an inherently flexible framework for identifying data collections
used in the training of DMs. In this section, we discuss how CDI can be extended
with additional feature extraction methods and applied to a broader range of DM
architectures and data modalities.

C.8.1. Extending CDI with Features from Novel MIAs

As the field advances, CDI can be extended with additional feature extraction
methods based on novel MIAs. We demonstrate this by incorporating CLiD [258]
as a feature extraction method within CDI. First, in Table C.8.1, we show that
the performance of CLiD MIA remains limited for models trained on ImageNet
(first five columns). While it significantly outperforms previous MIAs, as com-
pared to table C.21.1, it still does not allow reliable membership identification for
ImageNet-trained models. Note that we do not evaluate CLiD on U-ViT256-Uncond,
as it requires both conditional and unconditional inputs to the DM.

Table C.8.1. CLiD [258] MIA results at a TPR@FPR=1%. Values in the table are in %.

Model LDM U-ViT256 DiT-256 U-ViT512 DiT512 U-ViT256-T2I U-ViT256-T2I-Deep

TPR@FPR=1% 1.52 2.18 2.74 2.03 2.00 10.91 24.11

Next, we employ features from CLiD in CDI and present in Table C.8.2 that it
further improves our method. This confirms our premise from Section 8.4.2, that
more meaningful features improve our method. It also demonstrates how CDI benefits
from advancements in MIAs. When we extend CDI with CLiD, the method needs as
few as 30 samples to identify data collections used in DM training.

C.8.2. Extending CDI to Novel DMs

With new DM architectures introduced, CDI can be applied to a broader range of
DMs. In Table C.8.3, we evaluate the performance of CDI on SiT [156], MDT [103],
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Table C.8.2. Effect of extending CDI with features extracted using CLiD. We report
the minimal sample size of P needed to confidently reject the null hypothesis with CDI.

Model LDM U-ViT256 DiT256 U-ViT512 DiT512 U-ViT256-T21 U-ViT256-T2I-Deep

Base CDI 6000 3000 2000 2000 1000 200 70
With CLiD 4000 700 400 2000 700 50 30

and DiMR [151], and show that it successfully identifies the data collections used in
DM training.

Table C.8.3. Performance of CDI on additional DMs. We report the minimal sample
size of P needed to confidently reject the null hypothesis with CDI.

Model SiT-XL/2 MDTv2-XL/2 MDTv1-XL/2 DiMR-XL/2R DiMR-G/2R

[P| 300 300 200 2000 2000

C.8.3. Extending CDI to Other Data Modalities

CDI framework is inherently flexible and can be applied to data modalities beyond
images, such as text or audio. This extension is straightforward due to the use of
feature extraction methods that operate in the latent space of DMs.

Table C.8.4. Model details. We report the training details for the models used in this
paper in the context of the minimal sample size of P needed to confidently reject the null
hypothesis with CDI.

LDM256 U-ViT256 DiT256 U-ViT512 DiT512 U-ViT256-Uncond U-ViT256-T2I U-ViT256-T2I-Deep

Model parameters  395M 500M 675M 500M 676M 44M 45M 58M
Training steps 178k 500k 400k 500k 400k IM IM IM
Batch size 1200 1024 256 1024 256 256 256 256
Dataset ImageNet ImageNet ImageNet ImageNet ImageNet COCO COCO COCO
Dataset size 1.2M 1.2M 1.2M 1.2M 1.2M 83k 83k 83k
Min. P size 6000 3000 2000 2000 1000 300 200 70

C.9. Experimental Setup

C.9.1. Models

We evaluate the effectiveness of CDI on publicly available state-of-the-art DMs.
This section provides an overview of the models used in our experiments. For more
detailed information about these models and their training procedure, readers
are encouraged to consult the original papers. Additionally, we make the model
checkpoints readily accessible for download to facilitate the replication of our results.
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Table C.9.1. Feature extraction time for different features. Time in seconds is given
for processing 1 batch of 64 samples on an A100 GPU.

LDM256 U-ViT256 DiT256 U-ViT512 DiT512 U-ViT256-Uncond U-ViT256-T2I U-ViT256-T2I-Deep

Denoising Loss 4.06 10.55 12.87 9.64 40.77 2.01 2.28 2.69

SecMliq¢ 8.41 23.22 22.16 26.35 96.02 3.27 4.09 4.90

PIA 5.21 6.45 6.87 8.77 26.04 1.72 2.24 2.56

PIAN 5.58 6.93 7.22 9.21 28.04 1.94 2.42 2.78
Gradient Masking (GM) 31.90 81.67 72.42 90.33 110.57 9.14 11.56 15.49

Multiple Loss (ML) 7.11 20.28 18.42 22.55 70.28 2.92 3.45 4.26
Noise Optim (NO) 94.64 64.12 64.17 78.14 181.33 182.23 205.78 120.26

All models, with the exception of LDM256 utilize ViT[75] as the diffusion back-
bone. LDM256 uses the UNet architecture [192] instead, being prior work in the
area of latent DMs.

LDM256 - a class-conditioned LDM checkpoint provided by rom [24], trained on
ImageNet dataset in 256x256 resolution. The diffuser backbone of this model is a
UNet architecture with 395M parameters.

DiT256, DiT512 - class-conditioned DiT-XL/2 checkpoints provided by Peebles
and Xie [174], trained on ImageNet dataset in 256x256 and 512x512 resolutions
respectively. DiT256 has 675M parameters and DiT512 has 676M parameters.

U-ViT256, U-ViT512 - class-conditioned U-ViT-Huge/4 checkpoints provided by
Bao et al. [40], trained on ImageNet dataset in 256x256 and 512x512 resolutions
respectively. U-ViT256 has 500.8M parameters and U-ViT512 has 500.9M parame-
ters.

U-ViT256-T2I - a text-conditioned U-ViT-Small/4 checkpoint provided by Bao
et al. [40], trained on COCO dataset in 256x256 resolution.

U-ViT256-T21-Deep - a text-conditioned U-ViT-Small/4-Deep checkpoint provided
by Bao et al. [40], trained on COCO dataset in 256x256 resolution. The model
architecture differs from U-ViT256-T21 by having a larger number of transformer
blocks (16 instead of 12). U-ViT256-T2I and U-ViT256-T2I-Deep have 45M and 58M
parameters respectively.

U-ViT256-Uncond - an unconditioned U-ViT-Small/4 checkpoint trained on COCO
dataset in 256x256 resolution. We train the model for 1.000.000 training steps, fol-
lowing the configuration used by Bao et al. [40] for U-ViT256-T2I checkpoint. Namely,
we use AdamW/[154] optimizer (Ir 2 x 1075, weight decay 0.03, betas (0.99,0.99)) and
batch size 256. U-ViT256-Uncond has 44M parameters.

C.9.2. Compute Resources and Feature Extraction Time

We compute our experiments on A100 80GB NVIDIA GPUs on an internal cluster,
amounting to 150 GPU-hours. Training the U-ViT256-Uncond model requires
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Figure C.9.1. Results of CDI for U-ViT256-Uncond for different number of model’s
training steps Solid lines indicate aggregated p-values aggregated over 1000 randomized
trials for each size of P, shaded areas around the lines are 95% confidence intervals. The
higher the number of the model’s training steps the fewer suspect samples are required from
the data owner to confidently reject Hy.

additional 80 GPU-hours. We provide the time needed to extract features from a
batch of 64 samples in table C.9.1. Fitting the scoring model s of CDI does not require
GPU utilization and can be executed in a negligible time (<10 seconds) on a CPU.

LDM256 DiT512 U-ViT256-T2I Number of samples
50
100
300
500
—— 1000
— 3000
— 5000
— 10000
—=- p-value: 0.05
——- p-value: 0.01

0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
Non-members ratio Non-members ratio Non-members ratio

Figure C.9.2. Impact of non-members ratio in P on CDI, and resilience against false
positives. The lines represent p-values for a given non-member ratio while varying sizes
of P. Note that for the non-members ratio of 1 (all samples in P are non-members), the
p-values are always significantly above the significance level (a = 0.01), which means CDI
does not return false positive answers.

C.10. Model Details and CDI Effectiveness

Based on Table C.8.4 we make the following observations. (1) For a given DM
architecture, trained on a given dataset, the number of samples required for the
confident identification of the training data decreases with increasing input reso-
lution. This phenomenon is clearly visible when comparing the required number
of samples for U-ViT256 and U-ViT512 and for DiT256 and DiT512 which differ
only in the input image resolution (2) Models trained on smaller datasets exhibit
stronger signal for identifying training data, as evident when contrasting the results
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on models trained with ImageNet (LDM, U-ViT256, U-ViT512, DiT256, DiT512) and
COCO dataset (U-ViT256-T21I, U-ViT256-T2I-Deep, U-ViT256-Uncond).

C.11. Number of Model Training Steps and CDI
Effectiveness

To assess the effect of the number of DM’s training steps on CDI, we conduct the
following experiment. We measure the effectiveness of CDI for U-ViT256-Uncond
model after every 100,000 training steps. The results in Fig. C.9.1 confirm that
CDI is effective even for models trained for a limited number of steps. With enough
samples provided by the data owner |P| = 2,000, CDI confidently rejects H, for
U-ViT256-Uncond after just 100,000 training steps.

C.12. More Results for the Non-members in P and
False Positives

We present the additional results on CDI’s robustness in cases when P contains
(some) non-member samples in Fig. C.9.2. We expand Fig. 8.5.3 for DiT512 with
experimental results for LDM256 and U-ViT256-T2I. CDI remains effective even
when not all data samples are used as training data. i.e.,, P contains a certain ratio of
non-members, while the remaining samples in P are members. We observe that CDI
demonstrates greater robustness in cases when part of P contains non-members if
the data owner supplies larger P. This is evident in the decreasing p-value at a given
non-members ratio as the size of P increases. Importantly, for the non-members
ratio of 1, the p-values are significantly above the significance level (a = 0.01), which

means CDI does not return false positive answers.

Table C.12.1. Performance of CDI under |U| and |P| imbalance. We report the minimal
sample size of P needed to confidently reject the null hypothesis with CDI.

|UV/|P| ratio LDM256 U-ViT256 DiT256 U-ViT512 DiT512 U-ViT256-T21 U-ViT256-T2I-Deep

1.00 6000 3000 2000 2000 1000 200 70
0.90 6000 3000 2000 2000 2000 200 70
0.75 6000 3000 2000 3000 2000 200 70
0.50 6000 3000 2000 3000 2000 300 90
0.25 7000 4000 2000 4000 2000 400 200
0.10 8000 5000 4000 6000 5000 800 300
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Table C.12.2. Performance of CDI in gray- vs white-box model access. We depict the
number of samples required from the data owner in Qqest to reject the null hypothesis for
different model access scenarios. Our CDI framework remains effective when assuming the
more restrictive gray-box model access, provided with larger P.

Access Type LDM256 U-ViT256 DiT256 U-ViTS12 DiTS12 U-ViT256-Uncond U-ViT256-T2I U-ViT256-T2I-Deep

Gray-Box Model 8000 3000 2000 4000 2000 400 200 70
White-Box Model 6000 3000 2000 2000 1000 300 200 70

C.13. Results under |P| and |U| Imbalance

In practice, the training-to-test set ratio (|JU|/|P|) is often much smaller than one.
We analyze CDI’s performance in such scenarios and find it remains effective even
when the victim has access to fewer test samples (|U| < |P|). We report the number
of samples in P needed to reject Hy for given ratios (|U| = ratio x |P|). Notably, an
extreme set imbalance can be mitigated by increasing P.

C.14. MIAs and their Model Access Types

We group features, which we use in CDI, into two categories, based on their
respective access type. Because Gradient Masking and Noise Optimization utilize
gradient calculations they require white-box access to the DM’s network weights.
To execute the remaining feature extraction method CDI needs only gray-box access,
i.e., the ability to predict the noise added to a clean sample at an arbitrary timestep
t. We specify the model access type per each feature in table C.14.1.

Table C.14.1. Each feature with its Model Access Type.

MIA Model Access Type
Denoising Loss [47] gray-box
SecMlgsq: [79] gray-box
PIA [137] gray-box
PIAN [137] gray-box
Multiple Loss (ML) gray-box
Gradient Masking (GM) white-box
Noise Optimization (NO) white-box

C.15. Gray-box vs. White-box Comparison

CDI remains effective even in a gray-box model access scenario. We assess the
effectiveness of CDI within a gray-box model access scenario, as specified in our
threat model (section 8.4). In this setup, only the original MIA features and Multiple
Loss are included, whereas the white-box model access setup leverages the full set
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of features. Our results in table C.12.2 show that CDI maintains effectiveness under

gray-box access, successfully rejecting the null hypothesis, though it requires a larger
sample size in P.

C.16. Analysis of the Scoring Function

Fig. 8.5.2 demonstrates the varying impact of features on CDI performance. We
further aid our analysis of the scoring function by SHAPIley [155] summary plots
in fig. C.16.1. The results illustrate the model-specific nature of feature importance.
This highlights the necessity of a scoring function that can agnostically learn the
optimal feature utilization for each dataset and DM, leading to more confident and
adaptable membership estimations, ultimately enhancing CDI’s effectiveness.
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Figure C.16.1. SHAPIley plots for all models and features. The scoring functions have
been trained using 5,000 members as P, and 5,000 non-members in U, The resulting

plots are evaluated on 20,000 members in Piest and 20,000 non-members in Uit to provide
the most accurate results.
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C.17. From p-Value to TPR@FPR=1%.

The ablation study on the importance of the statistical testing in CDI we conduct
in section 8.5.2 requires us to transform p-values returned by CDI to TPR@FPR=1%
to directly compare CDI with set-level MIA in table 8.5.1. We note that the TPR of
a statistical test is equivalent to its power. We estimate the power by computing

61—

the effect size, using Cohen’s d [60], which is defined as d = =2, x; and xy are the

S .

(n1-1)s2+(ng—1)s2 . .
! it n2_22 2. n1 and ng are the sizes of the population

(here: the number of samples in P and U, respectively), and s? = njl_l ZZZ Ly — 5)?

observed scores, and s = \/

for j =1,2. After we obtain the effect size, we compute the power of the t-test using a
solver, setting a = 0.01 to get TPR@FPR=1%.

C.18. ROC curves of CDI

|P| =100 . |P| =500 . |P| = 5000
10 10

Figure C.18.1. ROC curves of CDI. CDI achieves perfect performance with sufficiently
large |P|. Resulting TPR@FPR=1% align with p-values we report in Fig. 8.5.1.

In section 8.5.1, we evaluate CDI following the evaluation methodology proposed
for DI by [157]. In this section, we additionally extend this evaluation by analyzing
CDI through ROC curves and true positive rates (TPR).

We build on section 8.5.2 and section C.17, and obtain TPR at varying FPR by
sweeping over a values from 0 to 1. To ensure stability of our results, for each
size of P we sample 1000 subsets from P and U, compute the TPR, and finally
average the TPR to get the final value. We visualize our results in fig. C.18.1. Key
takeaways from the figure are: (1) CDI achieves perfect performance given large
enough |P|, even at FPR=0%. (2) CDI is not over-confident. P-values we report in
Fig. 8.5.1 align with the resulting TPR@FPR=1%, thanks to the careful choice of a
(ref. section 8.4.3). Intuitively, low p-values correspond to high TPR@FPR=1%. For
example, LDM256 for |P | = 5000 achieves p-values close to 0.01, and TPR@FPR=1%
of 0.89. (3) In effect, CDI is not susceptible to p-value hacking, i.e., the improvement
in CDI’s performance observed in CDI’s higher confidence (lower p-value) signifies
higher TPR at lower FPR.
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C.19. MIAs Fail on DI Task

In this experiment, we compare CDI to MIAs on the task of DI. Similarly to
set-level MIA we introduce in section 8.5.2, we follow this procedure: We apply a
MIA to each sample in the suspect set, returning Positive prediction if the score for
any sample exceeds a certain threshold. Repeating this process for every suspect set
and varying the threshold yields a ROC curve for each MIA. Finally, we compare
these ROC curves against the ROC curve for CDI, obtained as in App. C.18.

We sample 1000 P containing only member samples (Positive) and 1000 P con-
taining only non-member samples (Negative). U remains unchanged, i.e., contains
only non-members. We vary the size of P for a more thorough analysis and compute
ROC curves.

We demonstrate in Fig. C.21.1 that CDI achieves TPR orders of magnitude higher
than MIAs on the DI task. Applying single-sample MIAs to DI is challenging. Our
experiments show MIAs are unstable, with high FPR due to set-wise confidence
swayed by a single high score. Notably, increasing the size of P does not improve
the performance. CDI’s statistical testing is robust by comparing distributions of
membership scores and capturing subtle differences. Then, the application of the
t-test in CDI quantifies these differences, with the p-value serving as a reliable

confidence measure.

C.20. Further Applicability of Our Novel Features

One of our contributions is the new features introduced in section 8.4.1. As we use
these features to fit our scoring function, we can also use them to perform the default
threshold MIA. We introduce the detailed results of that experiment in App. C.21.
Here, we analyze the characteristics of our features.

C.20.1. Gradient Masking

Recall, to obtain this feature we: (1) distort 20% of the input image’s latent based
on the absolute gradient values. (2) Use the DM to reconstruct the distorted part
by performing a single denoising step. (3) Compute L2 reconstruction loss over the

distorted region.

Visualization. We visualize the reconstruction effect in fig. C.20.6. We observe
that: (1) the reconstructed members resemble semantics of the original images
better than the reconstructed non-members do. (2) For members and non-members
there is a notable decrease in the level of detail in the images after reconstruction,
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KDE plots for U-ViT256-T21-Deep model with Gradient Masking
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Figure C.20.1. KDEplots of the Gradient Masking features for timesteps, and after
aggregation. The model used is U-ViT256-T2I-Deep.

e.g., for U-ViT256-T2I-Deep we observe that for the member sample the details of the
painting and the table are gone. (3) The crude elements of the reconstructed images
stay unchanged, e.g., for ImageNet models we can see that the reconstructed image
contains a dog (for the member sample), or a turtle in the grass (the non-member).
(4) Distortion is not uniform between the models. For the ViT-based models we
observe distortions that are spread out throughout the image, while for the LDM
(UNet-based model) the distortions are more local.

Features. In fig. C.20.1 we analyze the distributions of the features (reconstruction
errors) throughout various timesteps, and then we compare them with the distri-
bution obtained by aggregating these features with our scoring function. We note
that the difference between members and non-members is negligible for singular
features. However, after we aggregate them we observe a significant difference.

C.20.2. Noise Optim and Multiple Loss

For these two features our findings are in line with the findings for Gradient
Masking. In fig. C.20.2 and fig. C.20.3 we visualize the distributions of singular
features and the distributions after aggregation.
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KDE plots for U-ViT256-T21-Deep model with Multiple Loss
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Figure C.20.2. KDEplots of the Multiple Loss features for timesteps, and after
aggregation. The model used is U-ViT256-T2I-Deep.
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KDE plots for U-ViT256-T2I-Deep model with Noise Optimization
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Figure C.20.3. KDEplots of the Noise Optim features, and after aggregation. The
model used is U-ViT256-T2I-Deep. Error refers to the reconstruction error obtained after
optimization, and Norm is the L2 norm of added perturbation.

C.20.3. Effect of aggregation on MIA and CDI performance

We compare the metrics for MIA and CDI when we use a singular feature vs

when we aggregate the features. In fig. C.20.4 we observe that while some singular

features barely cross the threshold of random guessing (TPR=1%), the aggregate
provides better results (although the effectiveness is limited). For CDI, in fig. C.20.5

we observe that aggregation allows us to lower the p-value by orders of magnitude

lower than the best singular feature can.
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Figure C.20.4. TPR@FPR=1% (1) for singular features, and after aggregation The
model used is LDM256. For Gradient Masking and Multiple Loss the numerical values
correspond to the timestep at which the feature is computed.
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Figure C.20.5. P-values (|) for singular features, and after aggregation The model
used is LDM256. For Gradient Masking and Multiple Loss the numerical values correspond
to the timestep at which the feature is computed.

C.21. Further Evaluation of MIAs

The following summarizes an extensive evaluation effort for MIAs utilizing ex-
isting, and, for completeness, our proposed novel features used as MIA. We follow
identical setting as described in App. C.21, and extend the results by Area Under
the Curve (AUC) score (Table C.21.3), and accuracy (Table C.21.2). To perform MIA
on novel features we do the following: (1) Fit s on the features extracted from [P |
= 5000 and |Ug,y| = 5000. (2) Obtain predictions on Piest and Ugest. Importantly,
Piest NP = 9 and Ugest N Uiy = 9. (3) Use these scores to run MIA. We include ac-
curacy and AUC to better understand the differences between the proposed features,
as well as their impact on the CDI. In Fig. C.21.2 we visualize the behavior of the
Receiver Operating Characteristic (ROC) curve for all features under MIA setting.

We note that, similarly to Fig. 8.5.2, Gradient Masking provides stronger sig-
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Figure C.20.6. Effect of the reconstruction method for the Gradient Masking. The
images in the figure are distorted using noise scale corresponding to the timestep=500,
and are denoised using the same timestep. The images differ between models due to the
difference in their respective training datasets (ImageNet and COCO2017).

nal than Multiple Loss and Noise Optimization, resulting in higher values of
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TPR@FPR=1% (Table C.21.1), AUC, and accuracy in almost all cases. GM un-
derperforms compared to ML only for U-ViT256 and U-ViT512.

We observe higher performance of MIAs for models trained on smaller datasets,
i.e., U-ViT256-Uncond, U-ViT256-T2I, U-ViT256-T2I-Deep.
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Figure C.21.1. Comparison of CDI and MIAs on the DI tasks.
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Table C.21.1. MIA results at a TPR@FPR=1%. Values in the table are in %. We include
the performance of MIAs using our novel features and note that they perform comparably
with the SOTA PIA method, or even outperform it in some cases.

LDM256 U-ViT256 DiT256 U-ViT512 DiT512 U-ViT256-Uncond U-ViT256-T21 U-ViT256-T2I-Deep

Denoising Loss [47] 1.23£0.10 1.22+0.10 1.34+0.12 1.61+0.12 1.78+0.12 1.72+0.15 1.73+£0.14 2.25+0.20
SecMlIg¢qt [79] 1.17£0.11 1.17£0.11 1.31+0.14 1.26+0.10 1.16+0.13 1.67£0.19 1.78+0.14 2.41+0.24
PIA [137] 1.1240.09 1.18+0.10 1.54+0.13 1.25+0.13 1.14+0.13 2.79+0.20 2.84+0.22 5.57+0.41
PIAN [137] 0.88+£0.09 1.18+0.10 0.96+0.10 1.52+0.12 1.13+0.10 0.88+0.10 0.87+0.09 0.78+0.09
Gradient Masking  1.32+0.12 1.20+0.12 1.83+0.15 1.07+£0.12 1.28+0.12 2.56+0.16 2.98+0.22 4.71+0.30
Multiple Loss 1.31+£0.11 1.43+0.14 1.57+0.14 1.43+0.10 1.48+0.13 2.39+0.18 2.19+0.26 3.10+0.28
Noise Optimization 1.39+0.11 1.67+£0.13 1.35+0.12 1.25+0.16 1.25+0.13 1.63+0.13 1.66+0.15 1.81+0.17

Table C.21.2. Accuracy of MIA on all features. Values are in %. Here we observe that all
novel features outperform already existing ones. Note that for all models trained on ImageNet
(first five columns from the left) we observe results very close to 50%, essentially random
guessing. For models trained on COCO (remaining three columns on the right) we observe
an improvement for Gradient Masking and Multiple Loss, while the MIAs from section 8.3.1
remain close to 50%.

LDM256 U-ViT256 DiT256 U-ViT512 DiT512 U-ViT256-Uncond U-ViT256-T2I U-ViT256-T2I-Deep

Denoising Loss [47] 50.02+0.01 50.07+0.03 50.09+0.03 50.14+0.04 50.20+0.04 50.01+0.01 50.01+0.01 50.01+0.01
SecMlgsqt [79]  50.03+£0.03 50.04+0.04 50.17+£0.20 50.03+0.09 49.97+0.04 52.92+2.89 50.40+0.50 53.57+3.55
PIA [137] 50.01£0.01 50.02+0.03 50.28+0.06 50.02+0.03 50.03+0.03 50.07+0.02 50.03+0.01 50.03+0.01
PIAN [137] 49.51£0.12 49.87+0.06 49.81+0.07 49.82+0.17 49.80+0.13 50.02+0.15 50.10£0.15 50.05+0.12
Gradient Masking  50.00+0.01 50.01+0.01 51.61+£0.46 50.00+0.01 50.78+0.13 53.60+0.60 55.26+0.68 61.85+0.30
Multiple Loss 50.07+£0.07 50.00£0.01 50.08+0.06 50.00+0.00 50.06+0.06 52.75£0.19 53.70+£0.29 59.79+0.26
Noise Optimization 50.00+0.00 50.00+0.00 50.00+0.00 50.09+0.04 50.00+0.00 50.03+0.02 50.24+0.06 52.72+0.20
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Table C.21.3. AUC score for MIAs. We observe that for this metric PIA outperforms all
standalone features for models trained on COCO (last three columns on the right) while MIAs
based on Gradient Masking, Multiple Loss and Noise Optim achieve better performance for
models trained on ImageNet (first five columns on the left) in almost all cases.

LDM256 U-ViT256 DiT256 U-ViTS12  DiTS12  U-ViT256-Uncond U-ViT256-T2I U-ViT256-T2I-Deep

Denoising Loss [47] 50.55+0.28 50.29+0.30 51.71+£0.29 49.99+0.29 50.19+0.29 56.47+0.28 57.38+0.28 60.77+0.29
SecMlgsqr [791  49.5940.28 53.06+£0.29 55.22+0.28 50.92+0.30 50.69+0.30 59.28+0.29 61.56+0.28 69.20+0.26
PIA [137] 49.02+0.29 51.65+0.29 53.07+0.29 50.79+0.29 49.98+0.29 59.97+0.27 63.99+0.28 71.18+0.25
PIAN [137] 49.41+£0.28 50.69+0.29 49.88+0.28 49.82+0.28 49.07+0.29 49.63+0.30 49.68+0.29 49.35+0.28
Gradient Masking  51.66+0.29 53.06+0.29 54.83+0.29 53.67+0.29 56.05+0.28 59.36+£0.29 59.88+0.28 66.80+£0.27
Multiple Loss 51.77£0.30 53.63+0.29 54.16+0.30 52.30+0.30 52.98+0.29 58.17+£0.29 58.93+0.28 64.26+0.27
Noise Optimization 51.85+0.29 52.73+0.29 52.15+0.29 54.09+0.29 51.93+0.29 54.28+0.28 55.51+£0.29 58.04+0.27
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Figure C.21.2. ROC curves for MIAs against all models. X- and Y-axis are in logarithmic
scale. We observe that for DMs trained on ImageNet the TPR in low FPR regime (< 1%) is
not better than random guessing, while for the models trained on COCO (last three from
the right in the bottom row) all methods but PIAN achieve results significantly better than
random chance.
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D. Supplement for Privacy Attacks on

Image AutoRegressive Models

D.1. Broader Impact

Image autoregressive models (IARs) have rapidly gained popularity for their
strong image generation abilities. However, the privacy risks that come associated to
these advancements have remained unexplored. This work makes a first step towards
identifying and quantifying these risks. Through our findings, we highlight that
IARs empirically experience significant leakage of private data. These findings are
relevant to raise awareness of the community and to steer efforts towards designing
dedicated defenses. This enables a more ethical deployment of these models.

D.2. Why IARs Leak More Privacy Than DMs?

In the following we provide insights explaining the higher leakage observed in
IARs. First, we focus on differences in architectures and models’ internals. Then,
we switch to explore architecture-agnostic factors like model size.

D.2.1. Inherent Differences Between IARs and DMs

We note that DMs have inherently different characteristics than IARs, and we
link them to the privacy risks they exhibit. We identify three key factors:

1. Access to p(x) boosts MIA [257]. We note that IARs inherently expose the
full information about p(x) at the output (per-token logits, see eq. (9.1)). In
contrast, DMs do not, as they learn to transform N(0,7) to the data distribution
q(x) by iterative denoising process. This difference is expressed with varying
MIA designs for DMs and IARs—the former exploit the predicted noise, while
the latter work with p(x), by focusing on the logits. Our results confirm this
premise—MAR is less prone to all privacy risks, and it does not output p(x). It
outputs continuous tokens, sampled from a diffusion module.

2. AutoRegressive training exposes IARs to more data per update. For each
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training sample passed through the IAR, the model "sees" N different sequences
to predict. Conversely, DMs only "sees" a single, noisy image. This influences
two factors: a) training time of the model—DMs require to be trained two times
longer than IARs, on average. b) privacy leakage—IARs are exposed to more
information per each update step, which translates to increased vulnerability for
privacy attacks like MIAs, DI, and data extraction. VAR outputs 10 sequences
of tokens, and is less prone to MIA than RAR, which outputs 256 sequences,
e.g., VAR-d-20 vs. RAR-L (models of similar sizes).

3. Multiple independent signals amplify leakage. Previous works [83, 158]
aggregate signal from many MIAs to yield a stronger attack. Notably, each token
predicted by IARs leaks unique information from the model, as it is generated
from a (slightly) different prefix. Thus, per-token losses/logits that IAR-specific
MIAs use, when aggregated, add up to a more informative signal, which in turn
yields stronger MIAs. In contrast, DMs’ outputs provide a general direction
for the denoising process, and are strongly correlated. In effect, predictions at
different timesteps do not provide enough novel information to the MIA to boost
its strength.

We believe that these reasons are behind greater privacy leakage that we observe
for IARs than for DMs.

D.2.2. Architecture-Agnostic Differences Between the Models

The models evaluated in our work differ in many factors. Two of them, model
size and training duration, are mostly architecture-agnostic, which means they are
less related to the design choices of the specific models. As the efficacy of privacy
attacks is directly related to these factors [211], we want to assess if our results
really show that IARs leak more than DMs. To this end, we collect five variables:
TPR@FPR=1% (MIA), P (DI metric), model size, training duration, and Is IAR for
every model we evaluate in the paper (11 IARs, 8 DMs). For the first two (MIA, DI)
we take them directly from tables D.9.5, 9.5.1 and 9.5.3. We obtain the model sizes
from tables D.5.1 and D.6.1. Training duration is expressed by a number of data
points passed through the model at training, e.g., for RAR-B we have 400 epochs of
ImageNet-1k train set, which amounts to 400 x 1.27M =~ 0.5B samples seen. Is IAR
factor is a 1 if the model is IAR, 0 otherwise. We take these variables and compute
pairwise Pearson’s correlation between them, using values for all the models.

In table D.2.1 we show correlations between factors (columns) and privacy metrics
(rows). We identify the following insights:

1. Training duration is a factor that increases vulnerability for MIA and DI for
DMs the most.
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Table D.2.1. Correlation between different factors and privacy leakage. Our results
show that while the model-agnostic factors correlate with the performance, the fact that the
model is IAR or not also correlates with the leakage.

Architecture Training Duration Model Size Is IAR

P (DI) IAR 0.24 -0.39

P (DI) DM -0.58 -0.32

P (DI) All -0.04 028  -0.46
TPR@FPR=1%  IAR 0.17 0.93
TPR@FPR=1% DM 0.31 0.11
TPR@FPR=1% All 0.2 0.87 0.38

2. Model size influences leakage more for IARs than for DMs.
3. Is IAR factor plays the most significant role for the DI performance. It also
correlates with MIA performance.

Our results show that while these two factors, model size and training duration,
influence the performance of our attacks against the models, the results strengthen
our notion that IARs tend to leak more privacy than IARs due to their inherent
characteristics.

D.3. Limitations

We acknowledge our privacy analysis of the novel IARs, and comparison to DMs
suffers from two limitations. We do not evaluate our attacks on the biggest available
models (like Infinity [109]) trained on massive (over 1B samples), messy datasets.
Secondly, there are many factors crucial for MIA and DI performance, which differ
in values between almost all the models. The following explains these issues in more
detail.

D.3.1. On the Infeasibility of High-Scale Experiments on Extremely Large
Models

We do not assess how our attacks perform when applied to models trained on
datasets of a scale higher than 1M samples. It may raise concerns about the scal-
ability of the attacks and the insights they provide to the real-world applications.
Unfortunately, IARs trained on bigger datasets than ImageNet-1k (Infinity [109],
HART [220]) do not disclose fully what their training data exactly is. Because of
that, we are unable to perform a sound evaluation of the privacy attacks. We lack

the ability to assess MIA’s and DI’s performance correctly, as these methods rely
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on two assumptions: (1) we know a part of the training data (members), (2) we
have access to non-members that are independent and identically distributed (1ID)
with members. When we fail to satisfy (2) the methods would collapse to dataset
detection [32]. Moreover, without satisfying (1) we cannot run MIA and DI at all.

While a methodologically correct evaluation of the cutting-edge models is out of
our reach, we aim to provide more insight into text-to-images IARs, and see how
much they leak. To this end, we run our attacks on VAR-CLIP [261], a VAR-d16
model trained on a captioned ImageNet-1k. Our results in table D.3.1 show that this
model leaks significantly more data than its class-to-image counterpart of the same
size. Moreover, the leakage is on a level similar to VAR-d20’s—a model of double
the size of VAR-CLIP. We argue that the increased leakage stems from the model
overfitting more to the conditioning information, which is richer for textual data
than for the class labels.

Table D.3.1. Leakage of VAR-CLIP compared to class-conditional VARs. We observe
increased privacy leakage over class-conditioned models, expressed by a stronger perfor-
mance of our attacks.

Model TPR@FPR=1% P (DI)

VAR-CLIP 6.30 60
VAR-d16 2.18 200
VAR-d20 5.92 40

D.3.2. On the Impossibility of a Fully Standardized Experimental Setup
Between the Models

In the ideal scenario we are able to isolate only the factors inherent to the models’
architecture, and consequently, are able to draw insights which design choices lead to
what privacy risks. We would call such setup standardized, meaning that the models
are almost identical, and differ only in factors we want to explore (like architecture).
However, in reality we deal with too few models, each one being trained differently,
which allows only for limited insights.

We note the models vary in the following ways:

1. Training duration, expressed by number of data points seen during training,
e.g., RAR-B sees 400 x 1.27M ~ 0.5B samples. In DMs we evaluate the training
duration varies between 0.21B to 1.79B samples seen, whereas IARs are trained
with between 0.26B and 0.51B samples.

2. Training objectives. DMs minimize eq. (9.3), while IARs— eq. (9.2). Im-

portantly, DMs minimize the expected error over timesteps and data, which
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necessitates a twice as long training duration for DMs than IARs (on average)
to achieve comparable FID.

3. Model sizes. IARs benefit from scaling laws [132], and that allows them to
be scaled up to sizes greater than DMs, before their performance plateaus.
DMs cannot be scaled that well—the performance gains diminish faster with
the increase of size. In effect, the biggest IARs we evaluate—VAR-d30 and
RAR-XXL— are on average 2-3 times bigger than DMs. Since the size of the
model impacts its vulnerability to privacy attacks, our analyses do not fully
accommodate for that factor.

4. Two stage architectures. All models incorporate an encoder-decoder network
for training and inference, e.g., VQ-VAE [91]. Importantly, these encoders differ
between models. VAR’s next-scale prediction paradigm requires training of
a specialized encoder that understands how to process residual token maps,
used during encoding an image to the sequence of discrete tokens. Moreover,
VAR and RAR work with discrete tokens, i.e., the encoder-decoder network
additionally contains a quantizer module, which translates the continuous

latent representations of the images to a 2D integer-only maps.

Unfortunately, these factors directly prohibit a standardized comparison of the
privacy risks between DMs and IARs. We are not able to fix the training duration
for all models—the generation quality of DMs would be significantly subpar than
IARs (as DMs require twice the training time of IARs), and thus the results would
be unsound. We incorporate the size of the models in figs. D.7.1, 9.1.1 and 9.5.1,
however, we acknowledge that the sizes vary between the models, and this limits
our ability to fully disentangle this factor from the privacy results.

However, we are able to fix one factor for all the models: utility. We know the
models we source are trained to the maximum of the potential each architecture
allows, as we utilize models from papers that aim for exactly that—the best perfor-
mance. We compare models that are the upper boundary of what is possible within
the inherent limitations and trade-offs each architecture has to offer. We are deeply
aware that privacy vs utility is a balancing act: better models tend to be less private.
Thus, our study fixes one of these parameters—utility—to be the highest
possible for a given model, and under that condition we evaluate how much it
leaks. We believe our results provide strong empirical evidence that DMs constitute
a Pareto optimum when it comes to image generation—they are comparable in FID,
while being significantly more private than the novel IAR models.
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D.4. Privacy Leakage Under a Unified Attack

We acknowledge that the field of privacy attacks against image generative models
like IARs or DMs is constantly evolving. Since our work aims to provide the current
empirical insights into differences in privacy leakage between these architectures,
we use the strongest available attacks to provide an upper boundary on the privacy
leakage, following literature on privacy auditing [29, 84].

However, IARs and DMs are two different classes of models. In consequence, the
attacks we employ are tailored to their inherent properties, and thus the attacks
vary. This might raise concerns of the following nature: what if the field progresses
and a new, very potent attack is designed for DMs? Will our current empirical
results hold, i.e., can we really claim IARs leak more privacy than DMs, or is it just
the current MIAs against DMs that are less powerful than for IARs?

We believe our insights in section D.2 provide reasons why IARs inherently leak
more than DMs. To strengthen our results, we perform an architecture-agnostic,
unified attack against all models—Loss Attack [254].

D.4.1. Loss Attack

Loss Attack is defined as follows: (1) For each sample we perform a forward pass
through the model as it would be during the training (2) We compute the model
loss (specific to each model) for the samples. (3) We use the losses to perform
MIA (as in section D.5.2), and we use the losses to perform Dataset Inference
(see section D.5.3).

Loss Attack differs from MIAs against DMs in the following way: instead of fixing
the timestep to the most optimal one (¢ = 100 [48]), and averaging the loss over 5
different input noises [48], we sample ¢ ~ U[0,1000], and compute the per-sample loss
for a single random noise.

For MAR, we roll back the modifications to the diffusion module, explained
in section D.8. We do not fix the timestep to the most optimal one (¢ = 500), we
compute the loss over 5 (default for training), instead of 64 (optimal) input noises,
and we sample the masking ratio for each sample following the distribution used
during training, instead of fixing it to 0.95—the optimal value.

For VAR and RAR, this attack is identical to the one in table D.9.1 (first row).

Since the DI framework relies on features obtained from different MIAs, we run
DI only with the single feature—Loss Attack. We unify DI to be the same for DMs
and IARs by removing the scoring function s for DM-specific DI—CDI [83]. In effect,
the procedure is identical for DMs and IARs.
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Table D.4.1. Unified attack results. We employ Loss Attack [254], discarding any
model-specific modifications that might strengthen the signal, to ensure a fair comparison
between different model classes and architectures. The results strongly support our notion
that IARs leak more privacy than DMs.

Model  Architecture P (DI) TPR@FPR=1% (MIA) AUC (MIA) Accuracy (MIA)

VAR-d16 IAR 3000 1.50:0.5 52.35:040 50.08:0.03
VAR-d20 IAR 1000 1.67x020 54.54 1040 50.11:003
VAR-d24 IAR 300 2.19:020 59.56-03 50.15+004
VAR-d30 IAR 40 4.95:040 75.46:035 50.32:005
MAR-B TAR 6000 1.43:017 51.31:030 50.48:0.16
MAR-L IAR 3000 1.52:016 52.35:030 50.70=0.18
MAR-H IAR 2000 1.61:017 53.66:030 51.07 020
RAR-B IAR 800 1.77 1025 54.92:04 50.25:006
RAR-L IAR 400 2.10:027 58.03:040 50.39-007
RAR-XL TIAR 80 3.40x040 65.58:038 50.81:0.10
RAR-XXL TIAR 40 5.73:05 74.44 1054 51.64:010
LDM DM > 20000 1.08:0.13 50.13:00s 50.13:0n
U-ViT-H/2 DM > 20000 0.85:013 50.1 1000 50.07 0.1
DiT-XL/2 DM > 20000 0.84-0.14 50.09:0.0s 50.15:014
MDTv1-XL/2 DM > 20000 0.85:0.13 50.05:005 50.08:0.14
MDTv2-XL/2 DM > 20000 0.87x0.12 50.14005 50.16:0.14
DiMR-XL/2R DM > 20000 0.89:0.13 49.55:006 49.70:0.14
DiMR-G/2R DM > 20000 0.85:012 49.54 006 49.69.0.15
SiT-XL/2 DM 6000 0.95-0.16 48.22.026 49.97 1000

D.4.2. TARs are Empirically More Prone to the Unified Attack Than DMs

Our results in table D.4.1 are consistent with the results achieved with DM- and
IAR-specific attacks (tables 9.5.1 and 9.5.3) Empirical data shows IARs are more
vulnerable to MIAs and DI. Loss Attack does not yield TPR@FPR=1% greater than
random guessing (1%) for DMs, whereas all IARs perform above random guessing.
Moreover, with such a weak signal, DI ceases to be successful for DMs, requiring
above 20,000 samples (P) to reject the null hypothesis (no significant difference
between members and non-members), with one exception: SiT. Conversely, IARs
retain their high vulnerability to DI, with the most private JAR—MAR-B—being
similarly vulnerable to the least private DM—SIiT.

We believe results obtained under the unified attack strengthen our message
that current IARs leak more privacy than DMs.
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D.5. Additional Background

In the following we provide additional background on Diffusion Models used for
comparison to IARs, details on MIAs, and precise definition of the DI procedure, as

well as a description of the sampling strategies used by IARs during generation.
D.5.1. Diffusion Models

Table D.5.1. DM details. We report the training details for the DM models used in this
work.

LDM U-ViT-H/2 DiT-XL/2 MDTvl-XL/2 MDTv2-XL/2 DiMR-XL/2R DiMR-G/2R  SiT-XL/2

Model parameters  395M 50IM 675M 700M 742M 505M 1056M 675M
Training steps 178k 500k 400k 2M 6.5M M IM ™
Batch size 1200 1024 256 256 256 1024 1024 256
FID 3.60 2.29 2.27 1.79 1.58 1.70 1.63 2.06

We provide a brief overview of DMs used in our experiments. All models are
class-conditioned latent DMs trained on the ImageNet dataset at 256x256 resolution.
Except for LDM, all models utilize Vision Transformers (ViT) [75] as their diffusion
backbones. LDM instead employs the UNet architecture [192], being a prior work. We
refer the reader to the original publications for more details about their architectures
and training strategies.

LDM (Latent Diffusion Model) by rom [24] first propose running diffusion in
a learned latent space rather than in pixel space, using a U-Net as the denoising
backbone.

DiT-XL /2 (Diffusion Transformer) by Peebles and Xie [174] replaces the conven-
tional U-Net with a ViT backbone.

U-ViT-H/2 by Bao et al. [40] adopts a ViT-based architecture with skip con-
nections inspired by U-Nets. It treats image patches, class labels, and diffusion
timesteps as input tokens in a unified transformer space.

MDTv1-XL and MDTv2-XL (Masked Diffusion Transformer) by Gao et al. [103]
apply a masked latent modeling strategy during training to enhance contextual
learning. The model predicts missing latent tokens, improving training efficiency
and sample quality. MDTv2 introduces architectural refinements that lead to further
gains in fidelity and performance.

DiMR-XL /2R and DiMR-G /2R by Liu et al. [151] propose a multi-resolution
diffusion framework that processes features across different spatial scales. This
design improves detail preservation and reduces distortions, especially when using
large patch sizes. The models also incorporate time-aware normalization to enhance

temporal conditioning.
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SiT-XL /2 (Scalable Interpolant Transformer) by Ma et al. [156] extends the
DiT architecture with an interpolant mechanism that decouples the noise schedule
from the model. This allows for greater flexibility in diffusion dynamics without
architectural changes.

Besides these models, we additionally evaluate emerging DMs: LFM [65]—a
flow-matching model, and DiT-MoE [96]—a mixture-of-experts DM, based on DiT [174].
We do not include these models for the final comparison for three reasons: (1) the
released models are significantly smaller (130M parameters each) than all other
models, (2) the released models achieve subpar FID scores (4.46 for LFM, unknown
FID for DiT-MoE), (3) unknown details of training (number of iterations for DiT-MoE).
For completeness, we perform MIA and DI, and report the values in table D.5.2.

Table D.5.2. Results for novel DM architectures. We see the leakage is similar to the
rest of DMs.

Model TPR@FPR=1% P (DI)

LFM 1.79 2000
DiT-MoE 1.70 2000

D.5.2. Membership Inference Attacks

MIAs attempt to identify whether a given input x, drawn from distribution X,
was part of the training dataset Dyyqain used to train a target model fy. We explore
several MIA strategies under a gray-box setting, where the adversary has access to
the model’s loss but no information about its internal parameters or gradients. The
goal is to construct an attack function Ay, : X — {0,1} that predicts membership.

Threshold-Based attack. Threshold-based attack is a key method of estab-
lishing membership status of a sample. It relies on a metric such as Loss [254] to
determine membership. An input x is classified as a member if value of the metric
falls below a predefined threshold:

Ag,(x) = TM(f,x) <], (D.1)

where M is the metric function, and y is the threshold.

Min-k% ProB Metric. To address the limitations of predictability in threshold-based
attacks, Shi et al. [209] introduced the Min-k% ProB metric. This approach evaluates
the least probable K% of tokens in the input x, conditioned on preceding tokens,
where K is a hyperparameter, selected from {10,20,30,40,50}. By focusing on less
predictable tokens, MiN-k% ProB avoids over-reliance on highly predictable parts

235



of the sequence. Membership is determined by thresholding the average negative
log-likelihood of these low-probability tokens:

Af,(x) = IIMIN-k% Pros(x) < y].

The final value is reported for the best K.

Min-k% ProB ++. MiN-K% ProB ++ refines the Min-k% ProB method by lever-
aging the insight that training samples tend to be local maxima in the modeled
probability distribution. Instead of simply thresholding token probabilities, MiN-k%
ProB ++ examines whether a token forms a mode or has relatively high probability
compared to other tokens in the vocabulary.

Given an input sequence x = (x1,x9,...,%x7) and an autoregressive language model

fo, the MIN-k% ProB ++ score is computed as:

1 log p(atlx<t) — pr<s
SMin-Ko%++(%) = —
ISl teS Ox<t

, (D.2)

where S consists of the least probable K% tokens in x, and pu,<; and o,<; are the
mean and standard deviation of log probabilities across the vocabulary. Membership
is determined by thresholding:

Ay (%) = USMin-K%++(x) = y1. (D.3)

Similarly to Min-k% Pros, MiN-k% ProB ++ sweeps over K € {10,20,30,40,50}, and
the final result is reported for the best hyperparameter K.

zlib Ratio Attacks. A simple baseline attack leverages the compression ratio
computed using the zlib library [102]. This method compares the model’s perplexity
with the sequence’s entropy, as determined by its zlib-compressed size. The attack

is formalized as:

P
Ap(x)=1 < ]

zlib(x)

The intuition is that samples from the training set tend to have lower perplexity for
the model, while the zlib compression, being model-agnostic, does not exhibit such
biases.

CAMIA introduces several context-aware signals to enhance membership infer-
ence accuracy. The slope signal captures how quickly the per-token loss decreases
over time, as members typically exhibit a steeper decline. Approximate entropy quan-
tifies the regularity of the loss sequence by measuring the frequency of repeating
patterns, while Lempel-Ziv complexity captures the diversity of loss fluctuations by
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counting unique substrings in the loss trajectory—both of which tend to be higher for
non-members. The loss thresholding Count Below approach computes the fraction of
tokens with losses below a predefined threshold, exploiting the tendency of members
to have more low-loss tokens. Repeated-sequence amplification measures how much
the loss decreases when an input is repeated, as non-members often show stronger
loss reductions due to in-context learning.

Surprising Tokens Attack (SURP). SURP detects membership by identifying
surprising tokens, which are tokens where the model is highly confident in its
prediction but assigns a low probability to the actual ground truth token. Seen data
tends to be less surprising, meaning the model assigns higher probabilities to these
tokens in familiar contexts.

For a given input x = (x1,x9,...,x7), surprising tokens are those where the Shannon
entropy is low and the probability of the ground truth token is below a threshold:

S={t|H;<e., plxslxcs)<tp}, (D.4)

where H, is the entropy of the model’s output at position ¢, 7, is the probability of the
bottom k%-th token. k € {10,20,30,40,50}, and ¢, € {2,4,8,16} are hyperparameters.
The SURP score is the average probability assigned to these surprising tokens:

1
=n Z pxg|x<s). (D.5)

S (x)=
SURP | Sl =

Membership is determined by thresholding:
Afg(x) = Ssyrpx) = Yl (D.6)

The SUPR’s result for the best combination of 2 and ¢, is selected as the final

performance.

D.5.3. Dataset Inference

Scaling IARs to larger datasets raises concerns about the unauthorized use
of proprietary or copyrighted data for training. With the growing adoption and
increasing scale of IARs, this issue is becoming more pressing. In our work, we use
DI to quantify the privacy leakage in IAR models. However, DI can be additionaly
used to establish a dispute-resolution framework for resolving illicit use of data
collections in model training, ie. determine if a specific dataset was used to train a
IAR.
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Figure D.5.1. Dataset Inference for IARs Procedural Steps. The process consists of
four main steps: o Data Preparation: Prepare the data to verify whether the (suspected)
member samples P were used to train the IAR. The (confirmed) nonmember samples U, from
the same distribution as P, serve as the validation set. @ Feature Extraction: Run each
individual MIA on all inputs from {P, U} to extract membership features for all data samples.
We use our MIAs tailored to IAR models. @) Score Computation: Normalize the extracted
features using MinMaxScaler to scale them into the [0,1] range and compute a membership
score for each sample by summing its normalized feature values. @ Statistical Testing:
Apply a statistical t-test to verify whether the scores obtained for the public suspect data
points P are statistically significantly higher than those for U. If so, P is marked as being
part of the IAR’s training set. Otherwise, the test is inconclusive and the IAR’s training set
is considered independent of P.

The framework involves three key roles. First, the victim (V) is the content
creator who suspects that their proprietary or copyrighted data was used to train a
IAR without permission. The victim provides a subset of samples (P) they believe
may have been included in the model’s training dataset. Second, the suspect (A)
refers to the IAR provider accused of using the victim’s dataset during training. The
suspect model (fy) is examined to determine whether it demonstrates evidence of
having been trained on P. Finally, the arbiter acts as a trusted third party, such as
a regulatory body or law enforcement agency, tasked with conducting the dataset
inference procedure. For instance, consider an artist whose publicly accessible but
copyrighted artworks have been used without consent to train a IAR. The artist,
acting as the victim (V), provides a small subset of suspected training samples (P).
The IAR provider (A) denies any infringement. An arbiter intervenes and obtains
gray-box or white-box access to the suspect model. Using DI methodology, the arbiter
determines whether the IAR demonstrates statistical evidence of training on P.

D.5.4. Sampling Strategies

The greedy approach selects the token with the highest probability. In the top-£
sampling, the highest & token probabilities are retained, while all others are set
to zero. The remaining non-zero probabilities are then re-normalized and used
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to determine the next token. Notably, when % = 1, this method reduces to greedy
sampling.

D.6. Model Details

In our experiments, we use a range of models from VAR [223], RAR[256], and
MAR [145] architectures, each varying in model size and architecture. The details of
these models, including the number of parameters, training epochs, and FID scores,
are summarized in table D.6.1. The models were trained on the class-conditioned

image generation on the ImageNet dataset [71].

Table D.6.1. Model details. We report the training details for IAR the models used in this

work.

VAR Models

RAR Models

MAR Models

VAR-d16 VAR-d20 VAR-d24 VAR-d30 RAR-B RAR-L RAR-XL RAR-XXL MAR-B MAR-L MAR-H

Model parameters  310M 600M 1.0B 2.1B 261M  462M 955M 1.5B 208M  478M  942M
Training epochs 200 250 300 350 400 400 400 400 400 400 400
FID 3.55 2.95 2.33 1.92 1.95 1.70 1.50 1.48 231 1.78 1.55
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Figure D.7.1. Comprehensive comparison of the trade-offs between IARs and DMs.
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Here we describe the comprehensive process of training and generation cost esti-
mation of IARs and DMs, which results in the plot fig. D.7.1. We use torchprofile [20]
Python library to measure GFLOPs used for generation and training.

In order to compute the training cost, the procedure is as follows. (1) We perform
a single forward pass through the model. (2) We multiply the obtained GFLOPs cost
by two, to accommodate for the backward pass cost. (3) We multiply the resulting
cost of a single forward and backward pass by the amount of training samples
passed through the model during training. The amount of samples is based on the
numbers reported in the papers for each of the evaluated models. DMs and IARs use
a different reporting methodology, with the former reporting training steps and a
batch size, and the latter reporting the number of epochs. For the latter, we assume
that a full pass through the ImageNet-1k training set is performed, thus we multiply
the number of epochs by 1,281,167.

Time to generate a single sample (referred to as latency) is computed by gen-
erating 640 images using code from the original models’ repositories. We use the
maximum batch size that fits on a single NVIDIA RTX A4000 48GB GPU, to utilize
our hardware to the maximum, in order to ensure a fair comparison. For DMs and
IARs we follow the settings reported by authors of the respective papers that give
the lowest FID score, i.e., we use classifier-free guidance for all the models. For MAR
we perform 64 steps of patches sampling. For all DMs but U-ViT we perform 250
steps of denoising, while for U-ViT the reported number is 50, which explains low
latency of this model in comparison to others. We acknowledge that, in case of DMs,
there are ways to lower the cost of the inference, e.g., by lowering the number of
denoising steps. However, we use the default, yet more costly setup for these models,
as there is an inherent trade-off between generation quality and cost for DMs, which
we want to avoid to make our results sound.

Single generation cost in GFLOPs is computed in a similar fashion. We utilize
code provided by the authors of the respective papers for the inference, wrap it using
torchprofile, and perform a generation of a single sample. Note that here we do not
measure time, and we can ignore the parallelism of hardware, as the total cost would
stay the same. As we observe in fig. 9.1.1, there is a discrepancy between latency and
cost of generation, especially in case of RAR, where we observe an order of magnitude
higher generation time than the GFLOPs cost would suggest. This phenomenon
originates from the KV-Cache mechanism that is used in case of VAR and RAR during
sampling. While the compute cost is lower thanks to the mechanism, the reading
operation of the cache mechanism is not effectively parallelized, which results in
hardware-incurred latency. We, however, acknowledge that this trade-off might
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become more beneficial in cases of low-power edge devices, as the computational
power of these devices is more limited than the speed of memory operations.

D.8. MIAs for MAR

Adjusting Binary Mask MAR extends the IAR framework by incorporating masked
prediction strategies, where masked tokens are predicted based on the visible ones.
This design choice is inspired by Masked Autoencoders [113], where selectively
removing and reconstructing parts of the input allows models to learn better rep-
resentations. Given that MIAs rely on detecting subtle differences in how models
process known and unknown data, we hypothesize that adjusting the masking ratio
during inference can amplify membership signals. By increasing the masking ratio
from 0.86 (the training average) to 0.95, we create conditions where fewer tokens
are available to reconstruct the original image, potentially exposing membership
information more prominently.

Our experimental results, reported in table D.8.1, confirm that this strategy
enhances MIAs’ effectiveness. Specifically, TPR@FPR=1% for MAR-H increases
from 2.18 to 2.88 (+0.70), and MAR-L sees an improvement from 1.89 to 2.25 (+0.36),
demonstrating that a higher masking ratio strengthens membership signals. No-
tably, setting the mask ratio too high (e.g., 0.99) leads to a slight drop in MIA
performance, suggesting a balance must be struck between revealing more member-

ship signal and overly degrading the model’s ability to generate images effectively.

Table D.8.1. Impact of varying mask ratio on MIAs for MAR. We report TPR@FPR=1%.
Higher values indicate stronger membership signals. The best-performing setting is high-
lighted in bold.

Mask Ratio MAR-B MAR-L MAR-H

0.75 1.64 (-0.05) 1.65(-0.24) 1.81(-0.37)
0.80 1.74 (+0.05) 1.76 (-0.13) 1.85(-0.33)
0.85 1.68 (-0.01) 1.83 (-0.06) 2.00 (-0.18)
0.86 (default) 1.69 (0.00) 1.89 (0.00) 2.18 (0.00)

0.90 1.65(-0.04) 1.88(-0.01) 2.22(+0.05)
0.95 1.88 (+0.19) 2.25 (+0.36) 2.88 (+0.70)
0.99 1.77 (+0.08) 1.86 (-0.03) 2.14 (-0.04)

Fixed Timestep MIAs on DMs have been shown to be most effective when con-
ducted at a specific denoising step ¢ [48]. Since MAR utilizes a small diffusion
module for token generation, we hypothesize that targeting MIAs at a fixed timestep
t rather than a randomly chosen one can similarly enhance MIA effectiveness. Un-

like full-scale diffusion models, where the most discriminative timestep is typically
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around ¢ = 100, our experiments reveal that for MAR models, the optimal timestep
is t =500.

table D.8.2 illustrates the impact of this adjustment. When MIAs are performed
at t =500, MAR-H achieves a TPR@FPR=1% of 3.30, improving by +0.42 over the
baseline random timestep approach. Similarly, MAR-L and MAR-B also see notice-
able gains at this timestep. Notably, selecting timestep # = 100 significantly reduces
the attack’s effectiveness, with a drop of -0.38 for MAR-H.

Table D.8.2. Impact of using a fixed denoising timestep on MIAs for MAR perfor-
mance. We report TPR@FPR=1%. The most discriminative timestep is highlighted in bold.

Timestep MAR-B MAR-L MAR-H

random  1.88 (0.00) 2.25(0.00) 2.88 (0.00)

100 1.60 (-0.27) 1.90 (-0.34) 2.50 (-0.38)
500 1.88 (+0.00) 2.41 (+0.17) 3.30 (+0.42)
700 1.85(-0.03) 2.35(+0.10) 3.20 (+0.32)
900 1.65(-0.22) 2.14 (-0.10) 2.97 (+0.09)

Reducing Diffusion Noise Variance The MAR loss function, as defined in eq. (9.3),
exhibits certain variance due to its dependence on randomly sampled noise ¢. During
training, MAR uses four different noise samples per image. We hypothesize that
increasing the number of noise samples can provide a more stable loss signal, thereby
improving the performance of MIAs.

Our results, summarized in table D.8.3, confirm that increasing the number of
noise samples has a positive effect on attack performance.

Table D.8.3. Impact of R reducing diffusion noise variance on MIAs for MAR perfor-
mance. We report TPR@FPR=1%. Obtaining loss for random noise sampled multiple times
generally improves attack effectiveness. The best-performing setting is highlighted in bold.

Repeats ~MAR-B MAR-L MAR-H
4 (default) 1.88(0.00) 2.41(0.00)  3.30 (0.00)
8 1.98 (+0.10) 2.59 (+0.18) 3.32 (+0.03)
16 2.01 (+0.13) 2.50 (+0.09) 3.19 (-0.11)
32 2.00 (+0.11) 2.56 (+0.15) 3.35 (+0.06)
64 2.09 (+0.21) 2.61 (+0.20) 3.40 (+0.10)

D.9. Full MIA Results

We report TPR@FPR=1% and AUC for each baseline MIA (table D.9.1, table D.9.2,
each improved MIA for IAR (table D.9.3, table D.9.4) and each MIA for DMs (ta-
ble D.9.5, table D.9.6). Results are randomized over 100 experiments.
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Table D.9.1. TPR@FPR=1% for baseline MIAs.

Model VAR-d16 VAR-d20 VAR-d24 VAR-d30 MAR-B MAR-L MAR-H RAR-B RAR-L RAR-XL RAR-XXL
Loss [254] 1.50£0.16 1.67£020 2.19:021 4.95:038 1.42:021 1.48+0.19 1.60+021 1.76:024 2.10+027 3.38:042 5.70£0.55
ZI1ib [19] 1.55+020 1.74z020 2.24+024 5.77+059 1.41+022 1.49+021 1.59+022 1.91x023 2.45+026 4.21+031 7.52+057
Hinge [42] 1.62+0.19  1.72+022 2.14£023  4.09+0.40 — — — 1.81+0.17 1.99:0.19 2.94:036 5.16+0.63
Min-K% [209] 1.58+0.16 2.04+025 3.22+038 12.23+1.13 1.69+0.18 1.89+0.16 2.18+023 2.09+024 2.86:032 5.83+052 13.48+0.98
SURP [259] 1.53+0.17  1.70+020 2.23+023 5.02+043 — — — 1.84+0.18 2.12+030 3.46+046 5.82+053
Min-K%++ [260] 1.34+0.18 2.21+028 3.73+034 14.90+0.96 — — — 2.36+029 3.26:030 6.27+0.65 14.63+0.87
CAMIA [51] 1.33+0.18  1.76+0.19 3.07+035 16.69+1.16 1.35:0.19 1.38+0.19 1.44+023 1.51+0.17 1.78x0.15 1.99:034 4.34:0.51
Table D.9.2. AUC for baseline MIAs.

Model VAR-d16 VAR-d20 VAR-d24 VAR-d30 MAR-B MAR-L MAR-H RAR-B RAR-L RAR-XL. RAR-XXL
Loss [254] 52.35+035 54.53+034 59.55+035 75.45:+030 51.92+036 53.33+036 55.06+034 54.92+037 58.04+0.37 65.59+034 74.45+0.30
Zl1ib [19] 52.3840.38 54.59+0.38 59.65+0.37 75.67+034 51.91:039 53.32+039 55.05:038 55.27+036 58.68+0.35 66.85+034 76.17+0.30
Hinge [42] 53.29+039 56.83+039 62.89+0.39 77.36+0.33 — — — 57.07+044 61.41+044 71.48+039 82.14+0.29

Min-K% [209]  53.77+0.40 57.84+044 65.49+040 83.55+030 51.87+038 53.29+0.38 55.05+038 56.53+038 61.21+036 71.35:+032 82.33+0.28

SURP [259] 50.46+0.25 54.54+038 59.60+0.40 75.46+0.34 — — — 52.21+040 58.02+042 65.58+041 74.50+0.33

Min-K%++ [260] 54.52+0.41 57.93+038 65.76+038 85.33+0.27 — — — 57.82+041 62.48+038 75.61+032 85.16+0.26

CAMIA [51] 52.44+0.44 55.12+044 61.37+042 80.16:034 51.08+042 51.96+043 53.20+038 51.40+036 51.83+0.39 59.28+0.39 66.07+0.36
Table D.9.3. TPR@FPR=1% for our improved MIAs for IARs.

Model VAR-d16 VAR-d20 VAR-d24 VAR-d30 MAR-B MAR-L MAR-H RAR-B RAR-L RAR-XL RAR-XXL
Loss [254] 2.16+026 5.95+054 24.03+191 86.38+092 1.54+022 1.81+021 2.26+026 2.86+020 5.50+039 16.58+0.97 40.76+1.87
Zlib [19] 1.75+017 4.87+041 20.37+1.19 83.99+0.87 1.51+021 1.80+023 2.23+027 2.52+031 4.56+039 13.91+1.02 41.03+1.96
Hinge [42] 0.00+0.00 0.00+0.00 0.00+0.00  0.00+0.00 — — — 2.50+020 4.34+039 10.59+0.88 20.23+1.85

Min-K% [209]  0.05+0.02 0.06+0.02 0.14+0.04 1.63+0.13 2.09+023 2.6+028 3.40+030 4.30:033 8.66+0.79 26.14+122 49.80+2.15

Min-K%++ [260] 0.39:0.06 1.40+0.11  4.88+020 37.90+0.44 — — — 4.19:0.40 8.24+0.66 23.04:1.14 43.67+2.32

CAMIA [51] 1.83+025 5.46+052 20.92x1.14 72.77+1.04 1.00£0.17 0.97+0.13 1.06x0.15 1.63z021 2.60+027 6.77+047 17.85+1.20
Table D.9.4. AUC for our improved MIAs for IARs.

Model VAR-d16 VAR-d20 VAR-d24 VAR-d30 MAR-B MAR-L MAR-H RAR-B RAR-L RAR-XLL RAR-XXL
Loss [254] 61.73+033 76.26+030 92.20+0.15 98.95+0.05 52.25+042 54.60+041 57.35:040 65.61+035 75.83+0.32 89.64+021 96.17+0.12
ZI1ib [19] 57.91£039 70.86+0.33 88.69+024 98.51+0.07 52.2340.39 54.57+039 57.33+039 62.22+042 72.19+037 87.51x022 95.46+0.13
Hinge [42] 52.67+036 56.11:036 62.48+0.36 74.63+0.30 — — — 59.66+0.39 68.09:035 81.56+0.29 90.62+0.21

Min-K% [209]  59.78+034 70.43+034 83.10+025 90.16+0.27 53.31+0.40 56.34:039 59.98+038 66.81+038 78.73+032 91.36+020 96.97+0.10
Min-K%++ [260] 57.10:030 65.44+029 78.74+0.25 93.18:0.16 — — — 65.20+036 75.37+0.34 88.29:023 95.84:0.14
CAMIA [51] 56.37+0.38 68.18+031 84.83+024 96.95+0.09 50.86+041 51.15+041 51.75:0.41 57.95+040 63.17+0.43 70.43+039 83.55+0.31
Table D.9.5. TPR@FPR=1% of MIAs for DMs.

LDM  U-ViT-H/2 DiT-XL/2 MDTv1-XL/2 MDTv2-XL/2 DiMR-XL/2R DiMR-G/2R SiT-XL/2
Denoising Loss [48] 1.35+0.14 1.30+0.17  1.42+0.17 1.55+0.18 1.64+0.17 0.91+0.15 0.88+0.15 1.02+0.13
SecMIgtqr [79] 1.30+£020 1.31x0.19  1.49+0.22 1.35+0.17 1.52+0.22 1.15+0.21 1.05+0.15  0.00+0.00

PIA [137] 1.25+0.16  1.25:0.19  1.59+0.20 1.72+0.20 2.07+0.24 1.07+0.11 1.09+0.12 1.14+0.14
PIAN [137] 1.03x0.14 1.17x0.16  0.92+0.12 1.22+0.15 1.50+0.20 1.04+0.13 1.01x0.12 1.09+0.14

GM [83] 1.25+017  1.26+0.17  1.34x0.17 1.18z0.16 1.47+0.19 1.13z0.15 1.16z0.16 1.38z+0.18

ML [83] 1.41+0.16 1.36+020  1.50+0.18 1.70+0.16 1.98+0.26 1.01+0.15 1.10+0.14 1.14+0.12
CLiD [258] 1.55+019  1.75x022  2.08+0.28 2.72+0.39 4.91+0.44 0.96+0.14 0.90+0.13  6.38+0.64
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Table D.9.6. AUC for MIAs for DMs.

LDM  U-ViT-H/2 DiT-XL/2 MDTvl1-XL/2 MDTv2-XL/2 DiMR-XL/2R DiMR-G/2R SiT-XL/2

Denoising Loss [48] 50.53+0.41 50.36+042 51.77+043  51.25+037 51.65+0.37 46.25+0.40 46.01+040 47.25+0.34
SecMlgsq: [79] 49.84+044 53.15:043 55.15:x046  54.44+0.38 56.80+0.36 48.73+0.45 48.73+044  50.00+0.00

PIA [137] 48.97+043 51.77+044 53.18+042  52.60+0.44 54.68+0.45 47.31+0.42 47.16+041  49.13+0.44
PIAN [137] 49.56+043 50.99x046 50.14:2043  49.96+0.42 51.52+0.38 49.85+0.41 49.79+043  50.17+0.37
GM [83] 51.51+040 51.19:042 50.46+046  50.72+0.39 48.85+0.37 45.97+0.45 45.86+045 50.94+0.38
ML [83] 50.36+0.41 51.16+0.41 52.53+045  50.42+0.19 54.65+0.38 46.26+0.38 49.37+041  49.83+0.17
CLiD [258] 52.50+039 54.27+041 56.16+0.41 57.43+0.41 62.54+0.40 46.20+0.38 45.95+041  78.65+0.30

D.10. Full DI Results

We report the outcome of DI for DMs in table D.10.1. As an additional observation,
we note that contrary to DI for IARs, shifting from the classifier to an alternative
feature aggregation increases the number of samples needed to reject Hy. This
suggests, that the linear classifier remains necessary for DMs.

Table D.10.1. DI for DMs. We report the minimal number of samples needed to successfully
reject Hy.

LDM U-ViT-H/2 DiT-XL/2 MDTv1-XL/2 MDTv2-XL/2 DiMR-XL/2R DiMR-G/2R SiT-XL/2

DI for DM 4000 700 400 300 200 2000 200 300

No Classifier 5000 4000 3000 600 400 2000 2000 500

D.11. Mitigation Strategy

In this section we detail our privacy risk mitigation strategy.
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Figure D.11.1. Privacy-utility trade-off of our mitigation strategy. We show that
successfully defending VAR and RAR against MIA and DI requires adding noise that severely
harms the performance. Interestingly, we are able to limit the extent of memorization for
VAR, and fully defend MAR against MIA and DI.

D.11.1. Method

Given an input sample x, we perturb the output of the IAR according to a noise

scale o, which we can adjust to balance privacy-utility trade-off. During inference,
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we add noise sampled from N(0,0) to the output. For VAR and RAR, we add it to the
logits, and for MAR we add them to the sampled continuous tokens.

We measure privacy leakage with our methods from section 9.5. Specifically,
we perform MIAs, DI, and the extraction attack. To quantify utility, we generate
10,000 images from the IARs, and compute FID [115] between generations and the
validation set. Lower FID means better quality of the generations.

D.11.2. Results

Our results in fig. D.11.1 show that we can effectively lower the privacy loss
by applying our mitigation strategy, however, this comes at a cost of significantly
decreased utility, as highlighted by substantially increasing FID score.

We are able to lower the MIAs success by more than half (Fig. D.11.1, left),
with the biggest relative drop observed for RAR-XL, for which the TPR@FPR=1%
drops from 26% to 4.4%. Moreover, all MAR models become immune to MIAs after
noising their tokens, as TPR@QFPR=1% drops to 1% (random guessing) with ¢ = 0.001.
When we apply our defense to DI (Fig. D.11.1, second from the left), we have to
increase P, the minimum number required to perform a successful DI attack, by
an order of magnitude, with the biggest relative difference for the smallest models:
VAR-16, and RAR-B, with an increase from 80 to 3000, and 200 to 8000, respectively.
Such an increase means that the models are harder to attack with DI, i.e., their
privacy protection is boosted. Similarly to MIA, DI stops working for MAR models
immediately.

Our method achieves limited success in mitigating extraction (Fig. D.11.1, third
from the left). We are lowering the success of extraction attack only when adding
significant amount of noise. However, for VAR-d30, which exhibits the biggest
memorization, with o = 1.0 we successfully protect 93 out of 698 samples from being
extracted without significantly harming the utility. Our method, similarly to all
defenses, suffers from lowered performance (Fig. D.11.1, right), as signal-to-noise
ratio during generation gets worse when o increases.

D.11.3. Discussion

We show that we can mitigate privacy risks by adding noise to the outputs of IARs,
at a cost of utility. Notably, all MARs become fully immune to MIAs and DI with
noise scale as small as 0.001. This result supports previous insights from section 9.5,
in which we show that MARs are significantly less prone to privacy risks than VARs
and RARs. We argue that logits leak significantly more information than continuous
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tokens, and thus, adding noise to the latter yields significantly higher protection, at
a lower performance cost.

We acknowledge that our privacy leakage defense is a heuristic, and more the-
oretically sound approaches should be explored, e.g., in the domain of Differential
Privacy [84]. To the best of our knowledge, we make the first step towards private
TIARs.

D.12. More About Memorization

In this section we provide an extended analysis of memorization phenomenon in
IARs. We show more examples of memorized images, highlight the relation between
the prefix length i and the number of extracted samples, and shed more light on our
efficient extraction method, described in section 9.5.3.

D.12.1. More Memorized Images

In fig. D.12.4 we show a non-cherry-picked set of images memorized by IARs.
In fig. D.12.3 we show an example of an image memorized verbatim by VAR-d30
without any prefix, i.e., only from the class label token. In fig. D.12.2 we show an
image that has been memorized by both VAR-d30 and RAR-XXL.

Original - VAR-d30

- mo.:.’.' A
ooo'm"‘o'o’o‘o’c‘n '

[J (Y1)
“ n... ....

XXX T S XA c_w'¢ 1S
Figure D.12.1. An image extracted from both VAR-d30, and MAR-H.
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Original

Figure D.12.2. Images extracted from both VAR-d30, and RAR-XXL.
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Figure D.12.3. Image extracted from VAR-d30 without prefix. (Left) memorized image,
(right) generated image.

Figure D.12.4. Non-cherry-picked extracted images. Odd columns from the left
correspond to the original image, even to extracted. From left, the images are for VAR-d30,
RAR-XXL, and MAR-H.
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D.12.2. Prefix Length vs. Number of Extracted Images

We analyze the effect of the prefix length on the number of extracted samples. As
our method leverages conditioning on a part of the input sequence, in fig. D.12.5 we
show an increase of extraction success with the increase in the length of the prefix.
Notably, we start experiencing false-positives once the prefix length surpasses 30
for VAR-d30 and RAR-XXL, and 5 for MAR-H. In effect, the results in table 9.5.4
provide an upper bound of the success of our extraction method.
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Figure D.12.5. Prefix length and the number of extracted samples. We show that
with an increase of the prefix length, the success of our extraction method increases.

Table D.12.1. Prefix length : for our data extraction attack. We note that appending longer
sequences leads to false positives, i.e., the IARs start to generate images from the validation
set.

Model VAR-d30 MAR-H RAR-XXL
Prefix length i 30 5 30

D.12.3. Approximate distance vs. SSCD Score

In this section we underscore the effectiveness of our filtering approach. fig. D.12.6
shows that the distances we design for the candidate selection process indeed corre-
lates with the SSCD score. By focusing only on the top-5 samples for each class we
effectively narrow our search to just 0.5% of the training set, significantly speeding
up the whole process.
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Figure D.12.6. Distance function d and the SSCD score. We show that d correlates

with the final memorization score. This result makes our candidate selection process sound,
and reduces the cost of extracting memorized samples.
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